

		
ENGINEERING RELEASE NOTES

Gigabit Ethernet Switch ECS4155&ECS4655-30T/ ECS4155&ECS4655-30P
Phase 2 Firmware Version 2.1.10.262


INTRODUCTION:
[bookmark: OLE_LINK26][bookmark: OLE_LINK25][bookmark: OLE_LINK29]The ECS4655-30T is a 24*2.5G RJ45 ports plus 6*25G SFP28 uplink ports L3 2.5GbE Switch.
The ECS4655-30P is a 24*2.5G RJ45 ports plus 6*25G SFP28 uplink ports L3 2.5GbE Switch.
The ECS4155-30T is a 24*2.5G RJ45 ports plus 6*25G SFP28 uplink ports L2+ 2.5GbE Switch.
The ECS4155-30P is a 24*2.5G RJ45 ports plus 6*25G SFP28 uplink ports L2+ 2.5GbE Switch.

[bookmark: OLE_LINK30]Local Console Management (LCM) allows the user to monitor and configure the ECS4655 Series from a VT-type terminal. LCM can be used to configure features such as SNMP community names and access rights, Port Enable/Disable, firmware downloads, and Device IP address as well as most other parameters. LCM can also provide statistical and diagnostic information about the entire device or an individual port.

[bookmark: OLE_LINK8]Management of the switch is password protected; the same password is used for LCM and for the Web browser interface. Prior to accessing the Management Module via a network connection, a valid IP address, subnet mask, and in some cases a default gateway must be configured using an out-of-band connection or the DHCP protocol. The management option provides SNMP, RMON (4 groups: 1,2,3,9), and Web management for system control and statistical monitoring.


	It is recommended that one thoroughly review this release notes prior to the installation or upgrade of this product.



FIRMWARE SPECIFICATION:

	Status
	Version No.
	Type
	Release Date

	EIT Testig Version
	1.1.0.244
	EIT Test Version
Gitlab: Simba Main 
	2024/11/27

	NTC Testig Version
	1.1.1.244
	NTC Testig Version
Gitlab: Simba Main 
	2024/12/3

	NTC Testig Version
	1.1.2.244
	NTC Testig Version
Gitlab: Simba Main 
	2024/12/5

	EIT Testig Version
	1.1.3.244
	EIT Test Version
Gitlab: Simba Main 
	2024/12/31

	NTC Testig Version
	1.1.4.251
	NTC Testig Version
Gitlab: Simba Main 
	2025/1/8

	EIT Testig Version
	1.1.5.251
	EIT Test Version
Gitlab: Simba Main 
	2025/2/7

	NTC Testig Version
	1.1.6.251
	NTC Test Version
Gitlab: Simba Main 
	2025/2/12

	EIT NTC Testig Version
	2.4.1.251
	EIT NTC Testig Version
Gitlab: Simba Main 
	2025/3/24

	EIT Testig Version
	2.4.2.252
	EIT Test Version
Gitlab: Simba Main 
	2025/5/27

	NTC Testig Version
	2.1.3.252
	NTC Test Version
Gitlab: Simba Main
	2025/6/5

	EIT Testig Version
	2.1.4.253
	EIT Test Version
Gitlab: Simba Main 
	2025/7/3

	NTC Testig Version
	2.1.5.253
	NTC Test Version
Gitlab: Simba Main
	2025/7/21

	NTC Testig Version
	2.1.6.253
	NTC Test Version
Gitlab: Simba Main
	2025/8/6

	NTC Testig Version
	2.1.7.253
	NTC Test Version
Gitlab: Simba Main
	2025/8/7

	NTC Testig Version
	2.1.8.253
	NTC Test Version
Gitlab: Simba Main
	2025/8/26

	Patch Version
	2.1.9.262
	Patch Version
Gitlab: Simba Main
	2026/4/30

	NTC Testig Version
	2.1.10.262
	NTC Test Version
Gitlab: Simba Main
	2026/6/15



LOADER:

	Status
	Version No.
	Type
	Release Date

	Test Version
	1.0.0.1
	Gitlab: Simba Main Branch: 
Uboot2018-03
	2024/11/27

	Test Version
	1.0.0.2
	Gitlab: Simba Main Branch: 
Uboot2018-03
	2024/12/31

	Test Version
	1.0.0.3
	Gitlab: Simba Main Branch: 
Uboot2018-03
	2025/1/8

	Test Version
	1.0.0.4
	Gitlab: Simba Main Branch: 
Uboot2018-03
	2025/2/7





HARDWARE COMPATIBILITY:

ALL


BOOTPROM COMPATIBILITY:

ALL


NETWORK MANAGEMENT SOFTWARE SUPPORT:

	NMS Platform
	Version No.
	Module No.

	TBD
	 
	 



If you install this image, you may not have control of all of the latest features of this product until the next version(s) of network management software. Please review the software release notes for your specific network management platform for details.


SUPPORTED FUNCTIONALITY:

Please see the ECS4655_FeatureSpec_20241202.xlsx

INSTALLATION AND CONFIGURATION NOTES:

[bookmark: OLE_LINK34][bookmark: OLE_LINK33]In general, the ECS4655 L2+ Series Switch will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing ECS4655 L2+ Series Switch, please follow the TFTP download instructions that are included with your firmware image upgrade kit.
 
FIRMWARE CHANGES AND ENHANCEMENTS:

The following Known Issues have been fixed in this release of firmware.

Loader V1.0.0.1
	1
	ECS4655EC-35 
	merge ECS4655 code to simba main




Runtime V1.1.0.244, Loader V1.0.0.1
	1
	ECS4655-9
	7ae2f151
	create new ppe for 4155 on Simba main branch

	2
	ECS4655-15
	db3d68a8
	linux and basic peripherial driver bring up

	3
	ECS4655EC-16
	54aa7a10
	verify and debug SFP RX LOS status and port link

	4
	ECS4655EC-22
	36358aa4
	Multiple Management IP Interface and SNMP and IP Clustering and UDLD and Multi-netting and CIDR and ARP and Static Route

	5
	1. ECS4655EC-33
	8d0d0c7d
	remove unsupported parameter in CLI command media-type

	[bookmark: _Hlk30161873]6
	ECS4655EC-35
	fe17689f
	merge ECS4655 code to simba main

	7
	ECS4655EC-38
	acdb2aac
	PHY 88E2580 does not support Auto-Media detect

	[bookmark: OLE_LINK38]8
	ECS4655EC-40
	bc491a56
	change OID for ECS4655

	9
	ECS4655EC-41
	6591b4c5
	Change the search mode of the snmp public node: swModelNumber

	10
	ECS4655EC-42
	c717376a
	Add profile license feature

	11
	ECS4655EC-45
	55b80934
	rollback unicast strom-control workaround code

	12
	ECS4655EC-37
	d3e4f0cc
	verify and debug RX LOS interrupt

	13
	ECS4655EC-43
	8b7d590b
	verify and debug USB

	14
	ECS4655EC-46
	02a2f740
	power status verify and debug

	15
	ECS4655EC-51
	e0bc0392
	when port link status change CLI will hang a few seconds

	16
	ECS4655EC-52
	5c4c9867
	Mirror：Failed to add ACL mirroring、MAC mirror and VLAN mirror

	17
	ECS4655EC-53
	b0e02d4d
	verify and debug reset button

	18
	ECS4655EC-39
	a6c5373a
	mvr receiver port can not receive igmp join packet during TG sending multicast data packet to source port.

	19
	ECS4655EC-54
	e10af3ee
	ACL: update ACL TCAM entries.

	20
	ECS4655EC-34
	37a982ac
	igmpsnp mc entry spec size modified to 4k

	21
	ECS4655EC-55
	36cc3f25
	update meter entries

	22
	ECS4655EC-13
	0fb15891
	ECS4655 Upgrade openssl3.3.0 and openssh9.8



Runtime V1.1.1.244, Loader V1.0.0.1
	1
	ECS4655EC-56
	d3b6ba97
	Modify ECS4655 dashboard front-panel port

	2
	ECS4655EC-57
	7aa4b99e
	change bootloader version

	3
	ECS4655EC-58
	51716618
	change make_ecos_image to support ECS4655

	4
	ECS4655EC-48
	4695173d
	MVR: The hw mc dummy entry didnot created in chip but simba cli can show the entry when first Multicast data packet trapped to cpu.

	5
	ECS4655EC-12
	c1a717cf
	poe bring up and test

	6
	ECS4655EC-47
	a979e9f0
	thermal plan verify and debug



Runtime V1.1.2.244, Loader V1.0.0.1
	1
	ECS4655EC-59
	3bc05e2e
	MIB: Failed to compiled this EC4655 MIB.

	2
	ECS4655EC-61 
	6f2ae3bb
	MIB: Failed to get switchMgt objects.

	3
	ECS4655EC-60
	13aa2454
	TACACS: The DUT freezes and reboots 10 minutes after logging in via a TACACS account.



Runtime V1.1.3.244, Loader V1.0.0.2
	1
	ECS4655EC-63
	1b86167c
	[MAC-Thrashing-0020-0430] Cannot enable MAC Thrashing action

	2
	ECS4655EC-67
	b701e8df
	[L2SW-0190, 0680] Port-channel Operation Speed-duplex only display 2500full

	3
	ECS4655EC-71
	f8c557bc
	[SYSLOG-0210] The DUT has no "VLAN 100 link-up notification" Log after DUT reboot.

	4
	ECS4655EC-72
	a01aab92
	[IPv6-MLD-SNP-0110] TG2 and TG4 cannot receive multicast packets when I enable unknown-multicast mode as flood.

	5
	ECS4655EC-73
	6bba12ce
	[Mirror-PortBased_old-0090, 0120, 0230, 0240, 0480] I cannot configure multiple ports to mirror port.

	6
	ECS4655EC-75
	a01aab92
	[IGMP-Snooping-1230, 1250, 1610] Unregistered-data-flood cannot work normally.

	7
	ECS4655EC-77
	f8c557bc
	[SNMP-0040, 0280] The DUT cannot send warmStart trap.

	8
	ECS4655EC-79
	2b8d0c12
	[SNMP-0350,0360] "noauthudp-port" is wrong on SNMP Logging

	9
	ECS4655EC-98
	3828c17a
	[LLDP-0170, 0190] Check "PMD Auto-Negotiation Advertised Capability" was incorrect.



Runtime V1.1.4.251, Loader V1.0.0.3
	1
	ECS4655EC-62
	6f2ae3bb
	MIB: Failed to get/set the MIB object "dhcpRelayRestart".

	2
	ECS4655EC-64
	6f2ae3bb
	MIB: Failed to get/set the MIB object "dhcpRelayServerInetAddrEntry".

	3
	ECS4655EC-65
	f8c557bc
	DHCP Relay: After we configure DHCP Realy; DUT return exception and system halted.

	4
	ECS4655EC-76
	dc5ae9c3
	MDNS: The MDNS address fails to work after waiting for four minutes.

	5
	ECS4655EC-78
	dc5ae9c3
	mDNS: The DUT does not respond when the mDNS query is sent from the PC.

	6
	ECS4655EC-80
	f8c557bc
	SNMP Trap: The trap and log display coldstart when reload or web ui reset immediately

	7
	ECS4655EC-82
	9d231056
	Temperature-3: Can't send rising and falling alarm to log and trap server.

	8
	ECS4655EC-85
	f8c557bc
	SystemMgmt: DUT auto reboot after download file continuous.

	9
	ECS4655EC-87
	640d339d
	Exclude-vlan: The normal port cannot receive packets from uplink(Trunk port).

	10
	ECS4655EC-88
	f8c557bc
	HTTP/HTTPs: Attempt to establish more than 5 concurrent HTTP/HTTPS sessions. The DUT will encounter an exception and reboot automatically.

	11
	ECS4655EC-89
	640d339d
	Exclude-vlan: DUT cannot learn any mac-address from uplink and downlink ports.

	12
	ECS4655EC-90
	f6895c30
	DHCPSNP: DUT doesn't reject to set circuit-id exceeds maximum 255 strings.

	13
	ECS4655EC-93
	f8c557bc
	Syetem: The exception error occurs when executing some functions.

	14
	ECS4655EC-102
	cb6f5e4a
	HTTP Upload: It won't pop-up error message box when load an error image.

	15
	ECS4655EC-104
	ff7c9c11
	DHCPSNP: The policy port setting cannot write to running setting.

	16
	ECS4655EC-105
	431d6cdf
	NTP: The system peer is not in peer-status.

	17
	ECS4655EC-108
	efd7521c
	MVR6: CLI has "no mvr6 priority" command.

	18
	ECS4655EC-110
	04d41032
	LLDP: some parameter setting not arrange neatly.

	19
	ECS4655EC-111
	03e4cb62
	MVR6: The VLAN becomes a DVLAN in the MVR6 statistics output even if we don't configure the MVR6.

	20
	ECS4655EC-112
	f740423c
	Copy Direction: DUT can accept non-real cfg and other file name then also can set to startup.

	21
	ECS4655EC-113
	ba73dfc0
	NTP: Successfully created the authentication key for index 0 from the MIB browser, but it does not appear on the CLI or web.

	22
	ECS4655EC-115
	5f44b7c6
	WEB: Loss new interface-id (option 18) setting configuration page.

	23
	ECS4655EC-118
	47db0261
	MVR6: The source port forwards three reports when another source port receives a report.

	24
	ECS4655EC-119
	dab4b0b4
	DHCPv6 Relay: DUT does not reject to set itself as destination address.

	25
	ECS4655EC-124
	e4610af7
	PoE: CLI cannot set the power mainpower maximum allocation.

	26
	ECS4655EC-125
	e4610af7
	PoE: Segmentation Fault occurs when we set PoE Maximum Available Power via WebUI.

	27
	ECS4655EC-126
	26245b61
	PoE: The PoE mode button is useless.

	28
	ECS4655EC-129
	3e634560
	PoE: The CLI and WebUI have different per-port power allocation settings.

	29
	ECS4655EC-130
	
	ERPS: After we shut down and no shutdown ring port in multi-instance; DUT still cannot forward vlan group data.

	30
	ECS4655EC-132
	70453494
	PoE: The DUT is not able to supply stable power for a long time.

	31
	ECS4655EC-140
	bbfeed7d
	L2 Switch: No command available to remove 10Half and 10Full capabilities.

	32
	ECS4655EC-142
	f8c557bc
	MLAG: The watchdog will activate when 16K packets are injected into the MLAG environment.

	33
	ECS4655EC-143
	f8c557bc
	MSTP: The DUTs crash when setting up the MSTP environment.

	34
	ECS4655EC-144
	91635e9c
	Web: The console and management port icon are overlapping


Runtime V1.1.5.251, Loader V1.0.0.4
	1
	ECS4655EC-176
	c861b2cf
	change uboot password

	2
	ECS4655EC-66
	0c7c1b38
	[L2SW-0160-0180, 0200, 0520-0570] Operation Speed-duplex is 100full when TG1's speed is 100half.

	3
	ECS4655EC-68
	0c7c1b38
	[L2SW-0460-0530, 0560] Flow Control Type is not Back pressure when I send broadcast packets.


Runtime V1.1.6.251, Loader V1.0.0.4
	1
	ECS4655EC-92
	31e9cc0a
	Syetem: CLI response is very slow after rebooting the DUT.

	2
	ECS4655EC-101
	887cc943
	FileMgmt: Perform HTTP Upload if the previous action didn't complete would cause the file system to hang.

	3
	ECS4655EC-105
	0216f432
	NTP: The system peer is not in peer-status.

	4
	ECS4655EC-109
	521654a3
	MVR6: The help page has a description of Forwarding Priority.

	5
	ECS4655EC-114
	d8cf6b97
	WEB: Loss new interface-id (option 18) setting description in Help page.

	6
	ECS4655EC-116
	37c2ee63
	EEE: Power-saving does not work for ECS4655-30P (No change visible)

	7
	ECS4655EC-128
	0d908b8
	PoE: There are some problems when the required power reaches the maximum power.

	8
	ECS4655EC-137
	9b26d9e6
	LACP: The image disappears after reloading the DUT multiple times.

	9
	ECS4655EC-152
	436569f6
	support dying-gasp function on craft port

	10
	ECS4655EC-154
	cb8d50b5
	MDNS: The DUT will no send out the update of mdns response when change the ip address from DHCP client.

	11
	ECS4655EC-156
	fa692aa1
	LACP: The total bandwidth value is empty when LACP is enabled on the 25G port.

	12
	ECS4655EC-159
	f587f7aa
	PoE: The maximum power allocation on the interface is useless.

	13
	ECS4655EC-160
	20837a91
	HTTP-HTTPS: Unable to display user information when accessing the web GUI.

	14
	ECS4655EC-164
	8e7f05a0
	UserAuth-Local: The passwords should be compriseing at least three of key word by CLI/WEB.

	15
	ECS4655EC-166
	8e7f05a0
	UserAuth-Local: The minimum length is not lower than 8 characters by CLI/WEB.

	16
	ECS4655EC-167
	22d01b8f
	UserAuth-Local: Customer wish to encrypt the password in the log as change guest password.

	17
	ECS4655EC-168
	8d361778
	System: Segmentation Fault occurs when executing upload and download file.

	18
	ECS4655EC-170
	b8d91aad
	MLAG:The traffic will experience blocking and flooding on other ports when reboot the DUTs.

	19
	ECS4655EC-171
	b8d91aad
	MLAG:The traffic will experience blocking and flooding on other ports for about 60 seconds when shutdown and no shutdown the port of mlag member.

	20
	ECS4655EC-172
	8d361778
	System: The LACP always is failed in system; and DUT return “Segmentation Fault”and rebooting itself.


Runtime V2.4.1.251, Loader V1.0.0.4
	1
	ECS4655EC-132
	042a4a49
	PoE: The DUT is not able to supply stable power for a long time.

	2
	ECS4655EC-192
	ea29b703
	Need to update the mgmtd to the latest version V-1.8.38-17503

	3
	ECS4655EC-184
	af78b626
	SelectiveQinQ: Cannot configure the double-tagged when enabled dot1q-tunnel system-tunnel-control, but reverse settings is success.

	4
	ECS4655EC-193
	31eb1c9b
	Dying-gasp only support management port, please remove "efm-oam" from CLI

	5
	ECS4655EC-150
	09044225
	4655 L3 function porting

	6
	ECS4655EC-207
	345feabb
	Traceroute: DUT cannot respond the traceroute


Runtime V2.4.2.251, Loader V1.0.0.4
	1
	ECS4655EC-210
	
eec4f364
	Please remove "hardware profile" and "show hardware profile" command, the command is not supported for this model

	2
	ECS4655EC-219
	2fe51cd8
	OSPFv2: DUT cannot re-learn route as remove stub network setting from all DUTs.

	3
	ECS4655EC-220
	f304b039
	OSPFv2: Remove vortual-link setting; DUT still learn route from virtual-link.

	
	
	
	

	4
	ECS4655EC-222
	
639cdada
	OSPFv2: After we reload DUT and reset network type to broadcast from point-to-point. It prints error messages and ospf operation is failed.

	5
	
	
	

	6
	ECS4655EC-224
	4eb947b3
	OSPFv2: DUT does not redistribute connected routes on cold start-up if virtual-link is enabled.

	7
	ECS4655EC-227
	c1e73629
	DyingGasp: The dying-gasp information should be removed from the OAM help page.

	8
	ECS4655EC-228
	2a52925c
	IPv4-StaticRoute: The nullInterface cannot be added via WebUI.

	9
	ECS4655EC-229
	40c5661d
	SNMP: An exception occurs when snmpwalk layer3Mgt (1.3.6.1.4.1.259.10.1.64.1.18)

	10
	ECS4655EC-230
	6d5f44df
	FAN's RPM calculation formula changed.

	11
	ECS4655EC-232
	35594ef7
	OSPFv2: Remove area 0.0.0.0 in any VLAN; DUT delete all OSPF VLAN setting.

	12
	ECS4655EC-234
	40faf6b6
	PIM: DUT cannot select correct RPF neighbor sometimes.

	13
	ECS4655EC-235
	32b06158
	BGP: The DUT will pop "% Unknown command:" message when disable the neighbor interface.

	14
	ECS4655EC-238
	c699cc02
	IGMP: Multicast data cannot be forwarded when receiving the IGMPv1 report.

	15
	ECS4655EC-242
	c699cc02
	IGMP: DUT sends IGMPv1 report when the interface receives IGMPv1 query.

	16
	ECS4655EC-244
	0df06f5c
	IGMP_MIB: The robustness can be set via MIB.

	17
	ECS4655EC-245
	3d7c282d
	OSPF: The maximum dynamic route entry number is incorrect.

	18
	ECS4655EC-249
	bc1fa586
	Config: It's failed to reset configuration when change the PVID.

	19
	ECS4655EC-251
	ddb0772b
	IGMP_Web: The problem of setting IGMP version and robustness variable.

	20
	ECS4655EC-254
	ddb0772b
	IGMP_Help: There is no web help page for IGMP

	21
	ECS4655EC-255
	7441eb55
	IGMP: The groups can be added when adding static groups exceeds the maximum number.

	22
	ECS4655EC-256
	ddb0772b
	WEB: DUT doesn't support this OSPF and PIM description in Help page.

	23
	ECS4655EC-257
	0c823a46
	WEB: DUT cannot display “LinkStateSummary”, “LinkStateASBRSummary” and “LinkStateExternalList” information.

	24
	ECS4655EC-258
	2d24111b
	WEB: Failed to add redistribute route.

	25
	ECS4655EC-261
	4b5e41eb
	PBR: Partial PBR configuration disappeared after saving and restarting.

	26
	ECS4655EC-262
	9e13d11a
	PBR: CLI is not responding and SW watchdog timedout if dscp 0 is set.

	27
	ECS4655EC-263
	
	Static LACP not removed correctly and admin-key anomaly

	28
	ECS4655EC-264
	31e9224b
	VRRP: The priority of VRRP is incorrect value: 281470681743460.

	29
	ECS4655EC-266
	c4b3ae37
	PBR: The route-map deny action would drop incoming packets.

	30
	ECS4655EC-268
	ae4ef876
	PBR: Packets cannot be forwarded if the first next-hop is down but the second next-hop is up.

	31
	ECS4655EC-284
	aac8e4c2
	OSPF: After add area to DUT by WEB; CLI halted and rebooting itself.

	32
	ECS4655EC-286
	011bfc3b
	RIP: When receiving a 0.0.0.0 route with a subnet mask of 255.255.255.0, the DUT shall not update its routing table. 
However, the DUT currently does update the route table, which is incorrect behavior.

	33
	ECS4655EC-287
	7e6e9306
	RIP: Cannot learn the maximum number of RIP routes as expected.

	34
	ECS4655EC-288
	f0757415
	RIP: The DUT cannot counter the RecBad Packets when send the invalid RIP version.

	35
	ECS4655EC-289
	8ffcb1a1
	The DUT is unable to send metric=16 (Poisoned Reverse) update packets when using the default configuration of RIPng.

	36
	ECS4655EC-293
	dbb8c519
	SelectiveQinQ: The DUT will be freezing and reboot when configure the selective replace and change to port-chanel.

	37
	ECS4655EC-239
	
	IGMP: The maximum number of multicast groups is not 4096.


Runtime V2.1.3.252, Loader V1.0.0.4
	1
	ECS4655EC-315
	
a31d885a
	OSPFv3: It always failed to set default-information originate in global setting.

	2
	ECS4655EC-317
	5e051af4
	[IGMP-Snooping-0050] The default igmp snooping version is not 2.

	3
	ECS4655EC-318
	5e051af4
	[IGMP-Snooping-0060] IGMP snooping version cannot be modified correctly

	4
	ECS4655EC-319
	ac7a86bb
	OSPFv2: Failed to write some viryual-link timer setting to running configuration.

	5
	ECS4655EC-320
	83db4343
	Function license check for L3 functions - RIPng, VRRP, PBR and UDP helper

	6
	ECS4655EC-321
	89a382fe
	Function license check for L3 functions - OSPF/OSPFv3/BGP/null interface/loopack interface

	7
	ECS4655EC-322
	89a382fd
	Function license check for L3 functions - IGMPv2/IGMPv3/PIM SM/SSM


Runtime V2.1.4.253, Loader V1.0.0.4
	[bookmark: _Hlk202427825]1
	ECS4655EC-243
	
a71fdac1
	IGMP: The DUT still sends a G.S query after receiving the join report again.

	2
	ECS4655EC-324
	8b7c2969
	OSPFv2: Failed to write redistribute with tag setting to running configuration.

	3
	ECS4655EC-325
	e7cd5f2e
	OSPFv2: Failed to write some interface setting to running configuration.

	4
	ECS4655EC-327
	cd863f58
	WEB: DUT not display PIM interface setting information.

	5
	ECS4655EC-328
	baa82c07 (OSPF) 95bdcc82 (OSPF6)
	OSPFv2/V3: The warming message is incorrect as global enable OSPF with inactived status.

	6
	ECS4655EC-329
	95bdcc82
	OSPFv3: The warming message is incorrect as configure OSPF interface setting under inactived status.

	7
	ECS4655EC-330
	3bdaabc0
	PIM: The warming message is incorrect as configure the PIM setting under inactived status.

	8
	ECS4655EC-331
	2cadd44e
	#41711 It's stuck for 5 minutes while doing show running config with specific configure

	9
	ECS4655EC-333
	a80b26a4
	CLI: Some unexpected messages are displayed when the DUT is reloaded.

	10
	ECS4655EC-334
	97f355e7
	PBR: The DSCP 0 disappears when the route-map is bound to the interface.

	11
	ECS4655EC-335
	58492028
	PBR: The DSCP value changes when incoming packets match the route-map deny type sequence.

	12
	ECS4655EC-337
	adf64777
	L3-Stress_IGMP: After running IGMP for a while, the CLI hangs up.


Runtime V2.1.5.253, Loader V1.0.0.4
	1
	ECS4655EC-121
	31ba7090
	Cable Diagnostic: The function doesn't work (no any action)

	2
	ECS4655EC-250
	61f5e640
	The group mode shows Invalid when the interface receives IGMPv2 report.

	3
	ECS4655EC-347
	

	L3 System: Get the SNMP object “ospfLsdbEntry”; System is halted and rebooting itself. 

	4
	ECS4655EC-348
	6e805981
	ECS4655 After http upload new runtime, system startup failed

	5
	ECS4655EC-354
	a25c5dca
	OSPFv2: Cannot delete ospf area in VLAN configuration.

	6
	ECS4655EC-355
	5ad9cba1
	[Enhancement] Craft IP support to be set in Web

	7
	ECS4655EC-356
	1d61875d
	OSPFv2: Cannot delete ospf area in VLAN configuration.

	8
	ECS4655EC-357
	8b7c2969
	OSPFv2: DUT lose these redistribute bgp metric and metric-type command.

	9
	ECS4655EC-358
	97580db7
	OSPFv3: Remove area 0.0.0.0 in VLAN; DUT delete all OSPF area setting.


Runtime V2.1.6.253, Loader V1.0.0.4
	1
	ECS4655EC-362
	63dde5cb
	CableDiag: The status of cable-diagnostics is shown as NC (Not Cable), but it should be NT (Not Tested).

	2
	ECS4655EC-363
	63dde5cb
	CableDiag: The cable-diagnostics status is incorrect. It should show “NS” (Not Supported) on SFP ports.

	3
	ECS4655EC-367
	57883538
	CableDiag: The connection status of cable-diagnostics always shows N/A and does not reflect the actual connection state.

	4
	ECS4655EC-370
	ef2f8361
	OSPFv2: The warming message is incorrect as set ip ospf message-digest-key in inactive status.

	5
	ECS4655EC-373
	074ca536
	after setting the ip ssh authentication-retries, the actual value will be reduced by one time


Runtime V2.1.7.253, Loader V1.0.0.4
	1
	ECS4655EC-371
	08141e50
	L3 System: Get the OSPF MIB and show running on DUT; System is halted and rebooting itself. 

	2
	ECS4655EC-382
	f21fd5f7
	L3-Stree: The CLI becomes unresponsive when executing the show running-config command.


Runtime V2.1.8.253, Loader V1.0.0.4
	1
	ECS4655EC-339
	2b47f476
	L3-Stree: The DUT2 and DUT3 will reboot automatically when the connection link is shutdown and recovery (no shutdown).


Runtime V2.1.9.262, Loader V1.0.0.4
	1
	ECS4655EC-452
	2413b432
	RGnets ECS4155 when port enable 802.1x and mac-authentication should bypass LLDP and STP Packet


Runtime V2.1.10.262, Loader V1.0.0.4
	1
	ECS4655EC-645
	cc06a05e
	ECS4655 Phase2 Patch for Openssh upgrade

	2
	ECS4655EC-634
	a4f5ab6e
	SSH continuously displays abnormal log messages

	3
	ECS4655EC-644
	efa4b3d7
	Pronto Memory leak issue



MODIFICATIONS:

Loader V1.0.0.1
	
	Initial Version




Runtime V1.1.0.244
	
	Initial Version




WORK AS DESIGNED (WAD) EPRS:
Runtime V2.4.2.251, Loader V1.0.0.4
	1
	ECS4655EC-188
	MLAG: The LACP peer-link configure of MLAG will disappear when save and reboot the DUT.

	2
	ECS4655EC-221
	OSPFv2: Remove vortual-link setting; DUT still learn external route from different area.

	3
	ECS4655EC-223
	OSPFv2: Change network type to broadcast from point-to-point, DUT cannot learn route from stub network.

	4
	ECS4655EC-240
	PIM: The downstream status is forwarding, but DUT cannot forward multicast group to outgoing interface.

	5
	ECS4655EC-283
	PBR: The set command is applied when incoming packets match only one of many match criteria.


Runtime V1.1.6.251, Loader V1.0.0.4
	1
	ECS4655EC-155
	MDNS: Pinging the MDNS address from the Craft port was unsuccessful; however, the front port is functioning properly.

	2
	ECS4655EC-157
	Exclude-vlan: The normal port cannot receive packets from all uplink ports.

	3
	ECS4655EC-158
	PoE: The behavior is incorrect when changing maximum allocation power and mode.

	4
	ECS4655EC-174
	NetworkAccess: The network-access MAC address table cannot learn all MAC addresses.


Runtime V1.1.4.251, Loader V1.0.0.3
	1
	ECS4655EC-91
	DoS-Protection: Find some vulnerabilities via Nessus scan.

	2
	ECS4655EC-97
	Subnet VLAN: The egress port receive port VLAN with incorrect priority.

	3
	ECS4655EC-99
	RFC2544-Latency: The 2.5G latency is not good with compare ECS4650-54P

	4
	ECS4655EC-117
	Partial Config: It can't cover configuration when add to running-config(default.cfg)

	5
	ECS4655EC-120
	Port Security: The MAC address associated with port security should not be allowed to move to other ports.

	6
	ECS4655EC-122
	MAC-VLAN: The "mask" setting have some problem.

	7
	ECS4655EC-127
	LED: The port LED is always green when it links up.

	8
	ECS4655EC-134
	ERPS: DUT cannot forward maximum 30 instance VLAN data.

	9
	ECS4655EC-139
	L2 Switch: The link status is incorrect when the link partner's speed is set to 10 Mbps Half Duplex.


Runtime V1.1.3.244, Loader V1.0.0.2
	1
	ECS4655EC-66
	[L2SW-0160-0180, 0200, 0520-0570] Operation Speed-duplex is 100full when TG1's speed is 100half.

	2
	ECS4655EC-68
	[L2SW-0460-0530, 0560] Flow Control Type is not Back pressure when I send broadcast packets.

	3
	ECS4655EC-69
	[L2SW-0280] Flow Control Type is not None when I endable capabilities flowcontrol

	4
	ECS4655EC-83
	[StormCtrl-Bcast-0040] All storm limit will be modified when I modify "Broadcast Storm Limit".

	5
	ECS4655EC-86
	[RateLimit-0060, 0080, 0140-0160, 0230, 0250] The Egress receive packets is worng when rate-limit output is 64 kbits/second



KNOWN BUGS AND ISSUES:

Any other problems than those listed above should be reported to our Technical Support Staff.

KNOWN RESTRICITIONS AND LIMITATIONS:

	
	Limitation Type
	Description

	1
	Chip limitation
	FDB use hash algorithm to locate needed index for the pkt. It will happen collision in some case.

	2
	Software limitation
	For verify chip can support full multicast entry. The speed of data/control packet which used for igmp snooping learning shall not in line speed.

	3
	Chip limitation
	Broadcast/Multicast/UnknownUnicast Storm Control use the same configuration of rate limit.

	4
	Software limitation
	Web Authentication only support IPv4 HTTP

	5
	Software limitation
	Due to Jquery software limitation. The web browser need IE 9+, Chrome 54+, Firefox 52+ or Opera 41+.

	6
	Software limitation
	Support muintuple vlan tag by software, but have limitation: can not support the packet need linux kernel process, like management features, arp, telnet, ping, tracerout, routing, snmp, ipv6…etc. [ES4627MB-FLF-EC-00889]

	7
	Chip limitation
	Dynamic QoS Assignment only support configure one acl per port: Marvell support ACL resource are finite, so the upper software limit only support configure one acl per port or per function; when mac-authentication enable Dynamic Qos Assignment Base Radius, so also only support configure one acl per port，multiple acls will authentication failure.

	8
	SW limitation
	The Double-tag function must be used in conjunction with “switchport allow vlan add VID double-tag”, and the VID is the Native vlan for configuring the port of Double-tag function, otherwise will be affected unpredictably for this vid, carry internal vid is 0 or carry three VLAN tags.

	9
	Chip limitation
	IPv6 net route related to mask and address formats, A mask of 32 can reach 8k, while those above 64 only have 3.5k. The FAE response is implemented like this and cannot be modified, Marvell case id: 756914

	[bookmark: _Hlk40362219][bookmark: OLE_LINK54]11
	Chip limitation
	RJ45 port cannot support half mode. On switch (AC5X) side, the USXGMII mode does not support half-duplex mode.

	12
	Chip limitation
	RFC2544-Latency: The 2.5G latency is not good with compare 1G port.

	13
	Chip limitation
	if the bandwidth is too slow, like 64K, and packet size is small, ratelimit will be not accurate, errorrange over 3%. (ECS4655EC-86)

	14
	Chip limitation
	For Mac-Vlan, priority change action will work for all packet. 
(ECS4655EC-97)

	15
	Chip limitation
	USXGMII mode does not support half-duplex mode.
So RJ45 port cannot support half-duplex. (ECS4655EC-66 ECS4655EC-68 ECS4655EC-139)

	16
	Chip limitation
	All storm limit will be modified when modify one type of storm control. (ECS4655EC-83)

	17
	Chip limitation
	mac-vlan: for tagged packets when hit the entry, vid action will not work, but priority will change by the entry. (ECS4655EC-97)

	18
	SW limitation
	MDNS not support on craft port. (ECS4655EC-155)





COMPLIANCE SUPPORT:

	Compliance Level
	Compliant

	
	


Known Anomalies: None.


IEEE STANDARDS SUPPORT:

	Standard
	Title

	IEEE 802.1D
	Transparent Bridging Specifications (ISO/IEC 10038)

	IEEE 802.1p
	Traffic Class Expediting and Dynamic Multicast Filtering

	IEEE 802.1Q
	Virtual Bridged Local Area Networks

	IEEE 802.1w
	Rapid Spanning Tree

	IEEE 802.2    
	Local Area Networks, Logical Link Control (LLC)

	IEEE 802.3    
	CSMA/CD 9 (ISO/IEC 8802-3)

	IEEE 802.3I   
	10Base-T (ISO/IEC 8802-3, clause 14)

	IEEE 802.3u  
	100Base-TX (ISO/IEC 8802-3, clause 25)

	IEEE 802.3x
	Flow Control

	IEEE 802.3z
	1000Base-SX, 1000Base-LX

	IEEE 802.3ab
	1000Base-TX

	IEEE 802.3ac
	VLAN Tag

	IEEE 802.3ad
	Link Aggregation

	IEEE 802.1X
	Port-based Network Access Control




IETF STANDARDS MIB SUPPORT:
	RFC No.
	Title
	Groups Supported

	1907
	SNMPv2-MIB (MIB II)
	- system group ( 1-9)
- snmp group (1-6, 8-22, 24-32)

	2011
	IP-MIB (MIB-II)
	- ip group (1-20, 22-23)
- icmp group (1-26)

	2096
	IP FORWARD(MIB-II)
	-ipForwardNumber (1)
- ipCidrRouteNumber (3)
- ipCidrRouteNumber (4)

	2012
	TCP-MIB (MIB-II)
	- tcp group (1-15)(tcpConnTable only support read.)

	2013
	UDP-MIB (MIB-II)
	- udp group (1-5)

	IEEE
802.1X MIB
	IEEE8021-PAE-MIB
	- dot1xPaeSystem (1-2)
- dot1xPaeAuthenticator (1-3)(not support per-port timer setting)

	1493
	Bridge MIB
	- dot1dBase group (1-4)
- dot1dStp group (1-15)
- dot1dTp group (1-4)
- dot1dStatic group (1)

	2863
	Interfaces Evolution MIB (IF-MIB)

	- interface group (1-2) (ifadminStatus not support set to  3(testing))
- ifXTable group (1)
- ifStackTable group (1)(support   
read-only)

	2819
	 RMON MIB
	- statistics group (1)
- history group (1-2)
- alarm group (1)
- event group (1-2)

	2021
	RMON2-MIB
	probeCapabilities (probeConfig 1)
probeSoftwareRev (probeConfig 2) probeHardwareRev (probeConfig 3) probeDateTime (probeConfig 4) probeResetControl (probeConfig 5) probeDownloadFile (probeConfig 6) probeDownloadTFTPServer (probeConfig 7) 
probeDownloadAction (probeConfig 8)
probeDownloadStatus (probeConfig 9)

	2618
	RADIUS MIB
	- radiusAuthClientMIB (1)

	2665
	Etherlike MIB
	- dot3StatsTable group (1-19)

	2737
	Entity MIB
	· entityPhysical group (1-16) 
(support read-only)

	2674
	P-bridge
	- dot1dExtBase group (1-4)
- dot1dPriority group (1,3) 
- dot1dGarp group (1)

	2674
	Q-bridge
	- dot1qBase group (1-5)
- dot1qTp group (1-2)
- dot1qStatic group(1)
- dot1qVlan (1-5) (9-10)

	2925
	DISMAN-PING-MIB
	-pingCtlTable (2)/pingCtlEntry
-pingResultsTable (3)/pingResultsEntry 
-pingProbeHistoryTable (4)/pingProbeHistoryEntry

	2925
	DISMAN-TRACEROUTE-MIB
	-traceRouteCtlTable (2)
- traceRouteResultsTable (3) 
- traceRouteProbeHistoryTable (4)
- traceRouteHopsTable (5)

	3636
	MAU MIB
	· dot3IfMauBasicGroup
· dot3IfMauAutoNegGroup

	1612
	DNS Reslover MIB
	· dnsServConfig
· dnsServCounter
· dnsServCounterAuthAns
· dnsServCounterAuthNoNames
· dnsServCounterAuthNoDataResps
· dnsServCounterNonAuthDatas
· dnsServCounterNonAuthNoDatas
· dnsServCounterReferrals
· dnsServCounterErrors
· dnsServCounterRelNames
· dnsServCounterReqRefusals
· dnsServCounterReqUnparses
· dnsServCounterOtherErrors
· dnsServOptCounter
· dnsResMIBObjects
· dnsResConfig
· dnsResCounter
· dnsResCache
· dnsResCacheStatus
· dnsResCacheMaxTTL
· dnsResCacheGoodCaches
· dnsResCacheBadCaches
· dnsResOptCounter





	3411
	SNMP FrameWork
	· snmpFrameworkMIBObjects

	3412

	SNMP MPD MIB
	· snmpMPDMIBObjects

	3413
	SNMP Target MIB
	· snmpTargetObjects

	3413

	SNMP Notify MIB
	· SnmpNotifyObjects
· snmpNotifyTable
· usmMIBObjects

	3415
	SNMP View-Based ACM MIB
	· vacmMIBObjects
· Private MIB
· switchMgt
· portMgt
· trunkMgt
· lacpMgt
· staMgt
· tftpMgt
· restartMgt
· mirrorMgt
· igmpSnoopMgt
· ipMgt
· bcastStormMgt
· vlanMgt
· priorityMgt
· trapDestMgt
· qosMgt
· securityMgt
· sysLogMgt
· lineMgt

	3584
	SNMP-COMMUNITY-MIB
	· SnmpCommunityMIBObjects
· (SnmpCommunityTable (1) / snmpCommunityEntry)




ECS4655 SERIES PRIVATE ENTERPRISE MIB SUPPORT:

	Title
	Version

	ECS4655.mib
	202307230000Z




SNMP TRAP SUPPORT:
	RFC No.
	Title

	RFC 1215
	ColdStart (v1)
warmStart (v1)
linkDown  (v1)
linkUp    (v1)
authenticationFailure (v1)

	RFC 1907
	coldStart (v2c)
warmStart (v2c)
authenticationFailure (v2c)

	RFC 2863
	linkDown  (v2c)
linkUp    (v2c)

	RFC 1493
	newRoot (v1)
topologyChange (v1)

	RFC 1757
	risingAlarm (v1)
fallingAlarm (v1)

	RFC 2819
	risingAlarm (v2c)
fallingAlarm (v2c)




Customer Support:

By Phone:
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By Web:
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