

		
ENGINEERING RELEASE NOTES

Access Switch ECS4100-52T/ECS4100-26TX/ECS4100-28T/ECS4100-12T/ECS4100-28P/ECS4100-52P/ECS4100-12PH/ECS4100-28TC/ECS4100-12Tv2
Phase 3 Firmware Version 3.1.14.262


INTRODUCTION:
ECS4100-52T is a Gigabit Ethernet L3-Lite switch featuring 48 10/100/1000 ports, and 4 Gigabit Ethernet SFP uplink ports.
ECS4100-26TX is a Gigabit Ethernet L3-Lite switch featuring 24 10/100/1000 ports, and 2 10Gigabit Ethernet SFP+ uplink ports.
ECS4100-28T is a Gigabit Ethernet L3-Lite switch featuring 24 10/100/1000 ports, and 4 Gigabit Ethernet SFP uplink ports.
ECS4100-12T/12Tv2 is a Gigabit Ethernet L3-Lite switch featuring 8 10/100/1000 ports, 2 Gigabit Copper/SFP combo ports, and 2 Gigabit Ethernet SFP uplink ports.
ECS4100-12PH is a Gigabit Ethernet L3-Lite PoE switch featuring 8 10/100/1000 PoE ports, 2 Gigabit Copper/SFP combo ports, and 2 Gigabit Ethernet SFP uplink ports.
ECS4100-28TC/28TC-F is a Gigabit Ethernet L3-Lite switch featuring 24 10/100/1000 ports, and 4 Gigabit Copper/SFP combo ports.

	It is recommended that one thoroughly review this release notes prior to the installation or upgrade of this product.



FIRMWARE SPECIFICATION:

	Status
	Version No.
	Type
	Release Date

	NTC Test Version
	3.1.14.262
	Git rtk_main (2023/11/13 10PM)
	2026/6/16

	QA Test Version
	3.1.13.261
	Git rtk_main (2023/11/13 10PM)
	2026/1/21

	NTC/EIT/QA Test Version
	3.1.12.254
	Git rtk_main (2023/11/13 10PM)
	2025/12/20

	NTC Test Version
	3.1.11.252
	Git rtk_main (2023/11/13 10PM)
	2025/6/5

	EIT Test Version
	3.1.10.252
	Git rtk_main (2023/11/13 10PM)
	2025/5/22

	EIT&NTC Test Version
	3.1.9.252
	Git rtk_main (2023/11/13 10PM)
	2025/4/17

	EIT Test Version
	3.1.8.244
	Git rtk_main (2023/11/13 10PM)
	2025/02/14

	Cloud QA Test Version
	3.1.7.244
	Git DEV_ECS4100_Phase3 (2023/11/13 10PM)
	2024/11/27

	EIT Test Version
	3.1.6.244
	Git DEV_ECS4100_Phase3 (2023/11/13 10PM)
	2024/11/15

	EIT&NTC Test Version
	3.1.5.241
	Git DEV_ECS4100_Phase3 (2023/11/13 10PM)
	2024/3/28

	NTC Test Version
	3.1.4.241
	Git DEV_ECS4100_Phase3 (2023/11/13 10PM)
	2024/1/23

	NTC Test Version
	3.1.3.234
	Git DEV_ECS4100_Phase3 (2023/11/13 10PM)
	2023/12/4

	EIT Test Version
	3.1.2.234
	Git DEV_ECS4100_Phase3 (2023/11/13 10PM)
	2023/11/13

	NTC Test Version
	3.1.1.233
	Git DEV_ECS4100_Phase3 (2023/08/1 10PM)
	2023/9/18

	EIT Test Version
	1.3.3.233
	Git DEV_ECS4100_Phase3 (2023/08/1 10PM)
	2023/8/11

	NTC Test Version
	1.3.2.231
	Git Master (2023/03/7 10PM)
	2023/03/7

	EIT Test Version
	1.3.1.231
	Git Master (2023/02/17 10PM)
	2023/02/17


LOADER:

	Status
	Version No.
	Type
	Release Date

	Testing Version
	0.0.4.0
	-
	2023/02/17

	Testing Version
	0.0.4.1
	-
	2023/03/7

	Testing Version
	0.0.4.2
	-
	2023/03/10

	Testing Version
	0.0.4.3
	-
	2023/08/11

	Testing Version
	0.0.4.4
	-
	2023/08/11

	Testing Version
	0.0.4.5
	-
	2023/12/04

	Testing Version
	0.0.4.6
	-
	2024/11/15




HARDWARE COMPATIBILITY:

ALL


BOOTPROM COMPATIBILITY:

ALL


NETWORK MANAGEMENT SOFTWARE SUPPORT:

	NMS Platform
	Version No.
	Module No.

	TBD
	 
	 



If you install this image, you may not have control of all of the latest features of this product until the next version(s) of network management software. Please review the software release notes for your specific network management platform for details.


SUPPORTED FUNCTIONALITY:

Please see the ECS4100_ECS2110_Phase2_FeatureList_20180418.xlsx


INSTALLATION AND CONFIGURATION NOTES:

In general, the ECS4100 Switch will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing ECS4100 Switch, please follow the TFTP download instructions that are included with your firmware image upgrade kit.


KNOWN BUGS AND ISSUES:


FIRMWARE CHANGES AND ENHANCEMENTS:

The following Known Issues have been fixed in this release of firmware.

LOADER CODE MODIFICATIONS:

Loader V0.0.4.6
	
	EPR ECS4100EC-968
	eye diagram amplitude of PHY RTL8218D is too large on SDK4 ECS4100-12T/ECS4100-12Tv2/ECS4100-28T



Loader V0.0.4.5
	
	EPR ECS4100EC-537
	ECS4100_12T SDK4 uboot would auto reset for once when start up



Loader V0.0.4.4
	
	EPR ECS4100EC-537
	ECS4100_12T SDK4 uboot would auto reset for once when start up



Loader V0.0.4.3
	
	EPR ECS4100EC-537
	OAM:After cold reboot dut,cli print log of error on ECS4100-28TX



Loader V0.0.4.2
	
	EPR ECS4100EC-510
	ECS4100_12T port LED is incorrect




Loader V0.0.4.1
	
	EPR ECS4100EC-484
	Fix that 12T/28T print error information



Loader V0.0.4.0
	
	EPR N/A
	Upgrade SDK to 4.0




RUNTIME CODE MODIFICATIONS:

(ECS4100) Runtime V 3.1.14.262, Loader V0.0.4.6
ECS4100_V3.1.14.262.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2

	
	EPR
	Headline
	Role

	
	ECS4100EC-1243
	Upgrade openssh version to 10.3p1
	RD



(ECS4100) Runtime V 3.1.13.261, Loader V0.0.4.6
ECS4100_V3.1.13.261.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2

	
	EPR
	Headline
	Role

	
	ECS4100EC-1217
	remove the remote license function to reduce the runtime size
	RD

	
	ECS4100EC-1211
	Reset Config: Failed to reset default configuration sometimes.
	NTC

	
	ECCLOUD-6686
	Mgmtd upgrade to 1.9.20-17701
	RD



(ECS4100) Runtime V 3.1.12.254, Loader V0.0.4.6
ECS4100_V3.1.12.254.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2

	
	EPR
	Headline
	Role

	
	ECS4100EC-1209
	Mgmtd upgrade to V 1.9.18-17678
	RD

	
	ECS4100EC-1209
	remove the default snmp community （public and private）
	RD

	
	ECS4100EC-1170
	LGU+ loop when 4100 soft reset
	TS

	
	ECS4100EC-1202
	Device rebooted when configuring the running-config by customer settings
	TS

	
	ECS4100EC-1091
	Support remote license function on rtk_main branch
	RD

	
	ECS4100EC-1135
	Enhance: Please add the snmp trap for MAC_thrashing alarm.
	RD

	
	ECS4100EC-1134
	Configuration: Change startup Opcode and reload this DUT; it return error message.

	NTC





(ECS4100) Runtime V 3.1.11.252, Loader V0.0.4.6
ECS4100_V3.1.11.252.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2

	
	EPR
	Headline
	Role

	
	ECCLOUD-5399
	Device constantly has an out of space issues, cannot create new files.
	RD

	
	ECS4100EC-1132
	Enhancement： MAC_thrashing alarm request to include mac and VLAN
	RD




(ECS4100) Runtime V 3.1.10.252, Loader V0.0.4.6
ECS4100_V3.1.10.252.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2

	
	EPR
	Headline
	Role

	
	ECS4100EC-1096
	Enhancing the Radius feature can use Radius/TLS on Simba main to avoid CVE-2024-3596.
	RD

	
	ECCLOUD-5468
	After downgrade device cannot register to the Cloud.
	RD

	
	ECS4100EC-1079
	Static LACP not removed correctly and admin-key anomaly.
	TS

	
	ECS4100EC-989
	ENhancement：LLDP remote information will display with MAC not interfaces information.(rtk_main)
	RD

	
	ECS4100EC-1105
	modify the compare version No.
	RD

	
	ECS4100EC-1104
	Enhance: Alarm to generate the Smart-pair
	RD

	
	ECS4100EC-1113
	Enhance: alarm to generate when the Tx/Rx power and Temperature crosses beyond the threshold [rtk_main]
	RD

	
	ECS4100EC-1115
	Enhance DHCP option 82 setting remote ID from global mode to port interface.[rtk_main]
	RD

	
	ECS4100EC-1133
	It's stuck for 5 minutes while doing show running config with
specific configure
	TS



(ECS4100) Runtime V 3.1.9.252, Loader V0.0.4.6
ECS4100_V3.1.9.252.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2

	
	EPR
	Headline
	Role

	
	ECS4100EC-1069
	MIB: The mib fie is miss option by "fileAutoUpgradeMgt"
	RD

	
	ECS4100EC-1085
	upgrade openssl to 1.1.1w
	RD

	
	ECS4100EC-1088
	Without backdoor - Remove runtime backdoor 、Linux backdoor and super account.
	RD

	
	ECS4100EC-1063
	Irregular Operation: DUT can reload when firmware transmission(issue of sequence)
	RD

	
	ECCLOUD-5258, ECCLOUD-5251
	Save flash space, fix version upgrade
	RD

	
	ECS4100EC-1095
	disable tls1.0 tls1.1 for openssl 1.1.1w
	RD

	
	ECS4100EC-946
	SelectiveQinQ: Configuration on the port-channel is missingafter reboot.
	NTC

	
	ECS4100EC-1062
	Irregular Operation: DUT can reload when firmware transmission(issue of sequence)
	NTC

	
	ECS4100EC-1108
	NTP: The DUT will freezing and reboot when added and delete the ntp server more times.
	TS




(ECS4100) Runtime V 3.1.8.244, Loader V0.0.4.6
ECS4100_V3.1.8.244.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2

	
	EPR
	Headline
	Role

	
	ECS4100EC-1052
	openssl/openssh upgrade.
	RD

	
	ECS4100EC-1065
	It shows "General Error" when try to set mib oid trunkLinkDelayDown"
	RD





(ECS4100) Runtime V 3.1.7.244, Loader V0.0.4.6
ECS4100_V3.1.7.244.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2

	
	EPR
	Headline
	Role

	
	ECS4100EC-1024
	ECS4100 Phase3 can not set dying gasp from cloud

	RD



(ECS4100) Runtime V 3.1.6.244, Loader V0.0.4.6
ECS4100_V3.1.6.244.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2
ECS4100-12PH_V3.1.6.241.bix is for 12PH
	
	EPR
	Headline
	Role

	
	ECS4100EC-968
	eye diagram amplitude of PHY RTL8218D is too large on SDK4 ECS4100-12T/ECS4100-12Tv2/ECS4100-28T
	RD

	
	ECS4100EC-973
	formal license can not work
	RD

	
	ECS4125EC-659
	Increase password complexity
	TS

	
	ECS4125EC-666
	log need record the user password change event
	TS

	
	ECS4100EC-1004
	Upgrade mgmtd to v1.8.33-17466 for 4100&2100&2110&4125 PBE
	RD

	
	ECS4100EC-1006
	TCP port 5151 will be scanned as open port via NMAP.
	TS




(ECS4100) Runtime V 3.1.5.241, Loader V0.0.4.5
ECS4100_V3.1.5.241.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2
ECS4100-12PH_V3.1.5.241.bix is for 12PH
	
	EPR
	Headline
	Role

	
	ECS4100EC-822
	Additional SNMP communities adoptd_private and doptd_public
	TS

	
	ECS4100EC-814
	adjust amplitude value of PHY RTL8218D to make eye diagram better
	RD

	
	ECS4100EC-812
	[IPv4-RemotePing-0260]DUT doesn't reply ICMP TimeStamp Request.
	EIT

	
	ECS4100EC-889
	DDM: "!" does not show after plugging in both transceiver and fiber even transceiver-monitor is enabled
	NTC

	
	ECS4100EC-757
	CableDiag: Pair C and D display "NS" is better than "NT" when it's connected to 10/100Mbps.
	NTC

	
	ECS4100EC-842
	Add profile license and bypass feature for 4100-26tx/12ph
	RD

	
	ECS4100EC-840
	1. Support image-profile function on ECS4100-12PH & ECS4100-26TX.
2. Support bypass function to copy runtime without suppport image-profile directly.
	RD

	
	ECS4100EC-922
	Enhancement: Add the no port-utilization period command line
	TS

	
	ECS4100EC-921
	MIB DUT not support link-delay
	RD




(ECS4100) Runtime V 3.1.4.241, Loader V0.0.4.5
ECS4100_V3.1.4.241.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2
ECS4100-12PH_V3.1.4.241.bix is for 12PH
	
	EPR
	Headline
	Role

	
	ECS4100EC-899
	ECS4100-Phase3 can not recognition the old license
	TS




(ECS4100) Runtime V 3.1.3.234, Loader V0.0.4.5
ECS4100_V3.1.3.234.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2
ECS4100-12PH_V3.1.3.234.bix is for 12PH
	
	EPR
	Headline
	Role

	
	ECS4100EC-802
	DDM:"!" is still existed even transceiver-monitor is disabled on SDK4
	RD

	
	ECS4100EC-740
	cant't forward packets and watchdog reboot.
	RD

	
	ECS4100EC-745
	MVR: DUT down when set mvr domain 1 type source
	NTC

	
	ECS2100EC-270
	snmp-server notify-filter not working
	RD

	
	ECS4100EC-820
	ECS4100 Mac address table missing for ecloud(ECCLOUD-185)
	RD

	
	ECS4100EC-822
	Additional SNMP communities adoptd_private and adoptd_public for ECS4100 phase3
	TS

	
	ECS4100EC-643
	Enhancement:Modify port description length from 64 to 128
	Enhancement

	
	ECS4100EC-779
	add PHY RTL8218D support for ECS4100 SDK4 runtime
	RD




(ECS4100) Runtime V 3.1.2.234, Loader V0.0.4.4
ECS4100_V3.1.2.234.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2
ECS4100-12PH_V3.1.2.234.bix is for 12PH
	
	EPR
	Headline
	Role

	
	ECS4100EC-716
	Rate limit configuration can't be removed from running config.
	TS

	
	ECS4100EC-709
	establish a script to build image which contains uboot  and runtime
	RD

	
	ECS4100EC-728
	L2 DHCP Relay: DUT does not reject to set invalid DHCP realy address with network_ID.
	NTC

	
	ECS4100EC-751
	Enhancement: The add command is used to view the status of the spanning tree added to a specified VLAN.
	Enhancement

	
	ECS4100EC-752
	BPDU statistics is not visible and not able to find per vlan mstp root port
	Enhancement

	
	ECS4100EC-749
	Ping: CLI only supports 64 characters length of target hostname.
	Enhancement

	
	ECS4100EC-746
	Enhancement: Terminal Monitor functionality to monitor the console logs
	Enhancement

	
	ECS4100EC-747
	Enhancement: cannot alter the interface load interval
	Enhancement

	
	ECS4100EC-742
	Control-plane protection(ICMP/SSH/Telnet in interface) for anomolys
	Enhancement

	
	ECS4100EC-741
	Need support Access-list on cpu port so customer can deny packet to cpu.
	Enhancement

	
	ECS4100EC-755
	"Copy sftp file" does not list log.
	NTC

	
	ECS4100EC-748
	Enhancement: add the below commands for IPv6 source-guard sdp and sip/sdp on ECS4100.
	Enhancement
	

	
	ECS4100EC-766
	Enhancement:Customer request to have cvid vlan_range configuration support on ECS4100
	Enhancement


	
	ECS4100EC-782
	enhance the ping payload size enlarge to 1472 which the IP_MTU will be 1500 in ip packet(for SDK4)
	Enhancement


	
	ECS4100EC-781
	(SDK4)hold-off timer functionality to delay the interface transition from up to
    down and vise versa &22.we need port dampening functionality to avoid the interface flaps
	Enhancement


	
	ECS4100EC-780
	Option to release the port from shut to no shut once storm is stopped
	Enhancement


	
	ECS4100EC-775
	config grep(sh run | i) to filter the config specific to the strings or
numbers etc
	Enhancement


	
	ECS4100EC-771
	Enhancement:Tacacs authorization failover requirement.
	Enhancement


	
	ECS4100EC-764
	add PHY RTL8218D support for ECS4100 SDK4 uboot
	RD

	
	ECS4100EC-794
	ImageMgmt: The same version shall be set to "Failed".
	NTC

	
	ECS4100EC-773
	Not able to default the port configurations
	Enhancement

	
	ECS4100EC-772
	We need the rapid ping count for maximum 10000
	Enhancement

	
	ECS4100EC-774
	Not able to configure the interface parameters with interface range.
	Enhancement




(ECS4100) Runtime V 3.1.1.233, Loader V0.0.4.4
ECS4100_V3.1.1.233.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2
ECS4100-12PH_V3.1.1.233.bix is for 12PH
	
	EPR
	Headline
	Role

	
	ECS4100EC-701
	[RateLimit-0150, 0161, 0162] unknow config limit DUT RX frame rate to 500.
	EIT

	
	ECS4100EC-702
	Statistics-0090, 0100] multicast counter is not correct
	EIT

	
	ECS4100EC-711
	DHCPv6 Relay: Configure dhcpv6 client and Change DHCPv6 relay destination address to multicast-all form vlan 1 and system halted
	RD

	
	ECS4100EC-712
	After creating the VLAN4094 show running will display an error message
	NTC

	
	ECS4100EC-704
	[VLAN-MAC-Based-0060] SYS_ADPT_MAX_NBR_OF_MAC_VLAN_ENTRY support 256 but test result is 128
	EIT

	
	ECS4100EC-692
	[CPU-Guard-0010] MIN_cpuGuardHighWatermark should be 40, not 20
	EIT

	
	ECS4100EC-691
	modify the https certificates,using sha256 signature for 4100,2100,2110
	NTC

	
	ECS4100EC-695
	[IPv6-AddrConfig-0612,614]no support show ipv6 default-gateway
	EIT

	
	ECS4100EC-694
	[IPv6-AddrConfig-0280] DAD operation fail
	EIT

	
	ECS4100EC-681
	ECS4100_12T SDK4 uboot would auto reset for once when start up
	RD

	
	ECS4100EC-673
	[LACP-140, 150] Multicast have rate-limit with 500 pps in default configuration.
	EIT

	
	ECS4100EC-672
	ECS4100 phase3 can not use the old license
	RD

	
	ECS4100EC-680
	File system is abnormal after update runtime from SDK2 to SDK4
	RD

	
	ECS4100EC-697
	[MAC-Filter-0080] MAC filter was limited rate after reboot
	EIT

	
	ECS4100EC-689
	[1QVLAN-0350, 1QVLAN-0390, 1QVLAN-1491] disable IGMP snooping but multicast was not forwarded
	EIT



(ECS4100) Runtime V 1.3.3.233, Loader V0.0.4.3
ECS4100_V1.3.3.231.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2
ECS4100-12PH_V1.3.3.231.bix is for 12PH
	
	EPR
	Headline
	Role

	
	ECS4100EC-496
	RMON: Got big counters after clear counters
	NTC

	
	ECS4100EC-481
	reduce runtime image size since it's increased when rx los interrupt is enabled
	RD

	
	ECS4100EC-510
	ECS4100_12T Port LED is incorrect
	RD

	
	ECS4100EC-502
	DHCP-Server: client-identifier is useless.
	NTC

	
	ECS4100EC-490
	ATC-0080: ATC does not work
	EIT

	
	ECS4100EC-501
	WEB: Lose this L2 Relay and L3 Relay help page.
	NTC

	
	ECS4100EC-509
	WEB: Failed to enter into Relay Help page.
	NTC

	
	ECS4100EC-516
	Web: Incorrect keyword in DHCPv6-SNP Help page.
	NTC

	
	ECS4100EC-480
	ECS4100_52P takes long time to startup
	RD

	
	ECS4100EC-522
	The maximum DNS cache entry is not 6400
	NTC

	
	ECS4100EC-521
	ImageMgmt: Run "http_upload" from WebUI or "copy ftp/tftp/sftp file", and then "reload" from CLI/Web immediately, it shall be rejected.
	NTC

	
	ECS4100EC-507
	WEB: This maximum static route number is incorrect in Help page.
	NTC

	
	ECS4100EC-489
	IGMP-Filter-0020 : information lost in igmp filter table
	EIT

	
	ECS4100EC-531
	SNTP IPv6: Some invalid IPv6 address can be accepted
	NTC

	
	ECS4100EC-508
	DHCP Relay: DUT accept invalid DHCP relay setting with network_ID and itself IP.
	NTC

	
	ECS4100EC-530
	DDM: DDM information is incorrect and unreasonable
	NTC

	
	ECS4100EC-541
	LLDP: Save this lldp setting of Trunk; leave port from trunk, it cannot transmit and receiving lldp.
	TS

	
	ECS4100EC-540
	LLDP: After we reset this lldp notify interval from maximum field value, DUT cannot send out notify trap message.
	TS

	
	ECS4100EC-525
	Cable diagnostics shall not be displayed "IE(0)" on pair A and B when it's connected to 10/100Mbps.
	NTC

	
	ECS4100EC-552
	Commandlogfile cannot be generated
	TS

	
	ECS4100EC-526
	UDLD: MIB file has no udld trap notification.
	NTC

	
	ECS4100EC-499
	CLI shows unknown messages after reload the DUT.
	NTC

	
	ECS4100EC-528
	SystemMgmt: CPU temperature raise/reduce 16 degrees one time
	NTC

	
	ECS4100EC-559
	[SDK4]ECS4100_12TV2 keeps restarting
	NTC

	
	ECS4100EC-482
	high CPU usage on ECS4100_12Tv2
	RD

	
	ECS4100EC-634
	[CLI] ECS4100_28T/ECS4100_28TC should not support OAM dying gasp
	RD

	
	ECS4100EC-635
	system up time over 496 days will reset[sdk4.0]
	TS

	
	ECS4100EC-537
	OAM: After cold reboot DUT, CLI print lot of error message and port can't linkup on ECS4100_28TC.
	NTC

	
	ECS4100EC-495
	MGMTD:there wiil be a logt of logs likes "Reject SNMP 127.0.0.1" when enable mgmtd
	TS

	
	ECS4100EC-661
	RMON History: Counter can't cleared(show rmon history) after IXIA stop sending and wait 30s to update status
	NTC

	
	ECS4100EC-555
	ipaddrprimaryinterface and iPaddrstatus code can not get correct data
	RD

	
	ECS4100EC-665
	Static Route: After we add and delete some static routes, it cannot create maximum 32 routes on DUT.
	NTC

	
	ECS4100EC-664
	IP default-gateway is changed after rebooting the switch.[SDK4]
	TS

	
	ECS4100EC-511
	DHCP-Server: Client ID can not be set correctly in WebUI.
	NTC






(ECS4100) Runtime V1.3.2.231, Loader V0.0.4.1
ECS4100_V1.3.2.231.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2
ECS4100-12PH_V1.3.2.231.bix is for 12PH
	
	EPR
	Headline
	Role

	
	ECS4100EC-484
	ECS4100 12T/28T print error information
	RD

	
	ECS4100EC-492
	There are error informations like "Error, can not read from PoE Error" no none POE device
	RD

	
	ECS4100EC-488
	Diffserv-0910: queue mode of strict does not work
	EIT

	
	ECS4100EC-487
	QinQ-0040 0060 0070:tagged Packet Forwarding on Dot1Q Tunnel Port not work well
	EIT

	
	ECS4100EC-486
	COS-830,850 : queue mode Strict dosen't work
	EIT




(ECS4100) Runtime V1.3.1.231, Loader V0.0.4.0
ECS4100_V1.3.1.231.bix is for 52T/26TX/28T/12T/28P/52P/28TC/12Tv2
ECS4100-12PH_V1.3.1.231.bix is for 12PH
	
	EPR
	Headline
	Role

	
	ECS4100EC-335
	ECS4100 update sdk4.0
	RD

	
	ECS4100EC-337
	ECS4100-12PH update sdk4.0
	RD

	
	ECS4100EC-344
	Ping doesn't work on SDK4
	RD

	
	ECS4100EC-341
	ECS4100 sdk4 LED cannot be lit
	RD

	
	ECS4100EC-367
	ECS4100-12tv2 can not noraml startup
	RD

	
	ECS4100EC-363
	failed to bind port - channel to ethernet
	RD

	
	ECS4100EC-371
	ACL startup and configuration error.
	RD

	
	ECS4100EC-381
	SDK4 DIAG:No multicast diag command.
	RD

	
	ECS4100EC-380
	Rate limit and meter: The rate limit mode is changed from L1 to L2.
	RD

	
	ECS4100EC-396
	If a port joined multiple VLAN, it only first VLAN_ID will be listed of the log when the port is down.
	RD

	
	ECS4100EC-398
	Disable tsl 1.0 because a security breach was detected.
	RD

	
	ECS4100EC-408
	WatchDog: "ip tftp timeout 900" will trigger watchdog reboot when TFTP server is not existed.
	RD

	
	ECS4100EC-399
	802.1ag-CFM-1410: DUT will reboot when we input cfm command in telnet
	RD

	
	ECS4100EC-400
	IPV6 Source Guard: The static IPv6 SG entry cannot replace this DHCP-SNP and ND-SNP entry.
	RD

	
	ECS4100EC-401
	IPv6_Route: Default gateway can not be changed when DUT enables autoconfig and receives RA.
	RD

	
	ECS4100EC-409
	CLI: Irregular operation via SFTP is different if cable is disconnected when transferred
	RD

	
	ECS4100EC-410
	The timeout value (1-540) of tacacs is too long that will be caused the watchdog event.Radius: The timeout value (1-65535) of radius is too long that will be caused the watchdog event
	RD

	
	ECS4100EC-412
	MIB: DUT does not support this DHCPv6 Relay MIB.
	RD

	
	ECS4100EC-413
	MIB: Cannot get this MIB objects "dhcpv6RelayServerInetAddrEntry" and "dhcpv6RelayServerVlanEntry".
	RD

	
	ECS4100EC-414
	DHCPv6 Snooping: DUT does not support interface-id and remote-id policy configuration by WEB.
	RD

	
	ECS4100EC-402
	MSTP-1150 : DUT no response when Set DUT1 and DUT2 mst name
	RD

	
	ECS4100EC-403
	DHCPv6 Relay: After we delete and add DHCPv6 Relay, DUT cannot send out DHCPv6 RelayForw to Server.
	RD

	
	ECS4100EC-404
	DDM: High Warning & High Alarm shall be triggered when temperature is higher than the value.
	RD

	
	ECS4100EC-405
	192.168.2.x could not be used when default VLAN 1 is DHCP.
	RD

	
	ECS4100EC-411
	ssh\telnet client support backdoor
	RD

	
	ECS4100EC-425
	Voice VLAN:DUT does not reject invalid OUI setting with itself MAC
	RD

	
	ECS4100EC-418
	Voice VLAN: This voice phone still join to voice vlan as disable lldp rule
	RD

	
	ECS4100EC-419
	Voice VLAN: DUT dooes not reject this invalid OUI MAC
	RD

	
	ECS4100EC-416
	Cluster member snmp trap and snmp connect send failed
	RD

	
	ECS4100EC-423
	HTTP-HTTPS:The idie time will reset automatic, the session can no logout
	RD

	
	ECS4100EC-422
	http-https:the web page management of dut will cut off when using the chrome to access the https session
	RD

	
	ECS4100EC-427
	MVR6:source port can not join groups after join groups and clear groups
	RD

	
	ECS4100EC-428
	MVR6:Receiver port can be changed to access port.
	RD

	
	ECS4100EC-430
	MVR6:source ipv6 address of group-specific query is wrong when set IPv6 address to mvr6 vlan
	RD

	
	ECS4100EC-429
	MVR6:IPv6-AddrConfig:Link-local address shows "INVALID".
	RD

	
	ECS4100EC-434
	MVR6:Debug:status of mvr6 debug command can not be showed in cli.
	RD

	
	ECS4100EC-415
	MIB: DUT does not support this dhcpv6DynamicProvisionStatus MIB
	RD

	
	ECS4100EC-436
	WEB: DUT does not support DHCPv6 dynamic provision configuration page.
	RD

	
	ECS4100EC-438
	MVR6:receiver port can not forward multicast data which DIPd are not in MVR6 profile when mldsnp is enabled.
	RD

	
	ECS4100EC-439
	Web: Loss DHCPv6 description in Help page.
	RD

	
	ECS4100EC-442
	Cluster: The SNMP trap relayed by commander always be coldstart trap
	RD

	
	ECS4100EC-444
	ACL counter error: The acl does not display or clear the hit counts
	RD

	
	ECS4100EC-441
	VLAN-translation: Ingress-filtering could not be startup after reboot
	RD

	
	ECS4100EC-445
	DHCPv6 Relay: DUT does not reject to set dhcpv6 relay setting as ipv6 address of vlan1 not defined.
	RD

	
	ECS4100EC-446
	DHCPv6 Relay: After we change DHCPv6 relay destination address to multicast-all; DUT cannot send out RelayForw packets.
	RD

	
	ECS4100EC-447
	DHCPv6 Relay: DUT does not reject to set reserved ipv6 address as relay destination address.
	RD

	
	ECS4100EC-449
	MVR6:Query received in receiver ports would flood to othter receiver ports.
	RD

	
	ECS4100EC-443
	MVR6:MLDSNP is effected when MVR6 is enabled.
	RD

	
	ECS4100EC-455
	VLAN.The port outbound vlan behavior is incorrect
	RD

	
	ECS4100EC-336
	ECS4100 reduces the size of kernel and runtime.
	RD

	
	ECS4100EC-456
	Rate limit: dos-protection echo-chargen and Policy-map rate limit invalid.
	RD

	
	ECS4100EC-458
	MVR6:the sourc prot without mrouter port sends a registered group report when DUT received general query.
	RD

	
	ECS4100EC-467
	MAC-Thrashing:MAC-Thrashing-0440: Can't save MAC-Thrashing configuration.
	RD

	
	ECS4100EC-468
	Display error msg: "In function 'dal_cypress_l2_addr_add' Error code:0xF029" when Reload the DUT after MAC-Thrashing configuration.
	RD

	
	ECS4100EC-377
	Jumbo frame: Enable jumbo frame failed for ECS4100 upgrade sdk4.
	RD

	
	ECS4100EC-472
	L2PT: Set "dot1q-tunnel system-tunnel-control" failed for ECS4100 upgrade sdk4.
	RD

	
	ECS4100EC-459
	MVR6:source port forwards received query to all other source ports and receiver ports when mldsnp mrouter port is set.
	RD

	
	ECS4100EC-479
	driver_proc crashed after update runtime
	RD





KNOWN RESTRICITIONS AND LIMITATIONS:

	1
	L2 table (16K entries) share for L2 unicast, L2 multicast, IPv4 multicast, IPv6 multicast, Routing.

	2
	For all Basic Switching Unit-Test items of the half duplex, the counter of fragments would increase the same number/speed as the counter, collisions on IXIA.
It is confirmed by Realtek Josh. It is chip normal behaviour which follows the standard.
RTK use the “Collision based backpressure” of flow control (backpressure) on half mode. It will send the jam pattern packet to do the flow control.

	3
	Due to chip limitation, do not support Port-based QoS.
[image: ]

	4
	Chip limitation: Not supported for global ACK, which was known as “VLAN ACL” before.

	5
	Chip limitation: MAC ACL does not allow for configuring any IP/IPv6 pattern.

	6
	Chip limitation: Supports for mapping CoS/DSCP to PHB (or Internal Priority) and then to Queue. But CoS/DSCP-to-PHB mapping also changes a packet's trap-to-cpu queue.
Therefore, SW design decides to remove CoS/DSCP-to-PHB mapping, causing straight CoS/DSCP-to-Queue mapping on user configuration. [ECS2000-28PP-00344]
Note: The implementation gets to be partially compliant with RFC 2597/2598.
Implemented the CLI command: “Console(config-if)#[no] qos map {cos-queue | dscp-queue}”, for ethernet inferface only.

	7
	Chip limitation: Ingress/Egress DiffServ poorly supports for SRTCM/TRTCM remarking.
  1) Meter burst size is global setting, instead of per-police. => So hard to meet various SRTCM/TRTCM cases.
  2) Ingress rule does not support for color action and CoS/DSCP remarking. => Has to additionally use egress rule.
  3) Egress ACL action is global for DLF/broadcast/multicast traffic, however, per-port for unicast. => DLF/broadcast/multicast will not be matched with port list. 
Therefore, SW design decides to only implements flow rate-limiting. [ECS2110-26T-00034]
Implemented the CLI command: “Console(config-pmap-c)#[no] police rate <16-10000000 Kbps>”.

Besides, DiffServ ingress policy-map can remark CoS only. If a police is configured to remark DSCP, it shall be rejected while binding to input port. [ECS2110-26T-00034] [Workaround in ECS4100-52T-00123]

	8
	Chip limitation: Following counters are not supported. These counters are not visible. [ECS2000-28PP-00051,00466]
IF-MIB:
Discard Input (ifInDiscards)
Unknown Protocols Input (ifInUnknownProtos)
Error Output (ifOutErrors) - RTL838x does not support this counter, however, RTL839x does.
QLen Output (ifOutQLen)
EtherLike-MIB:
Alignment Errors (dot3StatsAlignmentErrors)
SQE Test Errors (dot3StatsSQETestErrors)
Internal Mac Receive Errors (dot3StatsInternalMacReceiveErrors)
Carrier Sense Errors (dot3StatsCarrierSenseErrors)

	9
	Chip limitation: Cable diagnostics can detect cable length up to 100 meters with an inaccuracy around 15 meters.

	10
	Chip limitation: Jumbo frame is supported by system, instead of per port.

	11
	Chip limitation: Voice VLAN can not support for remarking DSCP priority (because rule action can not remark CoS and DSCP at the same time). [ECS2000-28PP-00041]

	12
	Chip and HW board limitations: When an SFP transceiver is inserted, CPU will take some more time to have it initialized. This will lead to slow system response.

	13
	Chip limitation: Not supported for false carrier events ‘rpMauFalseCarriers’ in MAU-MIB. The counter value will always stay in 0.

	14
	Chip limitation: The collision mac-address is not affordable.

	15
	Chip limitation: Not supported for changing the priority of multicast traffic in IGMPSNP/MVR/MVR6. [ECS2000-28PP-00341, ECS2110-26T-00064,76,129]

	16 
	Chip limitation: One single reason for trap-to-cpu of protocol packets, like BPDU/LACP/LLDP/dot1X (because all of these packets go through queue #5).

	17
	Chip limitation: IPv4 standard ACL and IPv4 extended ACL are implemented using a same rule slice. Their entries share the total 128 rules in the slice.

	18
	Chip limitation: IPv6 standard ACL and IPv6 extended ACL are implemented using a same rule slice. Their entries share the total 64 rules in the slice.

	19
	Chip limitation: Not supported for GVRP bypass VLAN check in RTL839x, but supported in RTL838x.
(Supported for BPDU/LACP/LLDP bypass VLAN check in 8x [ECS2000-28PP-000147]. 9x as well.).
Therefore, when a receive port does not join PVID VLAN and its VLAN ingress filter is enabled, GVRP does not work (GVRP packet is dropped by chip).

	20
	Chip limitation: MAC-based VLAN can not work with IP Source Guard. [ECS2000-28PP-00321]

	21
	Chip limitation: Internal loopback test does not work on 10G SFP+ ports (port# 25,26) in ECS2110-26T device because of no PHY chip there.

	22
	Chip limitation: When a port is linkup at 10 Mbps speed, cable diagnostics is not supported. [ECS2110-26T-00055]
Btw, cable-diag can only measure cable length on the two conditions: 1. (Link_Up; Speed_1000M) and 2. (Link_Down; link partner inexistent, port admin up).
Case_1) Link_Up
  1.1) Speed_1000M => can measure cable length
  1.2) Speed_100M => cannot measure cable length
  1.3) Speed_10M => cannot measure cable length (cable-diag is not supported actually)
Case_2) Link_Down
  2.1) link partner existent, port admin up => cannot measure cable length
  2.2) link partner existent, port admin down => cannot measure cable length
  2.3) link partner inexistent, port admin up => can measure cable length
  2.4) link partner inexistent, port admin down => cannot measure cable length

	23
	Chip limitation: L2 hashing algorithm (algo_1) will get to observable collisions when both Source MAC address and VLAN ID are incremental successively.
However, when only SA is random (no matter if VID is fixed, incremental, or random), L2 hashing will have very good performance.

	24
	Chip limitation: L2 table can contain up to (16K + 64) entries because BCAM (extension table with additional 64 entries) is enabled. [ECS2110-26T-00211, ECS2100-52T-00032]

	25
	ECS4100-28T Board limitation:
1) Not available for SFP_Present state (GPIO signal).
 1-1) SW is not aware of any SFP insertion, and does not read out the EEPROM data. So, not able to afford any SFP information (CLI “show interfaces transceiver”).
 1-2) When 100M SFP is inserted and connected to link partner, the fiber port will not get to linkup until it is forced to 100FX mode (CLI “media-type sfp-forced 100fx”).
* No such issues (1-1, 1-2) in SW V1.1.5.164 and higher.
2) System and Port LEDs are single-color and can only be lighting in green (blinking or solid).
3) System LED will not be blinking while system is booting.
4) There is no thermal sensor for system temperature. Fan neither.

	26
	Chip limitation: When a packet is mirrored to mirroring port due to one port’s rx and the other port’s tx, only one packet (i.e. the copy of that rx) will be copied to mirroring port. [ECS4100-52T-00046]

	27
	Chip limitation: There is only 1 copy, which is from the port with smallest port id, for mirroring non-unicast in egress direction(tx). [ECS2100-10P-ACN-00022]

	28
	Chip limitation: When an input packet's field (e.g. VLAN_ID) is modified by ingress ACL, egress ACL is not able to match that updated value because it still sees the original packet's value. [ECS4100-52T-00138]
For example, 
1. port_1 is configured with ingress VLAN translation 10 -> 100, port_2 is configured with egress VLAN translation 100 -> 200.
2. Inject tagged packets with VLAN_ID=10 to port_1.
3. These packets will not out-go from port_2 because port_2 sees VLAN_ID=10, instead of VLAN_ID=100.

	29
	Chip limitation: For the tagged traffic between QinQ uplink port and normal port, if QinQ TPID is not 0x8100, packet's egress TPID will be incorrect. [ECS4100-52T-00195]
PS. #00138 workaround solution is disabled, however, #00094 workaround solution is enabled.
For example, 
QinQ TPID is 9100. When 9100 tagged packet is incoming from QinQ uplink port and outgoing to normal port with tagged member, its TPID remains 9100. (Should be 8100.)
And vice versa. Say, 8100 tagged packet, normal port income, QinQ uplink port outgo, TPID remains 100.

	30
	ECS4100-28T/28P/28TC Board limitation: There is no GPIO signal available for SFP_Present state. 
Therefore, in order for SFP-insertion polling, it takes more CPU resource to read SFP EEPROM data via I2C channel. This may result in higher CPU utilization, as compared with other skus having GPIO signal for SFP_Present.

	31
	Chip limitation: The ARP packet would be still filtered by MAC ACL even the ACE permits the source MAC address. The cause is Realtek chip matches ‘Source MAC’ /ACE with ‘Sender Hardware Address’ /ARP. The two fields of an ARP packet are supposed to be the same. However, they are different for some reason. [ECS4100-52T-00247]

	32
	Chip limitation: ATC (Auto Traffic Control) does not support for Unknown Unicast storm control. [ECS4100-52T-00258]

	33
	Chip limitation: ACL and DiffServ can be bound to a same egress port. However, it gets higher priority to match ACL. [ECS4100-52T-00427]

	34
	Chip limitation: RTL839x does not have the ifInDiscards /IF-MIB register. However, SW works around to provide a substitute ifInDiscards counter, and its valus is a sum of (dot1dTpPortInDiscards, rxMacDiscards) registers. [ECS4100-52T-00629]
 - dot1dTpPortInDiscards: 
   count of valid frames received which were discarded (i.e., filtered) by the forwarding process (dropped in ALE)
 - rxMacDiscards:
   the number of packets dropped in MAC RX and switch core including bad packets and dropped packet due to lack of resource (dropped before ALE)

	35
	SW limitation: When both VLAN Trunking and Ingress Filtering are enabled, the system will drop those to-CPU packets, carrying unknown VLANs (not existent in the system).
For example, 
Enabled both VLAN Trunking and Ingress Filtering, a DAI trusted port does not forward unknown-VLAN ARP packets.
Note: First has a port's Lookback Detection disabled, then can have its Ingress Filtering disabled.

	36
	Notes for ECS4100-12PH supporting 60W UPoE (802.3bt Type 3 Class 5~6), starting from V1.2.37.191 [ECS4100-52T-00634]
1. Broadcom PoE MCU firmware version has to be upgraded to 4.0.0.5 first.
2. Any PD shall follow 3bt/at/af specifications of current and voltage ratings. If the ratings are exceeded due to short circuits or voltage transients, PSE ports might be damaged permanently, as per Broadcom PAE advices.
3. So far Accton PoE Loader (AnalogDevice LT4321) is tested, and the PDs can be provided power up to 60W. That means no other chip vendor’s 3bt PD solution is guaranteed for 60W.
4. When 3 PDs are provided with power 58.x~60.x W each (causing the total power consumption get 175+ W), 12PH PoE powering will become unstable - some PD may lose the power in several(3) minutes.

	37
	Chip limitation: When the software reinstalls the Dying Gasp packet, the old dying Gasp packet will not be released and will continue to occupy the packet buffer, when a long time it will use all of the packet buffer, and cause the chip can not send and recive any packet.So when the mac,output port of the Dying Fasp packet has no change, software will not reinstalls the packet;and the Dying Gasp packet can be reinstalls 1024 times.When use dying gasp with trunk,the dying gasp will send from all merber ports of the trunk.




COMPLIANCE SUPPORT:

	Compliance Level
	Compliant

	
	


Known Anomalies: None.


IEEE STANDARDS SUPPORT:

	Standard
	Title

	IEEE 802.1D
	Transparent Bridging Specifications (ISO/IEC 10038)

	IEEE 802.1p
	Traffic Class Expediting and Dynamic Multicast Filtering

	IEEE 802.1Q
	Virtual Bridged Local Area Networks

	IEEE 802.1w
	Rapid Spanning Tree

	IEEE 802.2    
	Local Area Networks, Logical Link Control (LLC)

	IEEE 802.3    
	CSMA/CD 9 (ISO/IEC 8802-3)

	IEEE 802.3I   
	10Base-T (ISO/IEC 8802-3, clause 14)

	IEEE 802.3u  
	100Base-TX (ISO/IEC 8802-3, clause 25)

	IEEE 802.3x
	Flow Control

	IEEE 802.3z
	1000Base-SX, 1000Base-LX

	IEEE 802.3ab
	1000Base-TX

	IEEE 802.3ac
	VLAN Tag

	IEEE 802.3ad
	Link Aggregation

	IEEE 802.1X
	Port-based Network Access Control




IETF STANDARDS MIB SUPPORT:

	RFC No.
	Title
	Groups Supported

	1907
	SNMPv2-MIB (MIB II)
	- system group ( 1-9)
- snmp group (1-6, 8-22, 24-32)

	2011
	IP-MIB (MIB-II)
	- ip group (1-20, 22-23)
- icmp group (1-26)

	2012
	TCP-MIB (MIB-II)
	- tcp group (1-15)(tcpConnTable only support read.)

	2013
	UDP-MIB (MIB-II)
	- udp group (1-5)

	IEEE
802.1X MIB
	IEEE8021-PAE-MIB
	- dot1xPaeSystem (1-2)
- dot1xPaeAuthenticator (1-3)(not support per-port timer setting)

	1493
	Bridge MIB
	- dot1dBase group (1-4)
- dot1dStp group (1-15)
- dot1dTp group (1-4)
- dot1dStatic group (1)

	2863
	Interfaces Evolution MIB (IF-MIB)

	- interface group (1-2) (ifadminStatus not support set to  3(testing))
- ifXTable group (1)
- ifStackTable group (1)(support   
read-only)

	2819
	 RMON MIB
	- statistics group (1)
- history group (1-2)
- alarm group (1)
- event group (1-2)

	2618
	RADIUS MIB
	- radiusAuthClientMIB (1)

	2665
	Etherlike MIB
	- dot3StatsTable group (1-19)

	2737
	Entity MIB
	· entityPhysical group (1-16) 
(support read-only)

	2674
	P-bridge
	- dot1dExtBase group (1-4)
- dot1dPriority group (1,3) 
- dot1dGarp group (1)

	2674
	Q-bridge
	- dot1qBase group (1-5)
- dot1qTp group (1-2)
- dot1qStatic group(1)
- dot1qVlan (1-5) (9-10)

	V-Bridge MIB
	V-Bridge MIB
	- dot1vProtocol group

	3636
	MAU MIB
	· dot3IfMauBasicGroup
· dot3IfMauAutoNegGroup



	1612
	DNS Reslover MIB
	· dnsServConfig
· dnsServCounter
· dnsServCounterAuthAns
· dnsServCounterAuthNoNames
· dnsServCounterAuthNoDataResps
· dnsServCounterNonAuthDatas
· dnsServCounterNonAuthNoDatas
· dnsServCounterReferrals
· dnsServCounterErrors
· dnsServCounterRelNames
· dnsServCounterReqRefusals
· dnsServCounterReqUnparses
· dnsServCounterOtherErrors
· dnsServOptCounter
· dnsResMIBObjects
· dnsResConfig
· dnsResCounter
· dnsResCache
· dnsResCacheStatus
· dnsResCacheMaxTTL
· dnsResCacheGoodCaches
· dnsResCacheBadCaches
· dnsResOptCounter

	3411
	SNMP FrameWork
	· snmpFrameworkMIBObjects

	3412

	SNMP MPD MIB
	· snmpMPDMIBObjects

	3413
	SNMP Target MIB
	· snmpTargetObjects

	3413

	SNMP Notify MIB
	· SnmpNotifyObjects
· snmpNotifyTable
· usmMIBObjects

	3415
	SNMP View-Based ACM MIB
	· vacmMIBObjects
· Private MIB
· switchMgt
· portMgt
· trunkMgt
· lacpMgt
· staMgt
· tftpMgt
· restartMgt
· mirrorMgt
· igmpSnoopMgt
· ipMgt
· bcastStormMgt
· vlanMgt
· priorityMgt
· trapDestMgt
· qosMgt
· securityMgt
· sysLogMgt
· lineMgt




ECS4100 PRIVATE ENTERPRISE MIB SUPPORT:

	Title
	Version

	ECS4100-Series.mib
	201903080000Z




SNMP TRAP SUPPORT:

	RFC No.
	Title

	RFC 1215
	ColdStart (v1)
warmStart (v1)
linkDown  (v1)
linkUp    (v1)
authenticationFailure (v1)

	RFC 1907
	coldStart (v2c)
warmStart (v2c)
authenticationFailure (v2c)

	RFC 2863
	linkDown  (v2c)
linkUp    (v2c)

	RFC 1493
	newRoot (v1)
topologyChange (v1)

	RFC 1757
	risingAlarm (v1)
fallingAlarm (v1)

	RFC 2819
	risingAlarm (v2c)
fallingAlarm (v2c)




CUSTOMER SUPPORT:

By Phone:
By Email: 
By Web:
       By Fax:




PORT LED DEFINITIONS:

The following Port LED definitions are effective in Runtime V1.2.19.182 and higher.

	Mode
\  Port LED  \
Sku
	Link/Act
	PoE
	Note

	
	1000 Mbps
	10/100 Mbps
	Loopback-Detection
	
	

	
	
	
	Copper
	Fiber / Combo
	
	

	ECS4100-28T (12)
	Green
	Orange
	Green<0.5>Orange
	Green<0.5>Orange
	NA
	> Reset button - Yes(12)
> LED - Bi-color

	ECS4100-28P (13,6)
	Green
	Orange
	Green<0.5>Orange
	Green<0.5>Orange
	Orange
	> Reset button - Yes(13), No(6)
> LED - Bi-color

	ECS4100-12T (14,9)
	Green
	Orange
	Green<0.5>Orange
	Green<0.5>Orange
	NA
	> Reset button - Yes(14), No(9)
> LED - Bi-color

	ECS4100-12PH (10)
	Green
	Orange
	Green<0.5>Orange
	Green<0.5>Orange
	Orange
	> Reset button - No
> LED - Bi-color

	ECS4100-52T (4)
	Green
	Orange
	Green<0.5>Orange
	Green<0.5>Orange
	NA
	> Reset button - No
> LED - Bi-color

	ECS4100-52P (8)
	Green
	Orange
	Green<0.5>Orange
	Green<0.5>Orange
	Orange
	> Reset button - No
> LED - Bi-color

	ECS4100-26TX (1,2)
	Green
	Orange
	Green<0.5>Orange
	Green<0.5>Orange
	NA
	> Reset button - No
> LED - Bi-color

	ECS4100-28TC (15,11)
	Green
	Orange
	Green<0.5>Orange
	Green<0.5>Orange
	NA
	> Reset button - Yes(15), No(11)
> LED - Bi-color

	ECS4100-28T (3)
	Green
	Green
	Green
	Green
	NA
	> Reset button - No
> LED - Single-color



PS1. The value(s) within parentheses are the associating Board ID(s).
PS2. The Port LED light of a looped port on loopback-detection only applies to the port-disabled mode (disabled port’s Tx/Rx traffic).
PS3. Green<0.5>Orange means for alternately Green/Orange flashing in 0.5sec period, say |<- Green,0.5s ->|<- Orange,0.5s ->|<- Green,0.5s ->|<- Orange,0.5s ->|...|<- Green,0.5s ->|<- Orange,0.5s ->|.
PS4. At PoE mode Port LED light will not be blinking - either solid (powering) or off (not powering).
PS5. For ECS4100-26TX (1,2), when 10G SFP Port 25/26 get to linkup at 10G speed, the Port LED is also lighting in Green (same as 1000M).


DEVICE NAME V.S. 1ST FIRMWARE VERSION:

Below given is the ECS4100 Device Name and the 1st Runtime Version, which is operational in that device.

	Device
	BID
	1st Runtime Ver
	1st Loader Ver
	Note

	12Tv2
	17
	1.2.27.183
	1.0.2.2
	12T board relayout, ext.GPIO -> CPLD

	28TC-F
	16
	1.2.26.182
	1.0.2.0
	

	28TC-ITUS
	15
	1.2.19.182
	1.0.1.8
	

	12T-ITUS
	14
	1.2.16.181
	1.0.1.7
	

	28P-ITUS
	13
	1.2.16.181
	1.0.1.6
	

	28T-ITUS
	12
	1.2.16.181
	1.0.1.6
	Replaced with 28TC-ITUS

	28TC
	11
	1.2.16.181
	1.0.1.6
	

	12PH
	10
	1.2.13.174
	1.0.1.1
	

	12T
	9
	1.2.2.172
	1.0.1.1
	

	52P
	8
	1.2.2.172
	1.0.1.1
	

	52T
	7
	NA
	
	Deposed

	28P
	6
	1.2.2.172
	1.0.1.1
	

	28T
	5
	NA
	
	Deposed

	52T
	4
	1.1.8.164
	1.0.0.5
	

	28T
	3
	1.1.8.164
	1.0.0.5
	

	26TX-ME
	2
	1.1.8.164
	1.0.0.5
	

	26TX
	1
	1.1.8.164
	1.0.0.5
	

	52T
	0
	1.1.8.164
	1.0.0.5
	




6/2000   P/N:  9038023-04	Subject to Change Without Notice	                                                             Page: 4 of 6

F0615-E
image1.wmf

