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1. Introduction

This technical guide is aimed at helping readers learn how to enable and configure settings
for “AuthPort”, an add-on available on ecCLOUD. The purpose of AuthPort is to allow ecCLOUD

users to manage network access and regulate network usage of their wireless clients.

With AuthPort, authentication, authorization, and accounting (AAA) of wireless clients can
be performed using ecCLOUD’s built-in authentication server and account database. The
“AuthPort” add-on available on ecCLOUD only supports RADIUS feature with
username/password authentication. It means that "AuthPort" on ecCLOUD contains RADIUS
server function. The authentication format of RADIUS supports Open, Personal and Enterprise

(802.1x) (PEAP and EAP-TTLS).

A captive portal editor is also included in AuthPort for easy captive portal customization,
and multiple captive portals can be saved.After enabling AuthPort from the “Add-ons” page, it
can then be enabled in configuration settings of each SSID, and the desired captive portal can
be selected subsequently. Thus, wireless clients that associate to an SSID with AuthPort enabled

will be presented the selected captive portal for login.

Accounts used for login via the captive portal should be pre-generated in AuthPort by
ecCLOUD users, and each account is linked to a self-defined service plan, which specifies
constraints on network usage. Thus, service plans should be added before accounts can be
created. In this way, network usage of wireless clients can be governed by the service plans

associated with the accounts they log in with.



2. Enable AuthPort from Add-Ons Page

AuthPort can be enabled at the cloud level or at the site level depending on the deployment

scenario. If enabled at the cloud level, AuthPort will be enabled for all the sites under this cloud at

once. If you would like to enable AuthPort for only certain sites, please go to these sites and enable

this add-on from the Add-ons page at the site level.

a. To enable AuthPort at the cloud level, click on “Add-ons” on the Cloud Menu
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To enable AuthPort for a site, go to the site and click on “Add-ons” on the Site Menu
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b. On the Add-ons page, find AuthPort and click on “BUY ADD-ON”". Follow on-screen

instructions to confirm purchase.

AuthPort

$0.25 / device / month

Enables the built-in
authentication server of ecCloud
supporting authentication,...

Learn more

BUY ADD-ON

c. Once the purchase is completed, AuthPort will appear on the Cloud Menu under Manage.
Clicking on AuthPort reveals a submenu.
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3. Configure AuthPort Settings: Add
Service Plans and Generate Accounts

On the AuthPort submenu, first add at least one service plan. In a service plan, time, data
and/or device number constraints can be specified as desired. Once one or more service plans
have been added, accounts can then be generated where each account links to a specific service

plan.

3.1 Add Service Plans

a. Go to “Cloud Menu > AuthPort > Service Plan” and click on “ADD SERVICE PLAN”

AuthPort Service Plans + ADD SERVICE PLAN
Choose a Site... hd
@ User management *
' REFRESH
E  Add-ons
O NAME PLAN DESCRIPTION NOTE
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= Properties
Rows per page: 10 ~
% AuthPort
Service Plans
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Add service plan X

Name *

Valid time period
Basic time length v

valid for

30 Days ~

Traffic Quota
Unlimited v

Note

v Advanced settings

Quota renewal
Does not renew v

Number of devices per account
Unlimited A

CANCEL

e Name: Name of the service plan.
e Valid time period: The time period during which the account is valid.

o Select “Basic time length” if you want the account to be valid for a
certain time duration, and you can define the time duration in seconds,
minutes, hours or days in the field “Valid for” below.

o Select “Custom” if you want to the account to be activated at a specific
time, and the account can also expire at certain time or after a time
duration. For account activation, select “Activate upon account
creation” for the account to be activated at the same time it's created;
select “Activate before” for the account to be activated before a
specific date and time as defined in the next field. For account
expiration, select “Does not expire” for the account to remain valid
unless it has reached the defined traffic quota (see below for
description of traffic quota), if any; select “Expires in” for the account
to expire after a certain time period as defined in the next field; or
select “Expires on” for the account to expire on a specific date and at a
specific time.

e Traffic quota:

o Select “Custom” to define a data cap for the account to become invalid
once the cap is reached.

o Select “Unlimited” to allow the account to enjoy unlimited data usage.

e Quota renewal: If configured, the defined traffic quota can be renewed daily,
weekly or monthly for the account within the time frame set.

¢ Number of devices per account: Select “Custom” for the account to be shared by
only a limited number of devices as defined in the next field; select “Unlimited”
for the account to be shared by



Once a service plan has been added, it can be edited or deleted from this page.

ty » AuthPort - Service Plans

AuthPort Service Plans + ADD SERVICE PLAN
Choose a Site. v
@ User management
( REFRESH
@ Add-ons
O NAME PLAN DESCRIPTION NOTE
E Licenses & Billing
Activation: Upon account creation
= Properties Expiration: 30 Days after account activation - -
O student EDIT | DELETE
Traffic quota: 1GB
¥ AuthPort ~ Traffic quota renewal Monthly on day 1 at 00:01

Service Plans
Rows per page: 10 -
B Accounts
B8 Certificate
# Captive Portal
= Event Log

A& Notifications

@ owner

3.2 Generate Accounts

a. Go to “Cloud Menu > AuthPort > Accounts”, and click on “ADD AN ACCOUNT” to add one
account or “GENERATE ACCOUNTS” to add multiple accounts. Note that a service plan has
to be selected when generating accounts.
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Generate accounts X
Plan *
Demo -
Activation Upon account creation
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Quota Unlimited
Expiration 30 Days after account activation
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b. Once accounts have been generated, they will appear on the same page.
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4. Configure AuthPort Settings: Add
Customized Captive Portals

a. On the “AuthPort” submenu, click on “Captive Portal”.
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b. Once on the Captive Portal page, click on “ADD CAPTIVE PORTAL” to add a new captive
portal to begin customizing it.

rsity > AuthPort - Captive Portal

Captive Portals + ADD CAPTIVE PORTAL
Choose a Site... -
% Dashboard ' REFRESH
[£] Devices 0
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Rows per page: 50 «
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Add Captive Portal

Portal Mame

Test|

CANCEL | e

If there are existing captive portals, they can also be edited or deleted from this page.

ECC@QI - » AuthPort - Captive Portal Q = Q2 vi@e@a- O-
Captive Portals + ADD CAPTIVE PORTAL
Choose a Site... -
% Dashboard e ' REFRESH
Devices 0
E Activity O  Test EDIT DELETE

Manage Rows per page: 50 ¥

BE1 Site management
@ User management
B Add-ons
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= Properties

% AuthPort -
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Captive portals can also be added from any SSID configuration page. Once AuthPort is
enabled, the Captive Portal option will be revealed, and new captive portals can be added
by clicking on “ADD NEW PORTAL".
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CANCEL CONFIRM

~ Security Settings
Method WPA3 Personal ~
Key ssssssss &
Access Control List
802.11r
802.11k

802.11v

~ Network Settings

Network behavior Bridge to Internet ~

Limit upload rate

Limit download rate

AuthPort Enable [ ]
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Defoult captive portal

Microsoft 365 Authentication
Test
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c. Captive Portal Editor will appear as a pop-up window. Choose one of the
starting themes to begin customizing the new captive portal.

Captive Portal Editor - Google Chrome = (=] X

& cloud.ignitenet.com/assets/grapes/index.htm?release 20210109

Please select your starting theme

Coffee Shop Healthcare
» »

ecC/L-glb

School Resort

ecCLOUD

Welcome to ecCLOUD Wifi

Username

Password

Put your Terms and conditions here

Lorem ipsum dolor sit amet
Consectetur adipiscing elit. Vivamus
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See Table 1 below for descriptions of each attribute category.

Table 1

Attribute Category

Description

Class

This tells you what kind of component it is

General configure alignment and display position

Dimension Modify component dimension

Typography Edit font, size, text align, text decoration

Decorations Select background color, border width/styler/color

Extra Add transition, edit perspective, transform (rotate, scale)
Flex Edit flex effect
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5. Configure AuthPort Settings: Upload
an SSL Certificate

When AuthPort is enabled, we recommend submitting a valid SSL certificate to help make the
captive portal redirection experience smooth for your wireless clients. If no SSL certificate is
uploaded or if a suspicious SSL certificate is uploaded, they may see a security warning upon captive

portal detection.

a. Click on “Certificate” on the “AuthPort” submenu

b Edgecore University ~ e Hi, cindy

rsity > AuthPort - Certificate

AuthPort Certificate

Certificate

b Site management
@ User management
B Add-ons

B Licenses & Billing

@ Properties
W AuthPort ~ Private Key
B Service Plans
B Accounts
# Captive Portal
= Event Log

DNsS
& Notifications

O Owner CLEAR FORM

b. Open your Private key and SSL certificate file in Notepad.

‘ [] cafe-demo.secured-logon.com key 2024/2/20 T 12:48 KEY 122 4 KB
[] cafe-demo.secured-logon.com.pem 2024/2/20 T 12:48 PEM 1E3 3KB
14



SSL Certificate:

----- BEGIN CERTIFICATE-----

MIIGAZzCCBOugAwIBAgISA/ qVUQez / z17AT ] xKdXxcDOFMAQGCSqGSI b3DOERCWUA
MDIxCzATBeNVBAYTAIVIMRYwFAYDVQQKEwW1MZXOncyBFbmNye XBOMQswCQYDVQQD
Ew] SMzAeFwOyNDAyM] AwMzQ2NTFaFwOyNDA1M; AwMzQ2NTBaMCYxJ DA 1 BeNVBAMT
G2NhZmU tZGVt by 5zZWN1 ecmVKLWxvZ29ulLmNvbTCCA1 IwDQYJKoZThveNAQERBQAD
g IPADCCAg0Ce g IBAOF e YxYPUG2kemxPzYul r+U0bzj 6SVEWreFj uM54ETxT15FH
gKVsUGUH0AT A+Ree TXVMBEwbOnc YOWp7 /1 zwrenj As sGwNTBMuS 4y fb5z0gYxXKn
w3605Gr / 3Mdml 1b1Swmg SNdYcO9rDInv2G2u00t T/ t ruwmwwHCvIz81 11 gWECCHN
C14dPYgBioFQ1 /TONgg+6mzYHDBI 1 Sanshl.31aHODQOv93/ 2B4P5LuvebhEFb1Pro
AS3r8IWhjMBRsqOASXKY816Hcb2J AzcCnnDhmb8nu9r3bYICIEImZ/ Qar+T0Z8 1P
ObDf3 fhi+e luUXZz4]VTe9] pS6ee ALAKTnA0pOMwEpcDOK+M2 1 gE/ 7THiKk r SnKew
R87YeRCAN1BwaTgdWFCvry/vrBNgvU7ChAxOvQ46umlL.VhN] c1jMbZwSg1 7X8vake ]
V6Gp/ cvIvA+FTrEd1W+hD7evLK] CUIGpSvEwwMabDOR InECNzZAepVO+vBEILj 2C
Ou03181rDeuk90FFnMeKc2WEE/ c XBxmG 1R+ t LZ9U0X9dvOmERAbG3AqvUSaj 1kho
6HbulxvhiFsOVrg/xU09ghoQVXxJHCz/qlgPiece 1PgfQwXSN96kAoWDEq Sw43sE
WVSrwvz6SUSmDNaRs+YzulLBthXMebl1C2T9Lmh/A+Ubj EJ abeHynaeNdvuj pZAgMB
AAG] g TAMI ICGTACBgNVHQRBA f 8EBAMCBa AwHQYDVRO 1 BBYWEAY TKwYBBQUHAWEG
CCsGAQUEBwMCMAWGA 1 UdEWER / wQUCMAAWHQYDVROOBBYEFKd+1 0k 74cL+7ybvzlzn
k&HX 1 LSMMBRGA1Ud IwQYMBaAFBQus xe 3WFbLr 1ATQOY T r 52LEMLGMFUGCCsGAQUF
BwEBBEkwRzAhBgg rBgEFBOcwAYYVaHROcDovL3 T zZLm8ubGVuY3Tub3InMCIGCCsG
AQUEBzAChhZodHRw018vejMuaS5sZW5] ci5veme vMCYGA1UABQQfMB2CG2NZmU |
ZGViby5zZWN1 emVkLWxvZ29uLmNvbTATBgNVHSAEDDAKMA 2GBme BDAECATCCAQQG
C1sGAQOBInkCBATEp fUEe f TABAB2AE iw42vapkcOD+VaAvadMOs cUgHLV t0s gdm7
v6s52IRzAAAB] ¢ TWi hUAAAQDAEeWROI gVZ34DMOr vONmheyagwi ATJ SBTzJUOC K
3t1CGRYsg2nMCIQCxdYDBEM4 zKR tHe&8UhGSkp+tk1XLnQytre2dulut rOhgB2AHb/
1DRK t vuVUcThzPWHuj SOpM2 7KdxoQeq £ 5mdMW; pOAAAB] ¢ TWi nkAAAQDAECcWRQIh
ATypi VREW7zwBOJ tJ9BKrPur9svYGe4ns yMOMUEpsmf 1 A1 BXzwENHhFz3A5n85k /
Lj 4YVBQdnGwYoHMIYeo1Ui9gkzANBgkaghk 1GOwOBAQsFAAQCAQFAMknY1SzgQt Sy
RAFNquFC30dO+CT 1 XUt yuC2NQpoF / Zmi AHLXX4H1 1x1/Ns1AugMW2nQ0e IYTDIM+
I/DyQWERUdgN9ydP1d 5Nt GY 1uGdpCk2myB+nkhAj 1 7LKeWvbnnQGGWpFL16/kH3Z
FwBtDyyRr3kNCvCQCaPHD1PX6P] 9] ZyVR IKGEwa+rAQmDgLTmYqsD1TsPFz6j 1]n
40kHHgHV2nZ rc] 8HwGbbg] TO4DLVwPoP tRODy / SECTMM6IZ] chj OWmydWWI kvgRR
VICOHCehSe1 R5TT 9PenFGICK 1 aaiGHCRFTO90 / t 7okE3eHAZ 7kT 4Pv+2Fa218Vxn |

Private key:

----- BEGIN RSA PRIVATE KEY-----

MIIJKeIBAAKCAgEA4WB; Fe90baSChE/N1 7TWvSQ5vOPpJ UVa t 4W04zngVPFPXkUeA
pWxQZT450kD5F57 t dUwErBt CdxgSanv+XPCt yeMCywbAIMEy7nj JOvnPSpi Feae7
foTkav/cx2aWVvVLCaDk1 1hw72sMie/Yba47S1P+2u7ChDACKR i PyI1KBYUIJ sOL
Xh0910GKgVCLOPO2qrTgbNecMEi Ll geyEve] oc4NDS/ 3£ /YHe /ku69xuEVull+ugB
Levwl aGMwHyvrQBJ cpj yXodxvYkDNwKe cOGZvye 72vd t g gl UTWZn /RqvSPRnyU/R
sN/d+H756W5RdnPg 1 VODOmnnp54AsCROf 06nQzAW1wPQr4zaKoT/seIaStKepzDz
th5EJ 02 THBpOB1 YUK+vLA+sE2COTsKEDEAOD] a6 Y t WEO1 zWMx t nBKCL t £z] gRENX
0an9y/vID4XusR3VboEPt y8sgMIQga IK8XDAypsNDyWcQI ANKBO 1 X37IEQkuOALS
47¢jysNo6TO4UWexdpzZYOT9xcHGYaVHS+0tn105£12/SYRF1sbeCa9RTaOWSGj 0
du6XHKGIWzR 1uD/FQ72CGhBViEkcLPt+oio+] 5x6 T+BIDBfk33gQChYMSrnDj ewRZ
VEvC/PpIRKYM1pGz 5] 04sG2Fcx SvULZPOuaH8D5SRuMOmp t 4 fKeqAl 24601 kCAWEA
AQKCAA2FXpRvelUQGaINraz1vPj 23831 /3T+tulNLDAaJ Aj 8 CYr79udVtDIKvGX
OgSMk&/qGQ75+1SuDbsh1ZXV2¢ / apbZy4DEAHU] Kn2PgB 7y t 6xFe 3U+KI GI+T x51
H4TuZf i W26xu30N1AQxmYY8vauNBxWt eQHGZ o s Xv3+WiH+sce Y s 9zHDO6 £V iun 5
XOHmO4Cu4t fAvO+uyons41 tCX/LASIErS/p506GkEvUm] aQ30CHOOBWgXoFCdx0e
vA3epDE77yY1dyBdWnbSCa fZ8NmDXNa g ykWWMHWCVY 1D/ Vr 3RbW4XexmVdcHaR9
VwLn1RE45Gy63 0/ pROHMPOBMZ yDeKooWpzI VEs 7gQMzze fUgSSi Qav8LI4YCwF
1Cee3Cckm713vYGqadTF3gaX1vUg/ 1+CaxwApkRI z5+ak4t21aPqSB3gxpj banb6
PRvOpcOCzxZ1uW26EzUTEi HHFazwzs0tbJ kg1 L8IR1 gBT £0r /MGdx ShW4UBI twl
FOCwkBBbfWXT RmJ TSyANCSMdkSBEPALvmGO) 9x IR68&Yo0Y 1dNwIFzCHvDvv / th4
h6D8gZj SHE+RTPwpY 5] g1 ghxxODINnNmLrOmQET 1oj Q0Ar rOd 1Qhk9HY7jRul4h
r6yC8kUhX0eR()) b+3aleCa396gkAHSQt Sj ANTmonlUq3s 3pf DHOKCAQEA+8x rVV3 7
G6hdpngaAZt9oaciAbZT rP1kv_a8XNbuZ8m40YOmeXk SvyWAd f TGheauBtmCT46Cx2R
wJ d+ArKDTshi FXHEQ7F8Tk7but 1 gKpaddxHoMm2 1 aMTyd+NIgDEXK&PMGg60qe 0P
£SnyJQOBapzO0KNug i YpOshXYhF1QONWDs 3] PWaHCUHcB+HHXnhvDUq91 zkeC/ gUImZ
WPIhJ93AgVaQfFbMGSJ+xN9SVHBIRz7TFz9hR1Mf rFzCexjG1Ng 18pZ00nHER /SQt
6LmIbl/a8wrHM8EThIRTe I 7Xxnt scGS+e6bMeq30nNh]+kGhaxRDyzwzg+2aBI02
BeQ3nardp; 3RywKCAQEASSMa j 6KhTaamd 1E6hchnnEenkcPOSLp+V+9EZ982 tWEk
18Te/11ptZ0K48NcSISyzZ3HAF1QAS NZCUWbXbe 7Gf cRyAASbnOyAexkrBs Swso
Mxlwlv70IytF1c0IgbhQ26EeCLhYxoEgtws+X6Q1viUH3T 1S/ ovFQDg2bncuuChsd
SxHAnF5Hs xb1p06fZVpma2nAM/xzQ/ IsYqrwwoyql6h+epSDWopKS+n8d+7ZVZXer
AN/ AKSvMrYNT 0n8NFR2k 2T SGaRI n92PaK01 fHA T AOFEDKSMT 1 R/ ACwSSa&akMen
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c. Copy your Private key and SSL certificate file content to “Certificate” and “Private key” field.

ecC/L-_l;_U_bl . Jim > AuthPort - Certificate

AuthPort Certificate

Choose a Group... -

Choose a Site... b

%% Dashboard

- »

[] Devices

E Activity

Manage

Bn Site management

@ User management

@ Report manageme...

E Add-ons

Licenses & Billing

@ Properties AS3rE) K ;:'—rr'_-:::--'“---r;-,;-zr- “1E . i-;--"'E-: v
¥ AuthPort ~
Service Plans
B Accounts
Certificate
# Captive Portal

= Event Log v

8 Owner

d. The “DNS” field does not need to be filled and will be automatically filled by the system with
the certificate’s common name once the “Certificate” field has been filled.
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6. Enable AuthPort in SSID Configuration
Settings

In configuration settings of each SSID, AuthPort can be enabled under “Network Settings”.
Once enabled, the “Captive Portal” option will appear for the desired captive portal to be

selected. Thus, each SSID can have its independent AuthPort setting and captive portal.

a. On the Site Menu, go to “Configuration > WiFi 5/ WiFi 6 > Wireless SSID“ and click on “Add
SSID” to create a new SSID. To modify an existing SSID, click on “Edit” under Actions.

< SITEMENU
Site Configuration - Wi-Fi 6 Access
EAP102-Jirr -

SSID LIsT

RADIOS NETWORKBEHAVIOR +  SECURITY

'WIRELESS SCHEDULING

17



b. Scroll down to “Network Settings”, Select Network behaviour: “Bridge to Internet” or
“VLAN tag traffic” and enable “AuthPort”. Once enabled, the "Captive Portal” setting will
be displayed below. If no captive portals have been added previously in “AuthPort > Captive
Portal” at the cloud level, only the default captive portal will be available. However, you can
also add captive portals from this page by clicking on “ADD NEW PORTAL”. Captive portals
added from this page will appear under “AuthPort > Captive Portal” at the cloud level.
® Network behaviour: “Bridge to Internet”

Add SSID CONFIRM

U-APSD L]

~ Security Settings

Method WPA3 Personal v

®

Key ssssssss

Access Control List
802.11r
802,11k

802.11v

~ Network Settings

Network behavior Bridge to Internet v

Limit upload rate

Limit download rate

AuthPort Enable .

Captive Portal ‘ Default captive portal

Default captive portal

Microsoft 365 Authentication
Test

Proxy ARP Only applicable for some devices
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® Network behaviour: “VLAN tag traffic”

Add SSID SONEEE

~ Security Settings

Method WPA3 Personal

Key

Access Control List

802.11r

802.11k

802.11v

» Network Settings

Network behavior WVLAN tag traffic ~

VLAN ID Please select VLAN “ || CONFIGURE VLANS

Limit upload rate

Limit download rate

AuthPort Enable @

Captive Portal | Default captive portal

Default captive portal
Microsoft 365 Authentication
Test

Proxy ARP
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/.  Wireless Client Login Test & Account
Monitoring

7.1 Wireless Client Login Test

o

On your Wi-Fi device, connect to an SSID that has AuthPort enabled.
b. On the login screen, enter a set of pre-generated username and password (and tick the box
for “I agree with terms and conditions” if necessary) to login.

@ https;//web.secured-hotspot.c X + = I X

C & web.secured-hotspot.com/cgi-bin/examples/ath16/index.Ip?ReturnUrl=6gNX6iJu1R9j9j4/zi8f6e8D0hsbpjNXri9W0e8DzRIPrfMrdfc.. ¥ @ R o H

ecCLOUD

Welcome to Edgecore University

Username

Password |

Terms and Conditions

c. The following screen will be shown upon successful login.

@ Login x  + = 3 X

& C & web.secured-hotspot.com/cgi-bin/examples/ath16/test1.lp o Y @ » o :

Y o
Res
5
(Y L
e £
o W -
Result success
Username demoaccount
Time Quota 7 day(s)

Volume Quota 1GB




7.2 Account Monitoring

a. Goto “Accounts” from the “AuthPort” submenu. Here you will be able to monitor account
status in real-time.

S )
eccrl-‘fll_l_{_n)l - E ty > AuthPort - Account List i E & & & Edgecore University ~ | @) Hi,cindy ~

AuthPort Accounts + ADD ANACCOUNT  + GENERATE ACCOUNTS
Choose a Site -
% Dashboard C reFresH o EXPORT
[ Devices o o PASSWORD PLAN  TRAFFIC QUOTA EXPIRATION TIME  SESSION DURATION  NOTE
@ Activity . Eeoires 7 dave
0O ©  demoaccount sesesses o fents 3MB used total 1GB xpiresin 7 Cay Offline EDIT  DELETE

Rows per page: 10 ¥
B Site management

@ User management

@ Add-ons

B Licenses & Billing

= Properties

W AuthPort ]

B Service Plans

Accounts

6 Owner
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