

		
CUSTOMIZATION RELEASE NOTES

Vnet4624T Code
Version 1.2.0.14


INTRODUCTION
[bookmark: OLE_LINK26][bookmark: OLE_LINK25][bookmark: OLE_LINK29]The Vnet4624T is a 24*1G Base-T ports and 4*10G SFP uplink ports L2+ 1GbE Switch.


	It is recommended that one thoroughly review this release notes prior to the installation or upgrade of this product.



FIRMWARE RELEASE HISTORY

	Firmware
	Version
	Base
	File Name
	File Size
	Created Date

	Loader
	0.0.1.5
	0.0.1.4
	Vnet4624T_ld_V0.0.1.5.bix
	1,296,732
	2026/08/18

	Opcode
	1.2.0.14
	1.2.0.13
	Vnet4624T_V1.2.0.14.bix
	36,387,519
	2026/08/18



	Status
	Version.
	Base
	Type
	Issue Date

	Firmware

	Current Release
	1.2.0.14
	1.2.0.13
	NTC Release
	2026/08/18

	Previous Release
	1.2.0.13
	1.2.0.12
	NTC Release
	2024/08/08

	Previous Release
	1.2.0.12
	1.2.0.11
	NTC release
	2024/08/01

	Previous Release
	1.2.0.11
	1.2.0.10
	EIT
	2024/07/11

	Previous Release
	1.2.0.10
	1.2.0.9
	EIT 
	2024/04/03

	Previous Release
	1.2.0.9
	1.2.0.8
	Customer Test Code Release
	2024/02/28

	Previous Release
	1.2.0.8
	1.2.0.7
	Customer Test Code Release
	2024/01/12

	Previous Release
	1.2.0.7
	1.2.0.6
	Customer Test Code Release
	2023/12/12

	Previous Release
	1.2.0.6
	1.2.0.5
	NTC III release/Formal Release
	2023/09/21

	Previous Release
	1.2.0.5
	1.2.0.4
	NTC/EIT II release
	2023/09/13

	Previous Release
	1.2.0.4
	1.2.0.3
	NTC I release
	2023/09/01

	Previous Release
	1.2.0.3
	1.2.0.2
	EIT I release
	2023/08/29

	Previous Release
	1.2.0.2
	1.2.0.1
	Demo release (For ECS4150-28T Hardware)
	2023/07/31

	Previous Release
	1.2.0.1
	1.2.0.0
	Development release.
	2023/07/26

	Previous Release
	1.2.0.0
	V1.2.0.6 of ECS4130-AC5_phase2 + Issues Fixed
	Development release.
	2023/07/24

	Loader

	Current Release
	0.0.1.5
	0.0.1.4
	NTC III release. (Same as NTC/EIT II, it just rebuild.)/Formal Release.
	2023/09/21

	Previous Release
	0.0.1.5
	0.0.1.4
	NTC/EIT II release
	2023/09/13

	Previous Release
	0.0.1.4
	0.0.1.3
	EIT I release
	2023/08/29

	Previous Release
	0.0.1.3
	V1.2.0.6 of ECS4130-AC5_phase2
	Demo release(For ECS4150-28T Hardware)
	2023/07/31




INSTALLATION AND CONFIGURATION NOTES

[bookmark: OLE_LINK34][bookmark: OLE_LINK33]In general, the Vnet4624T switch will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing Vnet4624T switch, please follow the TFTP download instructions that are included with your firmware image upgrade kit.

FIRMWARE FIXES, CHANGES, AND ENHANCEMENTS

The following issues have been fixed in this software release. 



Vnet4624T V1.2.0.14
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	NA
	NA
	NA

	Solved Issues: (ISSUE in Resolved state)

	ECS4150IT-149
	ITUS Vent4624 Using 1G BiDi transceiver have connection error
	Resolved




Vnet4624T V1.2.0.13
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	ECS4150IT-139
	Enhance maximum MAC-VLAN from 32 to 256.
	Resolved

	Solved Issues: (ISSUE in Resolved state)

	NA
	NA
	NA




Vnet4624T V1.2.0.12
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	NA
	NA
	NA

	Solved Issues: (ISSUE in Resolved state)

	ECS4150IT-136
	[ConfigFileMgmt-0053] DUT can download the same version number file successfully.
	Resolved

	ECS4150IT-134
	TCAM table shows abnormal value after the pool has been fill up.
	Resolved

	ECS4150IT-133
	ACL: show access-list tcam-utilization free count error
	Resolved

	ECS4150IT-132
	ACL: TCAM total entries display update.
	Resolved




Vnet4624T V1.2.0.11
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	NA
	NA
	NA

	Solved Issues: (ISSUE in Resolved state)

	ECS4150IT-124
	change default IP from 192.168.2.10 to 192.168.1.10 on VLAN 1.
	Resolved

	ECS4150IT-123
	IP source guard will not block the illegal traffic when dhcp clients over 280.
	Resolved

	ECS4150IT-120
	ACL: TCAM total entries issue.
	Resolved

	ECS4150IT-119
	RateLimit: Rate limit is useless after enabling and disabling broadcast storm.
	Resolved

	ECS4150IT-118
	ACL: Debug messages are showed when show/clear access-list hardware counters.
	Resolved

	ECS4150IT-116
	MAC-vlan: DUT does not reject invalid MAC VLAN entry.
	Resolved




Vnet4624T V1.2.0.10
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	ECS4150IT-87
	[Vnet4624T] TCAM resource modify
	Resolved

	Solved Issues: (ISSUE in Resolved state)

	ECS4150IT-105
	IP source guard will not block the illegal traffic when dhcp clients over 280.
	Resolved




Vnet4624T V1.2.0.9
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	ECS4150IT-86
	Strom Control enhance
	Resolved

	Solved Issues: (ISSUE in Resolved state)

	NA
	NA
	NA




Vnet4624T V1.2.0.8
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	ECS4150IT-94
	Default prompt of Vnet4624T change to "Vnet4624T"
	Resolved

	ECS4150IT-83
	Modify organization code and destination MAC to customize request.ECS
	Resolved

	ECS4150IT-89
	[Vnet4624T] About CFM_Global Status is Enabled by default, but it needs to be Disabled by default
	Resolved

	ECS4150IT-84
	#33059_[Vnet4624T] LBD action "port-disable" and "b-cast discard" have been removed.
	Resolved

	
	DHCP snooping function related question
	Resolved

	Solved Issues: (ISSUE in Resolved state)

	ECS4150IT-79
	#32839_[Vnet4624T] About Excluded-VLAN Packet loss and flooding
	Resolved

	ECS4150IT-95
	#33017 TCP port 5151 will be scanned as open port via NMAP.
	Resolved

	ECS4150IT-97
	[Vnet4624T] "show arp" output bug
	Resolved

	
	CFM and Y.1731 issues  fixed in Vnet4624T
	Resolved




Vnet4624T V1.2.0.7
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	ECS4150IT-77
	32828_[iTUS Vnet4624T] logging command
	Resolved

	Solved Issues: (ISSUE in Resolved state)

	ECS4150IT-80
	33017 TCP port 2601 will be scanned as open port via NMAP.
	Resolved

	ECS4150IT-76
	Optimization output of "show access-list tcam-utilization"
	Resolved

	ECS4650EC-121
	CFM: After we change maximum mep_id, it cannot send out all mep CCMs.
	Resolved

	ECS4650EC-125
	CFM: DUT still send out LBM as delete down-mep under loopback test.
	Resolved

	ECS4650EC-167
	CFM: After we interrupt loopback test by manual, DUT still send out LBM.
	Resolved

	ECS4150EC-510
	[802.1ag-CFM-0320]: DUT still transmit AIS packet when it received CCM
	Resolved

	ECS4150EC-511
	[802.1ag-CFM-0370]: the "defRemoteCCM" condition can not be cleared
	Resolved

	ECS4150IT-82
	Some unexpected information in "show excluded-vlan"
	Resolved



Vnet4624T V1.2.0.6
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	N/A
	N/A
	

	Solved Issues: (ISSUE in Resolved state)

	ECS4150IT-67
	Keep the enable command when login privilege 8-14 and 15
	Resolved

	ECS4150IT-68
	IPv4-AddrConfig: CLI shows error messages when set address with default-gateway and set ip default-gateway.
	Resolved

	ECS4150IT-71
	CLONE - WebHelp: StormCtrl&Rate-limit definition shall be updated.
	Resolved

	ECS4150IT-72
	Adapt max number of ACE entries from 1024 to 512
	Resolved



Vnet4624T V1.2.0.5
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	ECS4150IT-34
	Remove enable command when login privilege 0-7
	Resolved

	Solved Issues: (ISSUE in Resolved state)

	ECS4150IT-31
	voicevlan(Vnet4624T):port rejoin voice vlan after down/up
	Resolved

	ECS4150IT-33
	Debug: Value of Announce of "show debug dev-nicdrv priority-traffic-info" is wrong.
	Resolved

	ECS4150IT-40
	CableDiag: Status of Eth 1/25 displays NT.
	Resolved

	ECS4150IT-51
	Web_Help: Range and default value of CPU guard Maximum/Minimum Threshold are wrong in help page.
	Resolved

	ECS4150IT-26
	Adjust the port is layout on the web page
	Resolved

	ECS4150AT-26
	Modified time of runtime should be reasonable
	Resolved

	ECS4150IT-54
	[Vnet4624T][GVRP-PDU-0660] When the vlan=4094 in the JoinIn. DUT does not send the JoinEmpty event.
	Resolved

	ECS4150IT-29
	SFP Port LED is blinking when executes the reload command.
	Resolved

	ECS4150IT-36
	Debug: Error messages are showed when copy watchdog logfile.
	Resolved

	ECS4150AT-33
	Fail to set default gateway
	Resolved



Vnet4624T V1.2.0.4
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	N/A
	N/A
	

	Solved Issues: (ISSUE in Resolved state)

	ECS4650EC-271
	vtysh process reclaiming
	Resolved

	ECS4150IT-24
	Port LED blinking
	Resolved

	ECS4150EC-453
	Dynamic Provision: After we save bootfile and reload this DUT; DUT is halted and reload itseld.
	Resolved

	ECS4650EC-257
	USBdisk: Maximum length is allowed to type 128 characters, but it's only allowed to set 32 characters
	Resolved



Vnet4624T V1.2.0.3
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	ECS4150IT-15
	Port led blinking method changed from PHY to CPLD
	Resolved

	ECS4150IT-15
	Remove CRAFT from driver
	Resolved

	ECS4150IT-15
	The color of the led light adapted to the sfp port changes with the rate change
	Resolved

	ECS4150IT-15
	Remove the config of mdio
	Resolved

	ECS4150IT-8
	Let the customer can block VLAN 0's packet.
	Resolved

	ECS4150IT-19: 
	SFP+ port mapping
	Resolved

	ECS4150IT-18
	Simba Craft Port remove
	Resolved

	ECS4150IT-5
	Reset button function implementation.
	Resolved

	ECS4150IT-9
	Enhance command of show running-config kew-words
	Resolved

	ECS4150IT-22
	Remove PoE function
	Resolved

	Solved Issues: (ISSUE in Resolved state)

	ECS4150IT-9
	Adding the filtering feature to CLI commands of show running, show log ram and show log flash(Issue fixed)
	Resolved

	ECS4150IT-3
	exclude VLAN (fix the comment error/trunk issue)
	Resolved

	ECS4150IT-22
	When there is no link-up port, the command "ntp client" can not be displayed in running-config
	Resolved

	ECS4650EC-259
	ImageMgmt: Copy tftp file by bad image shall be rejected
	Resolved

	ECS4650EC-30
	LLDP-MED Remote Device Info in Port detail WUI always show the first device info of the port
	Resolved

	ECS4650EC-30
	LLDP-MED Remote Device Info in Port detail WUI cannot show Network Policy.
	Resolved

	ECS4650EC-30
	MEP sometimes may not be deleted
	Resolved

	ECS4650EC-12
	STP will calc wrong port state in selfloop env.
	Resolved

	ECS4150EC-434
	Voicevlan-0340[ECS4150-28F]:port leave voice vlan after port down/up
	Resolved

	ECS4650EC-185
	CPU-Guard[Stacking]: Current Threshold becomes 1000 packets/sec when enable and disable CPU guard.
	Resolved

	ECS4650EC-53
	MAC-Filter-0050: network-access mod mac-authentication can be enable when port enable gust vlan
	Resolved

	ECS4650EC-20
	system up time over 496 days will reset
	Resolved

	ECS4650EC-20
	MSTP-1150 : DUT no response when Set DUT1 and DUT2 mst name
	Resolved

	ECS4650EC-20
	DHCPv6 relay fails when one vlan in the multi-destination has no ipv6 global address.
	Resolved

	ECS4650EC-20
	DHCP relay option82 snmp update
	Resolved

	ECS4150EC-408
	DHCP Relay: Client failed to get Reply as it send unicast Request to DUT sometimes.
	Resolved

	ECS4150EC-455
	Exclude-vlan: Change the bit-mask setting, DUT cannot forward vlan traffic correctly.
	Resolved

	ECS4650EC-106
	show arp error
	Resolved

	ECS4150EC-436
	Fix the problem that get baudrate form config file causes system crash
	Resolved

	ECS4150EC-411
	Fix the display problem of Cable Diag test results
	Resolved

	ECS4150EC-312
	WebUI:Mirror display is different on port/vlan/mac-address
	Resolved

	ECS4650EC-159
	TWAMP: Count field value in Server Greeting packet is wrong.
	Resolved

	ECS4650EC-160
	TWAMP: Typesetting is wrong when Sender or Reflector address is long IPv6 address.
	Resolved

	ECS4150EC-444
	After configuring pppoe intermediate-agent port-format-type remote-id in a port, the user failed to delete it in no-form
	Resolved

	ECS4650EC-9
	Web building enhanced: delete the web cache
	Resolved

	ECS4650EC-241
	DHCP Relay: DUT relay double DHCP Request frames to Server.
	Resolved



Vnet4624T V1.2.0.2 (Demo release, For ECS4150-28T Hardware)
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	N/A
	N/A
	

	Solved Issues: (ISSUE in Resolved state)

	ECS4150IT-16
	[NTP Client] Show ntp status error
	Resolved



Vnet4624T V1.2.0.1 (Development release)
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	N/A
	N/A
	

	Solved Issues: (ISSUE in Resolved state)

	ECS4150IT-12
	"Ip source-guard max-binding" Change the limit number of each port entry 10 → 280 ".
	Resolved.



Vnet4624T V1.2.0.0 (Development release)
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	ECS4150IT-2
	ECS4150-28T Customization for ITUS.
	Resolved

	ECS4150IT-3
	Exclude VLAN Support.
	Resolved

	ECS4150IT-4
	HeartBeat Support.
	Resolved

	ECS4150IT-6
	Customize the boot loader and OS baud rate to "9600".
	Resolved

	ECS4150IT-12
	"Ip source-guard max-binding" Change the limit number of each port entry 10 → 280 ".
	Resolved

	ECS4150IT-9
	Adding the filtering feature to CLI commands of show running, show log ram and show log flash
	Resolved

	ECS4150IT-10
	Check issues of #17793, #17696, #17501 and #17499 on ITUS branch.
	Resolved

	ECS4150IT-11
	Modify that after sending and receiving a specific ERROR packet, it is also recorded in the "Error Input" part of the "show interface counter".
	Resolved

	Solved Issues: (ISSUE in Resolved state)

	N/A
	N/A
	



Vnet4624T ld V0.0.1.5
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	N/A
	N/A
	

	Solved Issues: (ISSUE in Resolved state)

	ECS4150IT-29
	SFP Port LED is blinking when executes the reload command.
	Resolved




Vnet4624T ld V0.0.1.4
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	ECS4150IT-15
	Remove CRAFT from driver
	Resolved

	ECS4150IT-15
	Add the function of reading nand data to USB storage device in u-boot, and store it in segments
	Resolved

	ECS4150IT-22
	Remove PoE function
	Resolved

	Solved Issues: (ISSUE in Resolved state)

	N/A
	N/A
	



Vnet4624T ld V0.0.1.3 (Demo release for ECS4150-28T Hardware)
	ISSUE_ID
	Headline
	Note

	New Features & Enhancements

	ECS4150IT-6
	Customize the boot loader and OS baud rate to "9600".
	Resolved

	ECS4650EC-94
	Migration packaging scripts and image upgrade checks
	Resolved

	Solved Issues: (ISSUE in Resolved state)

	N.A
	Signature verification error when u-boot loads diag
	Resolved




KNOWN ISSUES AND LIMITATIONS

	Limitation Type
	Description

	Software limitation
	For verify chip can support full multicast entry. The speed of data/control packet which used for igmp snooping learning shall not in line speed.

	Software limitation
	Web Authentication only support IPv4 HTTP

	Software limitation
	Due to Jquery software limitation. The web browser need IE 9+, Chrome 54+, Firefox 52+ or Opera 41+.

	Software limitation
	Support muintuple vlan tag by software, but have limitation: can not support the packet need linux kernel process, like management features, arp, telnet, ping, tracerout, routing, snmp, ipv6…etc. [ES4627MB-FLF-EC-00889]

	Chip limitation
	ECS4150EC-48 DHCP-Snooping-0340：the rate limit of dhcp snooping does not work well
According to the chip documentation, their speed limit is not 100% accurate, and the speed limit value is calculated by accumulating 10 seconds.

	Chip limitation
	Casued by Phy limit, can not support auto-negotiate of flow-control，We use force mode instead.So if link up with 100M/1G full，flow-control type should always Dot3X，10/100 half type should be backpress.

	Phy chip limitation
	ECS4150EC-63
The link flapping is caused by back-pressure and link would be up after back-pressure condition is gone(This Back-pessure only 100M/10M half on ECS4150-AC5)


	Chip limitation
	ECS4150EC-64
Per system, IC have 1 mirror buffer, after this packet is send out, it can be used for mirroring the next packet again. 
So you can not enable the mirroring, source, destination or multiple at ac5/ac3, ac3bxh solution. 
So when mirror two streams at same time,the mirror packets will loss

	Chip limitation
	After the SFP port is switched to 1G linkup after 10G linkup, if the traffic is blocked and the CLI command “show counter” displays “Internal Mac Transmit Errors / Fragments”, you need to unplug the port module or shutdown/no shutdown port to change the port link status, then the streaming will return to normal (generally, this problem will occur when the device is switched to 1G after the first 10G linkup after startup)

	Chip limitation
	Dynamic QoS Assignment only support configure one acl per port: Marvell support ACL resource are finite, so the upper software limit only support configure one acl per port or per function;when mac-authentication enable Dynamic Qos Assignment base Radius, so also only support configure one acl per port, multiple acls will authentication failure.

	Software limitation
	cpssDxChMirrorRxPortSet is called to set mirrored port when setting port mirror, and it is also called by sflow-sampling. So you can not set sflow-sampling and mirrored port on the same physical port at the same time.

	Chip limitation
	Cable-diag accuracy issues:  For link-down ports, the reported distance to a fault is accurate to within +/- 2 meters. For link-up ports, the accuracy is +/- 10 meters.

	Chip limitation
	Issue: ACL cannot bind to the port with counter when this action causes TCAM is full.                           Pool 0 occupies stage 0 resources, so only 256 meter/counter resources can be used, leaving only 228 count indices available after initialization

	Chip limitation
	The behavior of Marvel chip is different from that of Realtek chip. Marvel chip does not replace the VLAN ID for messages matched by Mac VLAN, but replaces the priority



Any other problems than those listed above should be reported to our Technical Support Staff.
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