
ENGINEERING RELEASE NOTES

Firmware Version 1.2.2.64
INTRODUCTION:
ECS4120 series Gigabit Access Switch consists of ECS4120-28T, ECS4120-52T which configuration is 24/48 10/100/1000 Base-T ports, with additional 4 10G SFP+ ports while ECS4120-28F which configuration is 20 GE SFP & 4 Combo GE ports with additional 4 10G SFP+ ports.
Using IP Clustering for stacking which is a method of grouping switches regardless of geographical location in order to enable centralized management access to the switches through a single management point. This technology provides some of the benefits of stackable switches without requiring direct stacking or connections between switch units. It also allows different kinds of switches to be grouped together, as long as they have the embedded clustering software.

It offers advanced administration through a user-friendly browser interface. QoS and VLAN Supports allows greater scalability and Supports for business-critical applications. Port can be trunked to create a high bandwidth pipe to the network.

It also has comprehensive network management functions, such as Spanning Tree protocol for standard bridging, SNMP, RMON and security features.
	It is recommended that one thoroughly review this release notes prior to the installation or upgrade of this product.


Firmware Specification:
	Firmware
	Version
	File Name

	Software
	1.2.2.64
	ecs4120-run_v1.2.2.64.bix


	Status
	Version No.
	Type
	Release Date

	Patch Version
	1.2.2.64
	NTC version
	2025/12/31

	Patch Version
	1.2.2.63
	EIT version
	2025/12/15

	Formal Version
	1.2.2.62
	EIT/NTC version
	2025/9/15

	Patch Version
	1.2.2.61
	EIT/NTC version
	2025/8/29

	Patch Version
	1.2.2.60
	NTC version
	2025/7/28

	Patch Version
	1.2.2.59
	NTC version
	2025/7/17

	Patch Version
	1.2.2.58
	NTC version
	2025/4/30

	Patch Version
	1.2.2.57
	EIT/NTC version
	2025/4/27

	Patch Version
	1.2.2.56
	NTC version
	2025/4/23

	Patch Version
	1.2.2.55
	NTC version
	2025/4/18

	Patch Version
	1.2.2.54
	 EIT version
	2025/4/10

	Patch Version
	1.2.2.53
	 EIT version
	2025/1/10

	Patch Version
	1.2.2.52
	 EIT/NTC version
	2024/9/19

	Patch Version
	1.2.2.51
	 EIT version
	2024/5/20

	Patch Version
	1.2.2.50
	 EIT/NTC version
	2024/2/24

	Patch Version
	1.2.2.49
	 EIT/NTC version
	2024/1/31

	Patch Version
	1.2.2.48
	 NTC version
	2023/10/23

	Patch Version
	1.2.2.47
	 EIT version
	2023/10/17

	Patch Version
	1.2.2.46
	 EIT version
	2023/9/18

	Patch Version
	1.2.2.45
	 EIT version
	2023/9/1

	Patch Version
	1.2.2.44
	 EIT version
	2023/7/11

	Patch Version
	1.2.2.43
	 EIT/NTC version
	2023/6/26

	Patch Version
	1.2.2.42
	 EIT/NTC version
	2023/5/29

	Patch Version
	1.2.2.41
	Patch version
	2022/10/27

	Patch Version
	1.2.2.40
	NTC version
	2022/3/16

	Patch Version
	1.2.2.39
	NTC version
	2021/12/8

	Patch Version
	1.2.2.38
	NTC version
	2021/10/9

	Patch Version
	1.2.2.37
	Patch version
	2021/9/15

	Patch Version
	1.2.2.36
	Patch version
	2021/6/23

	Patch Version
	1.2.2.35
	Patch version
	2021/3/15

	Patch Version
	1.2.2.34
	Patch version
	2021/2/2

	Patch Version
	1.2.2.33
	Patch version
	2020/10/30

	Patch Version
	1.2.2.32
	Patch version
	2020/7/31

	Patch Version
	1.2.2.31
	Patch version
	2020/7/2

	Patch Version
	1.2.2.30
	NTC Version
	2020/3/20

	Patch Version
	1.2.2.29
	Patch version
	2020/3/5

	Patch Version
	1.2.2.28
	Patch version
	2019/12/19

	Patch Version
	1.2.2.27
	Patch version
	2019/11/18

	Patch Version
	1.2.2.26
	NTC Version
	2019/10/18

	Patch Version
	1.2.2.25
	Patch version
	2019/8/22

	Patch Version
	1.2.2.24
	NTC Version
	2019/3/21

	Patch Version
	1.2.2.23
	NTC Version
	2019/2/11

	Patch Version
	1.2.2.22
	NTC Version
	2019/1/23

	Patch Version
	1.2.2.21
	NTC Version
	2019/1/10

	Patch Version
	1.2.2.20
	NTC Version
	2019/1/3

	Patch Version
	1.2.2.19
	NTC Version
	2018/12/24

	Patch Version
	1.2.2.19
	NTC Version
	2018/12/24

	Patch Version
	1.2.2.18
	NTC Version
	2018/12/18

	Patch Version
	1.2.2.17
	NTC Version
	2018/12/13

	Patch Version
	1.2.2.16
	NTC Version
	2018/12/10

	Patch Version
	1.2.2.15
	NTC Version
	2018/11/27

	Patch Version
	1.2.2.14
	NTC Version
	2018/11/16

	Patch Version
	1.2.2.13
	NTC Version
	2018/10/30

	Patch Version
	1.2.2.12
	Patch version
	2018/10/30

	Patch Version
	1.2.2.10
	NTC Version
	2018/10/5

	Patch Version
	1.2.2.9
	NTC Version
	2018/10/1

	Patch Version
	1.2.2.5
	Patch Version
	2018/9/28

	Patch Version
	1.2.2.8
	NTC Version
	2018/9/26

	Patch Version
	1.2.2.7
	NTC Version
	2018/9/25

	Patch Version
	1.2.2.5
	NTC Version
	2018/9/13

	Patch Version
	1.2.2.4
	NTC Version
	2018/9/12

	Patch Version
	1.2.2.3
	NTC Version
	2018/8/31

	Patch Version
	1.2.2.2
	NTC Version
	2018/8/17

	Patch Version
	1.2.2.1
	NTC Version
	2018/8/8

	Patch Version
	1.0.2.46
	Patch Version
	2018/7/20

	Patch Version
	1.0.2.45
	NTC Version
	2018/7/13

	Patch Version
	1.0.2.44
	NTC Version
	2018/6/8

	Patch Version
	1.0.2.43
	Patch Version
	2018/6/1

	Patch Version
	1.0.2.42
	NTC Version
	2018/5/25

	Patch Version
	1.0.2.41
	NTC Version
	2018/5/18

	Patch Version
	1.0.2.40
	NTC Version
	2018/5/2

	Patch Version
	1.0.2.39
	NTC Version
	2018/4/26

	Patch Version
	1.0.2.38
	NTC Version
	2018/4/20

	Patch Version
	1.0.2.37
	Patch Version
	2018/3/16

	Patch Version
	1.0.2.36
	Patch Version
	2017/12/

	Patch Version
	1.0.2.35
	NTC Version
	2017/11/8

	Patch Version
	1.0.2.34
	Patch Version
	2017/10/

	Patch Version
	1.0.2.33
	Patch Version
	2017/10/13

	Patch Version
	1.0.2.32
	NTC Version
	2017/9/21

	Patch Version
	1.0.2.31
	NTC Version
	2017/9/8

	Patch Version
	1.0.2.29
	Patch Version
	2017/8/3

	Patch Version
	1.0.2.28
	Patch Version
	2017/8/3

	Patch Version
	1.0.2.27
	Patch Version
	2017/7/26

	Patch Version
	1.0.2.26
	Patch Version
	2017/7/7

	Previous Version
	1.0.2.25
	NTC test
	2017/6/30

	Previous Version
	1.0.2.24
	Patch Version
	2017/6/22

	Previous Version
	1.0.2.23
	NTC test
	2017/6/9

	Previous Version
	1.0.2.22
	NTC test
	2017/5/12

	Previous Version
	1.0.2.21
	NTC test
	2017/2/8

	Previous Version
	1.0.2.20
	Patch Version
	2017/1/24

	Previous Version
	1.0.2.19
	NTC test
	2017/1/16

	     Previous Version
	1.0.2.18
	Patch Version
	2017/1/6

	Previous Version
	1.0.2.17
	NTC test
	2016/12/19

	Previous Version
	1.0.2.15
	Patch Version
	2016/10/18

	Previous Version
	1.0.2.14
	NTC test
	2016/7/9

	Previous Version
	1.0.2.13
	NTC test
	2016/7/9

	Previous Version
	1.0.2.12
	NTC test
	2016/6/23

	Previous Version
	1.0.2.11
	NTC test
	2016/6/13

	Previous Version
	1.0.2.10
	NTC test
	2016/4/29

	Previous Version
	1.0.2.14
	NTC test
	2016/7/9

	Previous Version
	1.0.2.8
	NTC test
	2016/3/14

	Test Version
	1.0.2.7
	test
	2016/2/1

	Previous Version
	1.0.2.6
	NTC tested
	2016/1/22

	Previous Version
	1.0.2.0
	NTC tested
	2015/11/24

	
	
	
	

	
	
	
	


HARDware compatibility:
ES4528BH2-HPoE-EC
BootPROM compatibility:
ALL
Installation and Configuration Notes:
In general, the ECS4120 series Switch will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing ECS4120 series Switch, please follow the TFTP download instructions that are included with your firmware image upgrade kit.
To download new firmware form a TFTP server, enter the IP address of the TFTP server, select “opcode” as the file type, then enter the source and destination file names. To start the new firmware, enter the “reload” command or reboot the system.
CLI commands:
Console#copy tftp file
TFTP server IP address: 192.168.1.23
Choose file type:
1. config:  2. opcode:  : 2
Source file name: opcode.bix
Destination file name: opcode.bix
\Write to flash programming.

Programming flash started.

Success.
Console#reload
Firmware Changes and Enhancements:
The following Known Issues have been fixed in this release of firmware.
Runtime V1.2.2.64

	ECS4120EC-972
	Enhance:reset default was almost unsuccessful and add new command ctrl+Q


Runtime V1.2.2.63

	ECS4120EC-964
	Device rebooted when configuring the running-config by customer settings

	ECS4120EC-958
	Configure "media-type" and "speed per interface via SNMP OIDs"


Runtime V1.2.2.62

	ECS4120EC-956
	System up time display error(Standalone)


Runtime V1.2.2.61

	ECS4120EC-950
	blocking will forwarding L2PT LACP pkts (when it received that) to other forwarding port

	NA
	ECCLOUD-5454: Detect TLSv1.3 connection on demand.

	ECS4120EC-951
	Remove the default snmp community(public and private).

	ECS4120EC-952
	When using DHCP Snooping with QinQ, the S-VLAN disappears


Runtime V1.2.2.60

	ECS4120EC-936
	Eapol pkts can forwarding in blocking port of STP or smart-pair  when "dot1x eapol-pass-through" enabled

	ECS4120EC-916
	SelectiveQinQ: Cannot display the remove-ctag information

	ECS4120EC-938
	[CLI-Terminal-0100] The "System name" of System information is wrong


Runtime V1.2.2.59

	ECS4120EC-931
	Enhancement: stop-only mode for accounting

	ECS4120EC-915
	Enhancement: Save the output of "show tech_support" onto flash

	ECS4120EC-933
	It's stuck for 5 minutes while doing show running config with specific configure

	ECS4120EC-934
	When we create VLAN interface 20 and assign IP address to it,“interface vlan 20” appear twice in the running config


Runtime V1.2.2.58

	ECS4120EC-914
	SSH server disappear if to upgrade from V1.2.2.53 to new version


Runtime V1.2.2.57

	ECS4120EC-908
	ECS4120 V1.2.2.56 cannot downgrade to V1.2.2.53

	NA
	[ECCLOUD-5468] After downgrade device cannot register to the Cloud


Runtime V1.2.2.56

	ECS4120EC-904
	Radius over TLS(Radsc) function show running error


Runtime V1.2.2.55

	ECS4120EC-897
	After upgrade openssl, dying-gasp  and snmp host will cause crash

	ECS4120EC-898
	Modify the method of comparing version No.

	ECS4120EC-902
	DoS-Protection: The Nessus scan finds some vulnerabilities.

	NA
	Cloud OpenSSL 1.1.1 integration and TLSv1.3 communication:

ECCLOUD-5372: 4120: update to use OpenSSL 1.1.1 and TLSv1.3 in mgmtd
ECCLOUD-5035: prepare a new  tigase server which support tlsv1.3

	ECS4120EC-903
	Enhance http/https/ssh timeout disable(Standalone)


Runtime V1.2.2.54

	ECS4120EC-879
	ECS4120 Stadnalone upgrade openssl and openssh

	ECS4120EC-881
	Without backdoor - Remove runtime backdoor 、Linux backdoor and super account.

	ECS4120EC-818
	Enhance the command "show tech-support" that the result needs to include all what can the user show into it

	ECS4120EC-874
	Irregular Operation: DUT can reload when firmware transmission(issue of sequence)(Standalone)

	ECS4120EC-882
	Running the "show tech-support" command followed by "exit" will cause the switch to freeze

	ECS4120EC-886
	NTP: The DUT will freezing and reboot when added and delete the ntp server more times.

	ECS4120EC-888
	"show ntp peer-status" is not showing any value despite three valid servers configured(Standalone)

	ECS4120EC-887
	Enhancing the Radius feature can use Radius/TLS on Simba main to avoid CVE-2024-3596.

	ECS4120EC-873
	Create VLAN will cause the configuration to fail when trunk ID is 27, 28

	ECS4120EC-889
	[Enhancement] Web-Auto Upgrade: It should be add option by "Automatic Opcode Upgrade Reload"(Standalone)

	ECS4120EC-883
	After upgrading openssl, copying log tftp will print error messages

	ECS4120EC-890
	ECS4120 Standalone CPP check some risk code


Runtime V1.2.2.53

	ECS4120EC-836
	The DUT will pop error message DEV_SWDRV_SetPortIngVlanRangeXlateForQinQ() Line = 8618 , error_id=-6 when set the access mode.

	ECS4120EC-840
	Need to update the mgmtd to the latest version V1.8.33-17466

	ECS4120EC-843
	ip dhcp relay server cannot setup ip after v1.2.2.44

	ECS4120EC-855
	CLI hang after client(with long prompt msg) try to login with TACACS

	ECS4120EC-786
	The port-description of port-channel interface will be overwritten by interface description if the port-channel configured on uplink ports


Runtime V1.2.2.52

	ECS4120EC-816
	There is an error in the MIB compilation(standalone)

	ECS4120EC-800
	frequent flapping cause CPU high

	ECS4120EC-821
	Enhancement：LLDP remote information will display with MAC not interfaces information

	ECS4120EC-753
	3M report ECS4120 Web UI casue crash watchdog reboot

	ECS4120EC-819
	Need to register all tasks and threads to watchdog

	ECS4120EC-824
	Enhancement：It's able to configure ERPS and Smart-pair on the same interfaces.

	ECS4120EC-820
	Enhancement： MAC_thrashing alarm request to include VLAN

	ECS4120EC-823
	Enhancement：Selective QinQ profile number enlarge

	ECS4120EC-822
	Enhancement：Logging console period requirements.



Runtime V1.2.2.51
	ECS4120EC-755
	Switch dropped the DHCP offer/ack packet if enabled the option 82 but server send the packet without option 82 instead option 0

	ECS4120EC-756
	MVR:Behavior is wrong when source port receives IGMP leave and source port mode is dynamic.

	ECS4120EC-766
	#34669 If configure the port description on lacp port-channel, the original port_description on the interfaces will not be able to preserved.

	ECS4120EC-769
	The PXE function can't work well when IP DHCP snooping is enabled

	ECS4120EC-742

	Porting ECS4100EC-805 to ECS4120：
Supports modifiable option 12 for dhcp client.

	ECS4120EC-768
	#34669 The mstp configuration on interfaces can't be clear by reset configuration on interface command.

	ECS4120EC-757
	Enhancement: ECS4120 #34751 TACAS login failover requiement

	ECS4120EC-778
	Failed to reset lacp member configuration.

	ECS4120EC-784
	Port-channel：no snmp-server enable port-traps link-up-down display problem

	ECS4120EC-777
	DHCP Snooping causing loop on ERPS environment.

	ECS4120EC-787
	Smart-pair alarm (log/Trap) is incorrect for sify

	ECS4120EC-739
	Need an enhancement for 802.1x with port-security. Same as ECS4620 got.

	ECS4120EC-758
	WEB: DUT should support to configure remote-id per port.


Runtime V1.2.2.50

	ECS4120EC-731
	#33903 The default STP path cost is different with other brands and spec.

	ECS4120EC-703
	Enhance DHCP option 82 setting remote ID from global mode to port interface.

	ECS4120EC-714
	Enhance: Need support mac-thrashing function and MAC-FLAP detection log need display mac-address.(For sify phase3)

	ECS4120EC-716
	Enhance: Alarm to generate the Smart-pair

	ECS4120EC-732
	Enhance: to support command "show mac-address-table count vlan"

	ECS4120EC-734
	Save the configuration and restar, there will be SWDRV_SetPortToVlanMemberSet Error.

	ECS4120EC-743
	when setting MVR+IGMP to test, igmp packet will forward abnormally


Runtime V1.2.2.49

	ECS4120EC-665
	Syslog: "Copy sftp file" does not list log.(standalone)

	ECS4120EC-669
	WebHelp: (Sify) "Default: Enabled for broadcast storm control" is wrong.

	ECS4120EC-671
	IPv6-AddrConfig: CLI show -1 when set ipv6 nd prefix Valid lifetime or Preferred lifetime to 4294967295.

	ECS4120EC-686
	DDM:"!" is still existed even transceiver-monitor is disabled(Standalone)

	ECS4120EC-687
	ECS4120 Mac address table missing for ecloud

	ECS4120EC-689
	snmp-server notify-filter not working

	ECS4120EC-701
	Some device with fans cause the risk of watchdog timeouts.

	ECS4120EC-596
	ECS4120 output error and fan shows failed when using Syrotech SFP

	ECS4120EC-684
	Ehancement: Seletive qinq function svid+ cvid replace svid+ new civd

	ECS4120EC-683
	Ehancement: The untag package can carry double tags

	ECS4120EC-710
	Enhance function.lacp bandwidth

	ECS4120EC-705
	Enhancement.(WEB)Modify port description to 128 chars for SIFY

	ECS4120EC-712
	adding the filtering feature to CLI commands of show log ram and show log flash for One OTT

	ECS4120EC-713
	Enhance: "show running-config interface etherent 1/1" on global config mode and interface config mode.(One Ott)

	ECS4120EC-715
	Enhance: alarm to generate when the Tx/Rx power and Temperature crosses beyond the threshold

	ECS4120EC-618
	Enhancement. enhance the static lacp as we show in static-lacp sheet that still can display the lacp Trunk even not connected. Please refer to "static-lacp" sheet.

	ECS4120EC-726
	VLAN double-tag:CPU packet handling exception for DHCP/PPPOE


Runtime V1.2.2.48
	ECS4120EC-663
	CLI: "link-delay down" & "link-delay up" is always set for the last assigned port.

	ECS4120EC-499
	WebHelp: Maximum threshold of storm control is different from CLI/Web UI.

	ECS4120EC-664
	ET4202-RJ45/ET5402-RJ45 link length is different from spec(for Standalone)


Runtime V1.2.2.47

	ECS4120EC-608
	Enhancement: latency increase while pinging the neighbor switch

	ECS4120EC-629
	Link-delay feature works not fine in fiber port.

	ECS4120EC-592
	MIB DUT not support link-delay

	ECS4120EC-622
	WEB: The maximum static route number is incorrect in Help page.

	ECS4120EC-627
	[SNMP-0180] 127.0.0.1 shall not be set th SNMP host

	ECS4120EC-628
	[SNMP-0750] SNMP Max group only support 26 but the 27th group can be created

	ECS4120EC-634
	SNMP: DUT occurs exception error when use MG-SOFT MIB browser to execute Walk action(standalone).

	ECS4120EC-550
	Enhancement: Tacacs authorization failover requirement.

	ECS4120EC-635
	ATC_MIB: Default value of atcMcastStormAutoReleaseShutdown is 0.

	ECS4120EC-637
	Watchdog: Warning messages are showed when execute watchdog logfile.

	ECS4120EC-646
	Enhancement: support download watch-dog from tftp ipv6 for Standalone.

	ECS4120EC-636
	ATC_Web: There is not item to enable/disable auto-release-control-shutdown on WebUI.

	ECS4120EC-615
	DHCPv6 Relay: DUT does not reject to set itself ipv6 address as Relay destination address.

	ECS4120EC-638
	CLI: The result does not match the description when show running-config ipv4/ipv6

	ECS4120EC-501
	Voice VLAN:DUT does not reject to set itself mac as OUI MAC

	ECS4120EC-654
	no fan-speed low-steady：the default configuration is displayed in running-config

	ECS4120EC-656
	show running should not display "snmp-server notfiy-filter 1 remote 127.0.0.1"

	ECS4120EC-659
	SNMP communities and group need reject display adoptd_private and adoptd_public, but other group also can not display


Runtime V1.2.2.46

	ECS4120EC-602
	DHCPv6 relay: COnfigure dhcpv6 client and change DHCPv6 relay destination address to multicast-all form vlan1 and system halted

	ECS4120EC-605
	standalone After creating the VLAN4094, enable IPv6 Enable and show running will display an error message(Standalone)

	ECS4120EC-607
	Enhancement: enhance the ping payload size enlarge to 1472 which the IP_MTU will be 1500 in IP packet

	ECS4120EC-597
	Enhancement: The add command is used to view the status of the spanning tree added to a specified VLAN.


Runtime V1.2.2.45

	ECS4120EC-490
	WEB: The maximum and default ACL/MAC binding information is incorrect in Help page.

	ECS4120EC-555
	ERPS shutdown/no shutdown cause memory leak and causing system crash for out of memory

	ECS4120EC-549
	Enhancement：Customer request to have cvid vlan_range configuration support on ECS4120-28Fv2-I(From jio porting and only support normal port)

	ECS4120EC-522
	[RateLimit] 1G port rate limit can be config to 10G

	ECS4120EC-572
	PPPoE IA remote-id description Error(Standalone)

	ECS4120EC-575
	If ther are no changes in cloud configuration, including VLAN L3 IP of "user" type,no DNS server changes and no IP routes changes, device should not be soft-reset

	ECS4120EC-574
	optimize the source code of the function "config grep(sh run |i) to filter the config specific to the strings or numbers etc .. "

	ECS4120EC-480
	Enhancement：Need support Access-list on cpu port so customer can deny packet to cpu.

	ECS4120EC-578 
	Modify the command line logging screen-info ECS4120 standalone

	ECS4120EC-546
	Additional SNMP communities adoptd_private and adoptd_public

	ECS4120EC-582
	The auto-traffic-control command cannot be initialized using the reset configuration command for ECS4120 standalone

	ECS4120EC-443
	We need the rapid ping count for minimum 10000 -maximum 1000000

	ECS4120EC-453
	Enhancement: hold-off timer functionality to delay the interface transition from up to down and vise versa(ECS4120-Standalone, only CLI)

	ECS4120EC-589
	add the show running keywords add the show running keywords

	ECS4120EC-431
	it cannot get IP in short time under some condition

	ECS4120EC-590
	support cvid vlan_range configureation can not delete

	ECS4120EC-402
	Enhancemnet: Featrue for ECS4120 - Optimization of power consumption for ECS4120-28Fv2 & ECS4120-28Fv2-i


Runtime V1.2.2.44

	ECS4120EC-466
	Enhancement: SFP module wavelength is not shown.

	ECS4120EC-515
	[IPv6-AddrConfig-0280] DAD operation fail  

	ECS4120EC-516
	[IPv6-AddrConfig-0612, 0614] no support show ipv6 default-gateway

	ECS4120EC-517
	[IPv6-AddrConfig-0660] This static neighbor exist in running-config has wrong characters

	ECS4120EC-518
	[SNMP-0040, SNMP-0280] no warm start snmp trap after reboot

	ECS4120EC-526
	ImageMgmt: The same version shall be set to "Failed"

	ECS4120EC-439
	Enhancement: BPDU statistics is not visible and not able to find per vlan mstp root port.

	ECS4120EC-441
	Enhancement: Option to release the port from shut to no shut once storm is stopped for ECS4120 standalone 

	ECS4120EC-452
	Enhancement: Not able to configure the interface parameters with interface range

	ECS4120EC-443
	Enhancement: We need the rapid ping count for minimum 10000 -maximum 1000000

	ECS4120EC-468
	Enhancement: Unable to set description of individual interface added in port-channel.

	ECS4120EC-435
	Enhancement: Terminal Monitor functionality to monitor the console logs for ECS4120 standalone

	ECS4120EC-438
	Enhancement: cannot alter the interface load interval

	ECS4120EC-487
	DHCP Relay: DUT not reject invalid L3 DHCP Relay setting.

	ECS4120EC-488
	MIB: DUT not support DHCP Relay entry

	ECS4120EC-489
	DHCP Relay: DUT not reject invalid L2 DHCP Relay setting


	ECS4120EC-500
	DHCPv6 Relay: DUT does not reject invalid Relay ipv6 address with well-known multicast address. 

	ECS4120EC-437
	Enhancement: config grep(sh run | i) to filter the config specific to the strings or numbers etc.

	ECS4120EC-529
	Static Route: After we add and delete some static routes, it cannot create maximum 256 routes on DUT

	ECS4120EC-317
	Enhancement: The way to reset configuration or password without super password

	ECS4120EC-507
	Enhancement: Modify port description to 128 chars


Runtime V1.2.2.43

	ECS4120EC-497
	ERPS:Configure mutiple VLAN groups, DUT reboot itself.

	ECS4120EC-469
	SystemBoot: Got "system too slow,cannot get Assigned Unit ID:[1]"


Runtime V1.2.2.42

	ECS4120EC-321
	DHCPv6 Relay: After we change DHCPv6 relay destination address to multicast-all; DUT cannot send out RelayForw packets

	ECS4120EC-319
	ssh\telnet client support backdoor research and analysis

	ECS4120EC-314
	Disable tsl 1.0 because a security breach was detected

	ECS4120EC-330
	MSTP-1150 : DUT no response when Set DUT1 and DUT2 mst name

	ECS4120EC-341
	DHCPv6 Relay: DUT does not reject to set dhcpv6 relay setting as ipv6 address of vlan1 not defined

	ECS4120EC-342
	DHCPv6 RFelay: After we delete and add DHCPv6 Relay, DUT cannot send out DHCPv6 RelayForw to Server

	ECS4120EC-352
	refresh Web UI page many times in short period will cause CLI crash

	ECS4120EC-330
	MSTP-1150 : DUT no response when Set DUT1 and DUT2 mst name

	ECS4120EC-50
	ssh-8250:DSA public user keys can be copied to DUT

	ECS4120EC-403
	Cannot boot after upgrade from 40 to 41 via HTTP

	ECS4120EC-59
	only one member port can join into IGMP group table

	ECS4120EC-357
	ipv6 mld MRD not work

	ECS4120EC-345
	mrd destination mac mapping is wrong

	ECS4120EC-405
	Setting of SFP-Type 1000Full disappear after LACP built and reload

	ECS4120EC-55
	802.1X-DACL-0020: The State of Supplicant is not Held --ES4528BH2-HPoE-0815-EC-00633

	ECS4120EC-56
	802.1X-DQoS-0080: The State of Supplicant is not Held ---ES4528BH2-HPoE-0815-EC-00324

	ECS4120EC-57
	802.1X-DQoS-0050: The State of Supplicant is not Held ---ES4528BH2-HPoE-0815-EC-00635

	ECS4120EC-410
	RMON: Got big counters after clear counters

	ECS4120EC-406
	Enhancement: traffic segmentation uplink requirement of ECS4120

	ECS4120EC-312
	FAN rotate up and down repeatedly per few seconds.

	ECS4120EC-417
	Commandlogfile cannot be generated

	ECS4120EC-420
	Enhancemnet:trafficsegmention uplink requirement add the mib node of new command

	ECS4120EC-421
	Enhancemnet: add the mib node of new command for fan steady speed

	ECS4120EC-425
	Some information are empty after click “?” & “Site Map” icon

	ECS4120EC-298
	WebHelp: Minimum value of storm control is 10 not 500 fps standalone

	ECS4120EC-429
	ipaddrprimaryinterface and iPaddrstatus code can not get correct data

	ECS4120EC-428
	ConfigFileMgmt: Got "% Memory is not enough" & "Failed to copy running configuration to local" when read/write flash at the same time.

	ECS4120EC-355
	MGMTD:there wiil be a logt of logs likes "Reject SNMP 127.0.0.1" when enable mgmtd

	ECS4120EC-412
	DDM: No DDM threshold trap is sent when it's enabled and raise/fall temperature

	ECS4120EC-433
	Enhancement：temperature alarms threshold settting.

	ECS4120EC-315
	Rate limit and meter: The rate limit mode is changed from L1 to L2

	ECS4120EC-481
	RMON History: Counter can't cleared(show rmon history) after IXIA stop sending and wait 30s to update status


Runtime V1.2.2.41

	ECS4120EC-252
	Daying gasp: When we enable dying gasp and connect syslog host; Switch will trig the exception and reboot by watchdog for standalone

	ECS4120EC-258
	PPPoE IA drops PPPoED packets with PPP-Max-Payload

	ECS4120EC-260
	Enhancement logging command for Standalone

	ECS4120EC-275
	ERPS: After we delete and add ring port DUT return exception and halted and rebooting itself.

	ECS4120EC-293
	DHCPv6 Relay: After we change destination address to "multicast all" from vlan 1.DUT show exception and rebooting itself.

	ECS4120EC-294
	Voice VLAN: DUT dooes not reject this invalid OUI MAC

	ECS4120EC-297
	LLDP: DUT cannot send out LLDP packets as leave port from port-channel. (Stardalone)

	ECS4120EC-296
	LLDP: DUT does not send "lldp neighbor change" as reset notify-interval to 5 from 3600 sec. (Standalone)

	ECS4120EC-299
	IPv6-AddrConfig: Behavior is wrong when set ipv6 nd dad attempts to 600.


Runtime V1.2.2.40

	ECS4120EC-189
	SNTP server can be set with hostname in WEB but CLI mode can't


	ECS4120EC-221

	ECS4120 rest API porting from ECS5520

	ECS4120EC-227
	XCVR IOT: Compliance Code have some problems.

	ECS4120EC-230
	ERPS: When we enable this QinQ; DUT cannot re-learn ERPS PDU as receive packet from ring port.


Runtime V1.2.2.39

	ECS4120EC-193
	The switch doesn't change local login when TACAS login fail


	ECS4120EC-197
	ARP request packets will still trap to CPU even the port is ERPS blocking port


	ECS4120EC-202
	ERPS instance Inclusion VLAN group cannot be added in web GUI

	ECS4120EC-195
	MIB: The MIB does not support new ipv6 source-guard sip-sdp mode setting.

	ECS4120EC-196
	WEB: The ipv6 source-guard filter type description is incorrect in help page.


Runtime V1.2.2.38

	ECS4120EC-184
	Cumulative mgmtd release v1.6.3

	ECS4120EC-185
	VoiceVLAN-0255:This port didnot rejoin vlan after voice vlan port mode has been changed to Enabled from Disabled.


	ECS4120EC-187
	After copy startup-config running-config ,the runningcofig is not same as startup cofig。


	ECS4120EC-188
	AMTR-0010:Dynamic MAC Address Learning



Runtime V1.2.2.37

	ECS4120EC-86
	ip http authentication aaa exec-authorization default Commad configure won't show up 



	ECS4120EC-137


	ARP table no timeout

	ECS4120EC-138


	console will slow response during ERPS changes status to protection

	ECS4120EC-149


	Huawei and EC switches can't telnet to each other

	ECS4120EC-158


	TACACS+-0060:set tacacs,admin login privilege not correct 

	ECS4120EC-180
	Doesn't support MLD Profile

	ECS4120EC-181
	Show tech-support display optimization

	ECS4120EC-182
	Cannot configure rate-limiting in the web

	ECS4120EC-183
	sflow cancel Timeout


Runtime V1.2.2.36

	ECS4120EC-13
	[Enhancement] support sticky dynamic learning on ECS4120 series



	ECS4120EC-129
	Disable openssl ssl2/ssl3 function for ECS4120

	ECS4120EC-131
	Unable to save Sflow configuration

	ECS4120EC-133
	Dying-GASP is not worked on uplink por, due to not vlan tag(EC)

	ECS4120EC-136
	reset configuration per port fail to reset "efm oam" via Web and MIB

	ECS4120EC-141

	[4120] v1.2.2.35 IPv6 source-guard issues

	ECS4120EC-143
	[4120] v1.2.2.35 IPv6 source-guard- rule doesn't write into chip

	ECS4120EC-147
	server sends REPLY packet will fail (standalone)

	ECS4120EC-150

	A lot of vlan cause ip igmp vlan loading fail

	ECS4120EC-151
	When switch lost connect with tacacs+ server, can setting config without tacacs+ server authorization


Runtime V1.2.2.35
	ECS4120EC-122
	SNMP-0020 0030 0040 0070 0080 0660:only three snmp community can be set 


	ECS4120EC-123
	SNMP-0720 0730 0750 0970:only 1 snmp-user(V1,V2) can be created

	ECS4120EC-124
	SNMP-0170:only 4 snmp-server host can be set

	ECS4120EC-126
	IPv6-SNMP-0020：开启ipv6后，无法创建2个ipv4的trap receiver


Runtime V1.2.2.34
	ECS4120EC-70
	system up time over 496 days will reset

	ECS4120EC-76
	need support Ip ACL+Diffserv work together

	ECS4120EC-77
	Enhance CLI Tech-Support display

	ECS4120EC-83
	use dhcp snooping and traffic segmentation the downlink will not detect DHCP packet

	ECS4120EC-85
	reset the port configuration has error（Some functions cannot be reset）

	ECS4120EC-108
	[Enhancement] Support"spanning-tree topology change group" feature on ECS4120-28F（only cli）

	ECS4120EC-114
	After using ipv6 source-guard sip-sdp, even if the condition is deleted, it will still be determined to exist.

	ECS4120EC-116
	ERPS+IGMP snooping will case igmp join report was dropped（porting from ECS4120-80 to ECS4120_Standalone）

	ECS4120EC-117
	use traffic-segmentation and enable QinQ the traffic will send between downlinkport

	ECS4120EC-71
	Radsec(enhancement)

	ECS4120EC-79
	Add RADSEC function configuration via Cloud by enabling it in mgmtd for ECS4120 model

	ECS4120EC-98
	Cloud agent (mgmtd) does not start on ECS4120 series.

	ECS4120EC-152
	ecCloud agent (mgmtd) has to write routes into config file and reboot the switch. Switch reboot is not desired, takes long time.


Runtime V1.2.2.33
	ECS4120EC-23
	ECS4120 Series reboots by software watchdog L2MUX_GROUP

（add workaround function）

	ECS4120EC-65
	Add reset the port configuration feature（support CLI and Web）

	ECS4120EC-69
	web support IPV6 Source Guard SIP and SDP mode at same port


	ECS4120EC-75
	After command "no inclusion-vlan", the switch reboot by HW Watchdog due to SW Watchdog hang.

	ECS4120EC-67
	customized opcode to support special option82 circuit format-mib/web

	ECS4120EC-72
	Add IgniteNet cloud management daemon (mgmtd) on 4 selected models:

        ECS4120-28Fv2, ECS4120-28Fv2-I, ECS4120-28T, ECS4120-52T

    To be consistent with current EdgeCore switches line, the Cloud management will be disabled by default. Customers would enable Cloud themselves


Runtime V1.2.2.32
	ECS4120EC-64
	customized opcode to support special option82 circuit format

	ECS4120EC-11
	support IPV6 Source Guard SIP and SDP mode at same port


Runtime V1.2.2.31
	ECS4120EC-23
	ECS4120 Series reboots by software watchdog L2MUX_GROUP
（add debug message:1.add watchdog for Amtrl3_Group 2.add trace log for Amtrl3_Group if the Group watchdog timeout.3. add debug message for ipal_netlink,record the error message when always fail to recvmsg.4. optimize watchdog log which can dump gdb message for all threads）

	ECS4120EC-25
	[ERPS] when ERPS status changes, the console will very slow response and CPU will rises.（just optimize the RPL Owner side）

	ECS4120EC-20
	NTP Server configure loss when reboot switch

	ECS4120EC-34
	[GVRP] CPU rises to 100% due to thread GVRP_GROUP.


Runtime V1.2.2.30

	ECS4120EC-18
	rollback VNPT enhance for standalone branch(rollback 4 EPR change ES4528BH2-HPoE-0815-EC-00948 /ES4528BH2-HPoE-0815-EC-00949/ ECS4120EC-1/ECS4120EC-4)

	ECS4120EC-8
	ECS4120-28F/28F-I diag led test error


Runtime V1.2.2.29
	ECS4120EC-1
	Add command to modify interface type for information option tr101 format.

	ECS4120EC-2
	ERPS blocking port will forward PVST packets when enable dot1q-tunnel globally

	ECS4120EC-4
	PPPoE Snooping add interface-type and vendor tag keep function


Runtime V1.2.2.28
	ES4528BH2-HPoE-0815-EC-00966
	ACL:cannot bind acl on the egress port

	ES4528BH2-HPoE-0815-EC-00950
	DHCP snooping not bind when same MAC, different VLAN get different IP

	
	Add debug method for 3M issue

 (switch reboots by software watchdog L2MUX_GROUP)


Runtime V1.2.2.27
	ES4528BH2-HPoE-0815-EC-00949
	[Enhancement] Enhance PPPoe IA to Support PPPoe Snooping

	ES4528BH2-HPoE-0815-EC-00948
	VLAN translation cannot separate ingress & egress direction

	ES4528BH2-HPoE-0815-EC-00946
	[Enhancement] Support DHCPSNP filter-only mode

	ES4528BH2-HPoE-0815-EC-00944
	Keeping "show interface transceiver" will trigger the software watchdog.

	ES4528BH2-HPoE-0815-EC-00942
	MAC ACL couldn't block the BPDU packet.

	ES4528BH2-HPoE-0815-EC-00932
	[debug] The debug mode of the DHCPSNP missed the ACK packet information.


Runtime V1.2.2.26; Loader V0.0.3.2/V0.0.4.2

	ES4528BH2-HPoE-0815-EC-00945
	system: show system garbled log and warm restart misjudentment

	ES4528BH2-HPoE-0815-EC-00939
	ECS4120-28F-I and ECS4120-28Fv2-I apply new thermal plan

	ES4528BH2-HPoE-0815-EC-00937
	ECS4120 doesn't support the "ip dhcp client hostname" function but has empty command

	ES4528BH2-HPoE-0815-EC-00936
	HTTP-Download Config will get old config


Loader V0.0.3.1
	ES4528BH2-HPoE-0815-EC-00902
	Switch reverts to the factory default setting when upgrading the opcode(for 0.0.3.0 version)


Runtime V1.2.2.25; Loader V0.0.4.1

	ES4528BH2-HPoE-0815-EC-00930
	Port utilization info is incorrect on 10G port

	ES4528BH2-HPoE-0815-EC-00927
	[Enhance] AAA TACACS: No system-auto privilege authorization following login authentication.

	ES4528BH2-HPoE-0815-EC-00922
	Enabled both VLAN Trunking and Ingress Filtering, DAI trusted port does not forward unknown-VLAN ARP packets.

	ES4528BH2-HPoE-0815-EC-00918
	Web ERPS with Multiple instance.

	ES4528BH2-HPoE-0815-EC-00902
	Switch reverts to the factory default setting when upgrading the opcode

	ES4528BH2-HPoE-0815-EC-00865
	Wrong description on CLI command.


Runtime V1.2.2.24; Loader V0.0.4.0/0.0.3.0 (latest code from server)

	ES4528BH2-HPoE-0815-EC-00917
	User Layer 2 user entry to trap BPDU CPU intead of rule.

	ES4528BH2-HPoE-0815-EC-00915
	switch will forward root port BPDU packets to Designate port (Fixed by EPR917).

	ES4528BH2-HPoE-0815-EC-00914
	ERPS Trap OID is not consistent between MIB definition and actual packet's.

	ES4528BH2-HPoE-0815-EC-00913
	delete/add arp entry cause inter vlan routing problem

	ES4528BH2-HPoE-0815-EC-00904
	[DAI & vlan-trunking] switch will not forward the unknow VLAN ARP packet.

	ES4528BH2-HPoE-0815-EC-00912
	mfg_runtime loaded but caused the dut fail boot up in acc recovery. (mfg_runtime only)

	ES4528BH2-HPoE-0815-EC-00822
	DHCP Server: Failed to write excluded-address setting to running configuration.

	ES4528BH2-HPoE-0815-EC-00909
	[DHCP relay] switch only send the DHCP packet to the last DHCP relay server even the last server does not exist..

	ES4528BH2-HPoE-0815-EC-00908
	MAC address of vlans are which are not in the allowed vlans list , are still being learned on the eth ports


Runtime V1.2.2.23; Loader V0.0.4.0/0.0.3.0 (latest code from server)

	ECS4120-Stacking-00143
	RSTP: DUT does not reject to configure RSTP mode as spanning-tree is disabled

	ECS4120-Stacking-00144
	Runtime size generate via acc recovery is large in Dir (mfg_runtime)

	ES4528BH2-HPoE-0815-EC-00900
	ERPS: After shutdown and no shutdown this trunk member ports, DUT cannot forward some VLAN-group data correctly.

	ES4528BH2-HPoE-0815-EC-00905
	ERPS: When we configure vlan_group and Ring over maximum number, it doesn't return "Maximum number reached" in error

	ECS4120-Stacking-00145
	loopback fail in Diag.

	ES4528BH2-HPoE-0815-EC-00711
	numerous ARP packets impact the IGMP control packets

	ES4528BH2-HPoE-0815-EC-00864
	Console locked is caused by loading attached config file when copy startup-config to running-config. (with LLDP-med function)


Loader V0.0.4.0

	ES4528BH2-HPoE-0815-EC-00893
	[enhance] new flash partition for recovery and runtime partition


Runtime V1.2.2.22; Loader V0.0.3.0 (code base v1.2.2.21)

	ES4528BH2-HPoE-0815-EC-00903
	static IPv6 Source Guard with full IPv6 address display problem.


Runtime V1.2.2.21; Loader V0.0.3.0 (code base v1.2.2.19)

	ES4528BH2-HPoE-0815-EC-00897
	Static mac add/remove by SNMP failed.

	ES4528BH2-HPoE-0815-EC-00895
	Dying-gasp: Dying-gasp trap is not working on authNoPriv and authPriv.

	ES4528BH2-HPoE-0815-EC-00892
	DHCP-SNP: Add another entry with lower prefix than existing entry, DUT does not forward ipv6 traffic with lower prefix settin.

	ES4528BH2-HPoE-0815-EC-00891
	IPv6 Source guard: When delete some sdp entry, other entry cannot work..

	ES4528BH2-HPoE-0815-EC-00750
	command FAN-Speed force-full does not work for 28FV2

	ES4528BH2-HPoE-0815-EC-00669
	DHCP-SNP: Enable DHCP-SNP and learning maximum MAC enrties, DUT cannot forward DHCP packet to trust port.


Runtime V1.2.2.20; Loader V0.0.3.0 (code base v1.2.2.18)

	ES4528BH2-HPoE-0815-EC-00891
	IPv6 Source guard: When delete some sdp entry, other entry cannot work..

	ES4528BH2-HPoE-0815-EC-00892
	DHCP-SNP: Add another entry with lower prefix than existing entry, DUT does not forward ipv6 traffic with lower prefix settin.


Runtime V1.2.2.19; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00884
	Dying gasp trap suport SNMPv3.

	ES4528BH2-HPoE-0815-EC-00830
	The STP loopback detection fails after port  shutdown / no shutdown.

	ES4528BH2-HPoE-0815-EC-00817
	The ERPS Open Ring doesn’t change to Idle state after WTR time. (EPR816 fixed indirectly by EPR817)

	ECS4120-Stacking-00128
	Loop detection: After we blobal enable loop detection in Master switch; CLI is halted and DUT rebooting itself..

	ECS4120-Stacking-00121
	Wrong password is saved to Mozilla Firefox web browser


Runtime V1.2.2.18; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00886
	IPv6 Source guard: The same ipv6 sdp entry with prefix is replaced by another full ipv6 sip entry.

	ES4528BH2-HPoE-0815-EC-00885
	IPv6 Source guard: The same ipv6 sdp entry with prefix 32 is replaced by another lower prefix (16) entry.

	ES4528BH2-HPoE-0815-EC-00883
	IPv6 Source guard: When we try to delete one inexistent entry from DUT, but it remove other existing entry.

	ES4528BH2-HPoE-0815-EC-00880
	ZTPv6: When we configure mutiple IPV6 interface, DUT fail to get this bootfile.

	ES4528BH2-HPoE-0815-EC-00877
	[Source ::1 of the snmp traps ,it will be drop by NNMi Server, refinement for corner testing case.

	
	Correct the CLI privilege issue caused by merged EPR 850: IPV6 prefix Guard


Runtime V1.2.2.17; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00881
	Port description option enhancement missing Web Gui

	ES4528BH2-HPoE-0815-EC-00877
	[Source ::1 of the snmp traps ,it will be drop by NNMi Server

	ES4528BH2-HPoE-0815-EC-00876
	fail to set static ipv6 source guard binding for ipv6 prefix

	ES4528BH2-HPoE-0815-EC-00875
	[WEB] Modify WEB for IPSGv6 and DHCPSNPv6 changes. For EPR850. Refined

	ES4528BH2-HPoE-0815-EC-00873
	trap with hostname & remove IPv6 in variable binding

	ES4528BH2-HPoE-0815-EC-00829
	Support DHCP op82 remote-id "port description" only (without any remote-id prefix), SNMP

	ES4528BH2-HPoE-0815-EC-00793
	[Enhancement] Support to download exception log and watchdog log.

	ES4528BH2-HPoE-0815-EC-00899
	Add missed function to initial dying gasp for SNMP process.


Runtime V1.2.2.16; Loader V0.0.3.0
	ECS4120-Stacking-00131


	[Enhancement]Always set IFG to 20 for ingress port rate limit, just make code same as other model

	ES4528BH2-HPoE-0815-EC-00818
	[Enhancement] add the "flooding behavior" command for DHCPSNP

	ES4528BH2-HPoE-0815-EC-00820
	VRRP change status will cause memory leakage.

	ES4528BH2-HPoE-0815-EC-00850
	[enhance] IPV6 prefix Guard request in SNMP

	ES4528BH2-HPoE-0815-EC-00871
	TWAMP spec “Server-Greeting” message count field is at 262144, not 1024

	ES4528BH2-HPoE-0815-EC-00868
	[enhance] Add bid 15 for esc4120-28Fv2 based on board id 12

	ES4528BH2-HPoE-0815-EC-00875
	[WEB] Modify WEB for IPSGv6 and DHCPSNPv6 changes. For EPR850.


Runtime V1.2.2.15; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00862
	access to wrong array index for swctrl_station_move_trap_per_port

	ES4528BH2-HPoE-0815-EC-00853
	When the problematic transceiver is plugged in, it displayed the previous transceiver information, not checksum-error

	ES4528BH2-HPoE-0815-EC-00850
	[enhance] IPV6 prefix Guard request in CLI

	ES4528BH2-HPoE-0815-EC-00849
	ERPS: After shutdown and no shutdown Ring port in maximum instance setting; Port cannot receive all VLAN traffic.

	ES4528BH2-HPoE-0815-EC-00808


	ERPS WTR timer should support range 1 - 12 minutes

	ES4528BH2-HPoE-0815-EC-00790
	DHCP Snooping trust port will remove the option 82..

	ES4528BH2-HPoE-0815-EC-00731
	[Enhance] ERPS with Multiple Instance MIB

	ECS4120-Stacking-00122
	Remove duplicate warning message while performing Dynamic DHCP-provision


Runtime V1.2.2.14; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00860
	[WEB] TACACS supports IPv6

	ES4528BH2-HPoE-0815-EC-00851
	Modify the place of spanning-tree command in CLI running.

	ES4528BH2-HPoE-0815-EC-00848
	Tacacs support over ipv6

	ES4528BH2-HPoE-0815-EC-00843
	SSH: The DSA option should be removed on WEB page

	ES4528BH2-HPoE-0815-EC-00840
	[Enhancement] SW WatchDog monitor GVRP_GROUP

	ES4528BH2-HPoE-0815-EC-00839
	IPv6 address prefix >64 for 4120 CLI

	ES4528BH2-HPoE-0815-EC-00836
	[TACACS] Since authorization is supported, it's not necessary to grant privilege automatically after authentication.

	ES4528BH2-HPoE-0815-EC-00831
	when port description length less then 8, web gui/snmp display problem

	ES4528BH2-HPoE-0815-EC-00829
	Support DHCP op82 remote-id "port description" only (without any remote-id prefix)

	ES4528BH2-HPoE-0815-EC-00828
	DHCPSNP option82 remote-id configure delimiter as 0(null), then Port Description field will not exist

	ES4528BH2-HPoE-0815-EC-00835
	ECS4120-28F Inserting SGMII RJ45 SFP at port 1-24 when boot-up, affect config.

	ES4528BH2-HPoE-0815-EC-00872


	ECS4120-28P PoE powering up PD for short period when warm rebooting even though the port is disable

	
	


Runtime V1.2.2.13; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00836
	[TACACS] Since authorization is supported, it's not necessary to grant privilege automatically after authentication.

	ES4528BH2-HPoE-0815-EC-00832
	[TACACS] Keep authentication behaviour.

	ES4528BH2-HPoE-0815-EC-00827
	Enter the “break” hotkey then switch will print out the “SysRq” message on terminal..

	ES4528BH2-HPoE-0815-EC-00825
	MIB ,Getting the error while uploading in NNM

	ES4528BH2-HPoE-0815-EC-00819
	(MSTP_issue)MST configuration of spanning-tree is deleted by device after reboot in v1.2.2.20

	ES4528BH2-HPoE-0815-EC-00786
	DAI works incorrectly with IPSG static binding

	ES4528BH2-HPoE-0815-EC-00796
	DHCPv6: After change IPV6 with dhcp mode from AutoConfig, DUT cannot get DHCP ip address..

	ES4528BH2-HPoE-0815-EC-00761
	[XFER] Enhance XFER copy status message for UI.

	ES4528BH2-HPoE-0815-EC-00731
	[Enhance] ERPS with Multiple Instance

	ES4528BH2-HPoE-0815-EC-00728
	TWAMP prob and responder Support

	ES4528BH2-HPoE-0815-EC-00643
	[Enhance] SSH: Upgrade SSH to version 7.8p1

	ES4528BH2-HPoE-0815-EC-00533
	After LOIC-SSH attack, switch will lose management

	ES4528BH2-HPoE-0815-EC-00176
	StaticRoute: Static route doesn't support MIB..


Runtime V1.2.2.12; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00824
	Load runtime to ECS4120-28F, the port status always shows link down.

	ES4528BH2-HPoE-0815-EC-00823
	shutdown port via port security then DRIVER_GROUP_TX counter increase and cause watchdog reboot


Runtime V1.2.2.10; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00812
	prevent ECS4120-28Fv2-I(BID=12) downgrade firmware to v1.2.2.8 and below.

	ES4528BH2-HPoE-0815-EC-00811
	system description is incorrect on new hardware ECS4120-28Fv2-I(BID=12)

	ES4528BH2-HPoE-0815-EC-00810
	NTP: support to add or delete NTP IPv4/IPv6/hostname servers in SNMP private MIB

	ES4528BH2-HPoE-0815-EC-00797
	ZTPv6: After restart this ZTPv6 for 10 times, DUT failed to get IPV6 address.

	ES4528BH2-HPoE-0815-EC-00795
	DHCPv6: After restart DHCPv6 client on DUT continuously, system halted and show exception.

	ES4528BH2-HPoE-0815-EC-00753
	ZTPv6: After DUT fail to get bootfile, CLI show exception.

	
	


Runtime V1.2.2.9; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00807
	The ERPS convergence time more than 600ms, shall be less than 50ms

	ES4528BH2-HPoE-0815-EC-00801
	new hw with board id 12 that 2 of 10G ports can not link-up and LED can not di[play


Runtime V1.2.2.8; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00733
	[Enhancement] Support sticky mac behavior refinement.


Runtime V1.2.2.7; Loader V0.0.3.0 
	ES4528BH2-HPoE-0815-EC-00800
	[Enhance] DHCP server

	ES4528BH2-HPoE-0815-EC-00799
	switch still download config from TFTP server automatically  even ip dhcp dynamic-provision is disabled.

	ES4528BH2-HPoE-0815-EC-00798
	Master unit rebooted with an error message and changed its state to Slave after boot up which impacts Automation test

	ES4528BH2-HPoE-0815-EC-00794
	After firmware upgrade and reboot, debug message print out continually.

	ES4528BH2-HPoE-0815-EC-00792
	[Enhancement] sflow enabled/disabled syslog

	ES4528BH2-HPoE-0815-EC-00791
	[enhance] error coding for QinQ default service MIB

	ES4528BH2-HPoE-0815-EC-00783
	remove OSPF related OID from MIB file, since 4120 does not support OSPF

	ES4528BH2-HPoE-0815-EC-00780
	[LLDP] Define default value for LLDP IPv6 address

	ES4528BH2-HPoE-0815-EC-00769
	We can't get the maximum management ip if we let the vlan interface get ipv6 interface by autoconfig.

	ES4528BH2-HPoE-0815-EC-00743
	802.1ag-CFM-1170: TG1 will received tagged packets when Transmit LTM with MEP_2 destination address from DUT1PA

	ES4528BH2-HPoE-0815-EC-00729
	[enhance] remove the setting of /127 Management vlan interface IPv6/v6 support

	ES4528BH2-HPoE-0815-EC-00684
	MLDv1/v2 report/leave problem(33:33:00:00:00:01-02), L2/L3 table issue

	ES4528BH2-HPoE-0815-EC-00353
	MLDSNP: Multicast data can not flood to other ports even MLDSNP is disabled.


Runtime V1.2.2.6; Loader V0.0.3.0 (obslete)
	
	New stacking HW with new port mapping

	
	


Runtime V1.2.2.5 rev; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00807
	The ERPS convergence time more than 600ms, shall be less than 50ms


Runtime V1.2.2.5; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00789
	add bid 12 model name as ECS4120-28Fv2-I and Web display

	ES4528BH2-HPoE-0815-EC-00788
	change log level to alert when soft TX disable is detected.

	ES4528BH2-HPoE-0815-EC-00787
	SFP port can't link up

	ES4528BH2-HPoE-0815-EC-00781
	The lifetime of the IPv6 address shows wrong


Runtime V1.2.2.4; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00785
	NTP: support show commands to display more detailed information from NTP daemon

	ES4528BH2-HPoE-0815-EC-00784
	[Enhance] Gets port status to link-down on GPON module insertion, which causes link-up first.

	ES4528BH2-HPoE-0815-EC-00779
	[enhance] add retry for soc_i2c_read_word_data() & soc_i2c_write_word_data().

	ES4528BH2-HPoE-0815-EC-00778
	[Enhancement] Porting PortSationMoveAction related codes for sticky mac.

	ES4528BH2-HPoE-0815-EC-00773
	the switch does not request ipv6 address after configure ipv6 address DHCP

	ES4528BH2-HPoE-0815-EC-00767
	Sflow: The enable/disable is only display trap:263&264, no ecs4120TrapsPrap node..

	ES4528BH2-HPoE-0815-EC-00753
	ZTPv6: After DUT fail to get bootfile, CLI show exception.

	ES4528BH2-HPoE-0815-EC-00735
	switch will forward the packet, even if the vlan state is suspend.

	ES4528BH2-HPoE-0815-EC-00734
	[Enhancement] Extend the characters of remote-id and circuit-id for DHCPSNP option82 and PPPoEIA.

	ES4528BH2-HPoE-0815-EC-00733
	[Enhancement] Support sticky mac.


Runtime V1.2.2.3; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00704
	[Enhancement] add sw-tx-disable workaround.

	ES4528BH2-HPoE-0815-EC-00732
	Can't apply ERPS settings when unchecking the box "Admin Status ENABLE.

	ES4528BH2-HPoE-0815-EC-00745
	Thermal plan apply on ECS4120-28V2-I new layout and ECS4120-28F-I.

	ES4528BH2-HPoE-0815-EC-00746
	[12Tv2] Source photonic GPON transceiver (SPS-34-24T-HP-TDFO-RR) EEPROM info. partially missing or overlapped.

	ES4528BH2-HPoE-0815-EC-00749
	TACACS: The Global key would cover the server key.

	ES4528BH2-HPoE-0815-EC-00750
	FAN-Speed force-full command does not work.

	ES4528BH2-HPoE-0815-EC-00751
	NTP: The DUT doesn't send the NTP client packets when enable uthenticate and save/reboot.

	ES4528BH2-HPoE-0815-EC-00755
	ImageDownload: Response "Unsupported version number. Not updated.", but announce "Success"

	ES4528BH2-HPoE-0815-EC-00760
	authorization exec didn't work well.

	ES4528BH2-HPoE-0815-EC-00762
	ZTP can’t autorun.

	ES4528BH2-HPoE-0815-EC-00763
	[Enhancement] add I2C operation without offset

	ES4528BH2-HPoE-0815-EC-00764
	When the share key is over 48, we will face watchdog reboot.

	ES4528BH2-HPoE-0815-EC-00765
	acctonruntime=1 add into default uboot environment.

	ES4528BH2-HPoE-0815-EC-00766
	The diag LED is always light red in ECS4120-28T.

	ES4528BH2-HPoE-0815-EC-00768
	After ipv6 dhcp-provision get and apply the configuration, the setting "ipv6 address dhcp" won't work well.

	ES4528BH2-HPoE-0815-EC-00771
	ECS4120-28F is unable restart ipv6 dynamic provision process after it's failed to get config from TFTP server.

	ES4528BH2-HPoE-0815-EC-00772
	Information is inconsistent "show run interface vlan id 1" and "show run".

	ES4528BH2-HPoE-0815-EC-00774
	VRRP change status will cause mac-learning invalid.

	ES4528BH2-HPoE-0815-EC-00775
	It always displays "AUTOCONFIG" in show ipv6 interface even it's DHCP mode.

	ES4528BH2-HPoE-0815-EC-00776
	Fixed need to press any key to trigger ZTP process.

	ES4528BH2-HPoE-0815-EC-00777
	Fixed need to press any key to trigger ZTP process - another test procedures


Runtime V1.2.2.2; Loader V0.0.2.7
	ES4528BH2-HPoE-0815-EC-00756
	MIB: There is no SFTP on MIB selection.

	ES4528BH2-HPoE-0815-EC-00752
	SYS_ADPT_MAX_NBR_OF_SWITCH_PORT_PER_CHIP is wrong.

	ES4528BH2-HPoE-0815-EC-00748
	new model “ECS4120-28Fv3-I”for bid 12 that support stacking (can not tested).

	ES4528BH2-HPoE-0815-EC-00747
	Static Mac-address-table entry won't work on lacp interface after reboot

	ES4528BH2-HPoE-0815-EC-00744
	When we want to set "clock timezone-predefined" by telnet, then switch crash.

	ES4528BH2-HPoE-0815-EC-00740
	[Enhancement] sflow enabled/disabled trap.

	ES4528BH2-HPoE-0815-EC-00739
	Set the snmp version 3 inform, we will face exception.

	ES4528BH2-HPoE-0815-EC-00738
	NTPv4 have long latency issue.

	ES4528BH2-HPoE-0815-EC-00736
	[WEB] Enhance CGI for range list.

	ES4528BH2-HPoE-0815-EC-00721
	STP state will flapping (non-fwd/fwd) when switch received the SyncE packet.

	ES4528BH2-HPoE-0815-EC-00715
	EFM OAM remote-loopback test is abnormal.


Runtime V1.2.2.1; Loader V0.0.2.7
	ES4528BH2-HPoE-0815-EC-00741
	Avoid new HW to load the old runtime image that is not supported new board id.

	ES4528BH2-HPoE-0815-EC-00737
	Get error message when we configure ntp server and client.

	ES4528BH2-HPoE-0815-EC-00732
	Can't apply ERPS settings when unchecking the box  "Admin Status ENABLE" on web GUI.

	ES4528BH2-HPoE-0815-EC-00730
	[Enhancement] DUID Type 2 (DUID-EN) Support for DHCPv6 client

	ES4528BH2-HPoE-0815-EC-00729
	[Enhancement] /31 Management vlan interface IPv4 support

	ES4528BH2-HPoE-0815-EC-00727
	[Enhancement] new board id for  ECS4120-28Fv2 /ECS4120-28Fv2-I for Web display

	ES4528BH2-HPoE-0815-EC-00726
	Reachability to Multiple TACACS server

	ES4528BH2-HPoE-0815-EC-00725
	[Enhancement] TransceiverAbsentTrap & TransceiverPresentTrap.

	ES4528BH2-HPoE-0815-EC-00724
	[Enhancementment]ERPS trap.

	ES4528BH2-HPoE-0815-EC-00720
	NTP: The DUT will crash when configure the NTP server with IPv6 address and save/reboot.

	ES4528BH2-HPoE-0815-EC-00719
	NTP: Need to remove the polling time information on NTP version 4.

	ES4528BH2-HPoE-0815-EC-00718
	[Enhancement] Raw data have the mechanism for the bad data bit-flip for uboot

	ES4528BH2-HPoE-0815-EC-00712
	[Enhancement] use enhancement backdoor password

	ES4528BH2-HPoE-0815-EC-00708
	[Enhancement] LLDP IPv6 Support

	ES4528BH2-HPoE-0815-EC-00706
	Can't trigger the swSmtpConnFailure trap..

	ES4528BH2-HPoE-0815-EC-00679
	DHCPv6 options and ZTP for IPv6:

	ES4528BH2-HPoE-0815-EC-00655


	system name was changed when configure interface vlan ip address

	ES4528BH2-HPoE-0815-EC-00586
	IPv6-AddrConfig-0670: No static neighbors exist in ipv6 neighbour table after adding 10 static neighbor.


Runtime V1.0.2.46; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00723
	[Enhancement] ECS4120-28Fv2 instead of ECS4120-28Fv3.

	ES4528BH2-HPoE-0815-EC-00717
	Can’t upload the new MIB for ECS4120 v1.0.2.45 which support dyingGaspMgt

	ES4528BH2-HPoE-0815-EC-00716
	[Enhancement] SFTP

	ES4528BH2-HPoE-0815-EC-00714
	enable IGMPSNP proxy-reporting and inject numerous IGMP report/leave cause exception and reboot by watchdog

	ES4528BH2-HPoE-0815-EC-00713
	FS support the bit flip check in runtime image periodically

	ES4528BH2-HPoE-0815-EC-00699
	[Enhancement] Add smart pair Web page

	ES4528BH2-HPoE-0815-EC-00484
	WebUI: "Redundant Power Status" shall be removed because it does not support.


Runtime V1.0.2.45; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00710
	[Enhancement] add exception log

	ES4528BH2-HPoE-0815-EC-00709
	switch can't dump exception log & watchdog log via backdoor TFTP upload

	ES4528BH2-HPoE-0815-EC-00707
	[Enhancement] new board id for ECS4120-28Fv3-I.

	ES4528BH2-HPoE-0815-EC-00705
	[WEB] There is no place to configure ERPS VLAN-inclusion or exclusion.

	ES4528BH2-HPoE-0815-EC-00703
	Configure UserAuth info  via SNMP fail

	ES4528BH2-HPoE-0815-EC-00702
	switch remark DSCP value when configure trust-mode to dscp

	ES4528BH2-HPoE-0815-EC-00701
	[WEB] Administration > ERPS, Configure Details page may be blank.

	ES4528BH2-HPoE-0815-EC-00700
	Have to remove SNMP TRAP swPowerStatusChangeTrap since hardware limitation.

	ES4528BH2-HPoE-0815-EC-00698
	IGMPSNP: Priority in multicast data can not be changed when change initial priority 0 to 1~7.

	ES4528BH2-HPoE-0815-EC-00697
	MLDSNP: The behavior is wrong when change unknown-multicast mode.

	ES4528BH2-HPoE-0815-EC-00696
	failed to bind egress ACL when apply output service-policy first

	ES4528BH2-HPoE-0815-EC-00695
	[Enhancement] Enable the smart pair

	ES4528BH2-HPoE-0815-EC-00694
	[Enhancement]  Enable ERPS for open ring & VLAN excluded/included on ring port

	ES4528BH2-HPoE-0815-EC-00691
	Smart pair - rx counter > tx counter (smart pair link restore)

	ES4528BH2-HPoE-0815-EC-00688
	SmartPair: Port shutdown causing longer failover time. failover is > 50ms if applying shutdown command

	ES4528BH2-HPoE-0815-EC-00670
	ECS4120-28Fv2/ECS4120-28Fv2-I does not support media-type sfp-preferred-auto for combo port (21-22).

	ES4528BH2-HPoE-0815-EC-00664
	MVR: The multicast traffic that from non-source port is forwarded to the other source port even there is no group subscribe.

	ES4528BH2-HPoE-0815-EC-00656


	[Enhancement] Dying Gasp on ECS4120-28Fv2 & ECS4120-28Fv2-I

	ES4528BH2-HPoE-0815-EC-00644
	SW Enhance NTPv4

	ES4528BH2-HPoE-0815-EC-00625
	MLDSNP: DTU forwards double queries to other ports.

	ES4528BH2-HPoE-0815-EC-00563
	IGMP snooping v3:after disable and enable igmp snooping, DUT not forward the mc traffic after receive igmpv3 IS_in report.

	ES4528BH2-HPoE-0815-EC-00559
	IGMP-Snooping-1180:DUT did not work well with static/dynamic group.

	ES4528BH2-HPoE-0815-EC-00153


	IGMP-SNP: We can't enable igmp snooping immediate leave by host via SNMP..

	
	


Runtime V1.0.2.44; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00695
	[Enhancement] Disable the smart pair

	ES4528BH2-HPoE-0815-EC-00694
	[Enhancement]  Disable ERPS for open ring & VLAN excluded/included on ring port

	ES4528BH2-HPoE-0815-EC-00693
	BCM task get into infinite loop and consume over 90% CPU process.

	ES4528BH2-HPoE-0815-EC-00689
	MLD Snooping: When group is left, it will cause other group with same DA not forward

	ES4528BH2-HPoE-0815-EC-00685
	IGMPSNP: When IGMPSNP priority is changed, multicast data can not be forwarded to register

	ES4528BH2-HPoE-0815-EC-00683
	ipv6 multicast group which isn't learn on MLDSNP table isn't flooded to other ports.

	ES4528BH2-HPoE-0815-EC-00682
	MLD snooping: do not flood ipv6 multicast traffic even disabling MDL snooping.

	ES4528BH2-HPoE-0815-EC-00677
	After reboot LAG not calculate on MSTP

	ES4528BH2-HPoE-0815-EC-00642
	MVR: Inject IGMP report overnight, DUT will auto reboot.

	ES4528BH2-HPoE-0815-EC-00641
	IGMP-Snooping: The unregistered group will be forwarded.

	ES4528BH2-HPoE-0815-EC-00624
	DHCP-SNP: The log format is incorrect as DUT failed to find egress port.

	ES4528BH2-HPoE-0815-EC-00542
	Root Cost for MST 0 instance display incorrect.

	ES4528BH2-HPoE-0815-EC-00249
	MLDSNP: Total entries always show 1.

	ES4528BH2-HPoE-0815-EC-00173
	Web: Please remove "Redundant Power Status" from WebUI. (It's not displayed on CLI)

	ES4528BH2-HPoE-0815-EC-00113
	Web: WebUI would logout automatically after idle 5 minutes.

	ES4528BH2-HPoE-0815-EC-00062
	CLI: It shows "Not present" on "Redundant Power Status" when show version/system.


Runtime V1.0.2.43; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00687
	ERPS/Smart pair convergence value is > 1.5s if backup port is port 1 (primary port is 2 - 8)


Runtime V1.0.2.42; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00676
	[Enhancement]Force port link-down be detected if rx los interrupt is detected

	ES4528BH2-HPoE-0815-EC-00675
	after reboot will fail to config remote-id and circuit-id of option82 and PPPoEIA with space in string

	ES4528BH2-HPoE-0815-EC-00671
	IP address in arp inspection log are showing up reversed

	ES4528BH2-HPoE-0815-EC-00666
	MLD Snooping will let ping6 lose connect.

	ES4528BH2-HPoE-0815-EC-00662
	MVR: MVR priority does not work fine when priority is 7.

	ES4528BH2-HPoE-0815-EC-00652
	SmartPair: The time of Rx Lose is over then 50 ms that is not match customer requirement.

	ES4528BH2-HPoE-0815-EC-00645
	Log message in "show log flash" is cleared in case unplug power cord.

	ES4528BH2-HPoE-0815-EC-00638
	MVR: The behavior is wrong in maximum MVR group situation.

	ES4528BH2-HPoE-0815-EC-00637
	MLDSNP-proxy: SA and SIP are wrong when DUT sent the report to mrouter port.

	ES4528BH2-HPoE-0815-EC-00595
	After kill WTDOG_PROC, show log ram is incorrect (refined)

	ES4528BH2-HPoE-0815-EC-00532
	TACACS accounting:dut didnot suport "aaa authorization commands " setting or "show authorization Commands *"

	ES4528BH2-HPoE-0815-EC-00526
	When switch enable DHCP Snooping & IP source-guard, DHCP renew cause packet loss(ECS4100-28T)


Runtime V1.0.2.41; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00673
	max mldsnp groups is 1023

	ES4528BH2-HPoE-0815-EC-00672
	MLDSNPV2 IS exclude group not learning

	ES4528BH2-HPoE-0815-EC-00665
	After enable mld snooping with ECS2100 mld querier, mld join report can't forward to mrouter port

	ES4528BH2-HPoE-0815-EC-00663
	CFM: When MEP receive some error CCM frames, the error/RX CCM count is incorrect.

	ES4528BH2-HPoE-0815-EC-00659
	WebAuth: The webauth function is failure.

	ES4528BH2-HPoE-0815-EC-00654
	HP-NNMI MIB compiler error.

	ES4528BH2-HPoE-0815-EC-00653
	add missing value for fileCopyDestOperType in MIB file

	ES4528BH2-HPoE-0815-EC-00648
	1QVLAN: DUT does not reject to delete the native VLAN by WEB, it cause PC cannot ping to DUT.

	ES4528BH2-HPoE-0815-EC-00636
	MLDSNP-proxy: Received query from mrouter port would be flooded to other ports when IPv6 is enabled.

	ES4528BH2-HPoE-0815-EC-00632
	IP SourceGuard: The IPSG ACL mode cannot work.

	ES4528BH2-HPoE-0815-EC-00631
	If using Console login failed, the syslog could not send the syslog trap.

	ES4528BH2-HPoE-0815-EC-00606
	IGMP-SNP: When IGMP group reach maximum 1024 groups, the multicast data flood.

	ES4528BH2-HPoE-0815-EC-00595
	After kill WTDOG_PROC, show log ram is incorrect

	ES4528BH2-HPoE-0815-EC-00553
	LLDP web:LLDP remote port/trunk "port id" information display in web is not correct

	ES4528BH2-HPoE-0815-EC-00551
	CFM: The transmission interval of LBM and LTM is incorrect..

	ES4528BH2-HPoE-0815-EC-00550
	CFM: DUT should not learn aged LTR to linktrace cache.

	ES4528BH2-HPoE-0815-EC-00549
	CFM: DUT should not reply tagged LTR as it is untagged VLAN member.

	ES4528BH2-HPoE-0815-EC-00499
	loopback detection detects traffic loop even port is DOWN

	ES4528BH2-HPoE-0815-EC-00465
	CFM: DUT should reject to set this same MEP_ID with remote MEP.

	ES4528BH2-HPoE-0815-EC-00460
	Web-1QVLAN-0020:delete all vlan didnot successfully

	ES4528BH2-HPoE-0815-EC-00329
	WEB-1QVLAN: The membership mode should not be tagged if there was no other VLAN joint.

	ES4528BH2-HPoE-0815-EC-00628
	[Enhancement] Support ERPS for open ring & VLAN excluded/included on ring port

	ES4528BH2-HPoE-0815-EC-00317
	enabled proxy-switching still reply the IGMP querier when MVR source port receive the join report

	
	

	
	


Runtime V1.0.2.40; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00268
	MLDSNP: DUT sent 2 G-S query even robustness value was changed to 5.

	ES4528BH2-HPoE-0815-EC-00269
	MLDSNP: Registered group is deleted before it's expire time timeout.

	ES4528BH2-HPoE-0815-EC-00327
	WEB-1QVLAN: The behavior in deleting VLANs from WEB encounter errors.

	ES4528BH2-HPoE-0815-EC-00353
	MLDSNP: Multicast data can not flood to other ports even MLDSNP is disabled.

	ES4528BH2-HPoE-0815-EC-00357
	Duplicate DHCP discover packet and maximum value of retransmission interval is not right

	ES4528BH2-HPoE-0815-EC-00361
	DHCP dynamic-provision does not work on the other VLANs except the default VLAN 1.

	ES4528BH2-HPoE-0815-EC-00459
	RSTP path cost will be fixed when static port-channel link up/down.

	ES4528BH2-HPoE-0815-EC-00590
	SNMPWALK but get error about sysResourceMgt

	ES4528BH2-HPoE-0815-EC-00615
	Default configure each interface will be set to "ethernet cfm port-enable"

	ES4528BH2-HPoE-0815-EC-00618
	interface vlan IP(vlan 96) did not send the arp reply..

	ES4528BH2-HPoE-0815-EC-00629
	[Enhancement] Support Active/Standby static LAG

	ES4528BH2-HPoE-0815-EC-00630
	DDoS: The default priority is not modifying when the port had once the authenticated.


Runtime V1.0.2.39; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00355
	ECS4100-52T sends LLDP packet with no “port description, system name and system description” field after receiving Huawei s

	ES4528BH2-HPoE-0815-EC-00362
	Huawei switch S2300 can't recognize ECS4100's LLDP packet with "dot1-tlv protocol identity".

	ES4528BH2-HPoE-0815-EC-00369
	MSTP: Change the instance priority, the traffic will stop and recover the issue after 6 mins. (same as ES4528BH2-HPoE-0815-EC-00369/373)

	ES4528BH2-HPoE-0815-EC-00612
	After disable then enable vlan on Web, vlan interface link down.

	ES4528BH2-HPoE-0815-EC-00617
	ipv6 mld proxy-reporting have no function

	ES4528BH2-HPoE-0815-EC-00620

	mld snooping : different member port inject the same join group packet, only the first one will be trapped to CPU

	ES4528BH2-HPoE-0815-EC-00622
	STP Alternate port does not discard VLAN tagged BPDU packets


Runtime V1.0.2.38; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00319
	endian problem is present in the LuaSocket library

	ES4528BH2-HPoE-0815-EC-00379
	NTP-0040:dut did not handle NTP  multiple servers well.

	ES4528BH2-HPoE-0815-EC-00498
	Static port-channel cause loopback detection enable global failed

	ES4528BH2-HPoE-0815-EC-00520
	CLI-Terminal-show any command about 10 times and set SNMP location will cause system crash..

	ES4528BH2-HPoE-0815-EC-00614
	MVR/IGMPSNP function to cause memory leak.

	ES4528BH2-HPoE-0815-EC-00619
	ECS4120 series drop OSPF/RIP/VRRP packets when IGMPSNP  enable and disable then  MVR enable.


Runtime V1.0.2.37; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00577
	WebUI: transceiver-monitor cannot enable trap messages

	ES4528BH2-HPoE-0815-EC-00604
	ECS4120 series drop OSPF/RIP/VRRP packets when IGMPSNP or MVR is enabled..

	ES4528BH2-HPoE-0815-EC-00611
	[Enhancement] Use HW watchdog to monitor SW watchdog.

	ES4528BH2-HPoE-0815-EC-00613
	ipv6 mld query-drop command have no function


Runtime V1.0.2.36; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00456
	[Enhancement] Maximum number of IGMP snooping group support to 1024.

	ES4528BH2-HPoE-0815-EC-00459
	RSTP path cost will be fixed when static port-channel link up/down.

	ES4528BH2-HPoE-0815-EC-00525
	static mac was deleted when switch enabled IPSG mac mode and receive DHCP release packet

	ES4528BH2-HPoE-0815-EC-00528
	[Enhancement] Banner support 2048 characters


	ES4528BH2-HPoE-0815-EC-00456
	[Enhancement] Maximum number of IGMP snooping group support to 1024.

	ES4528BH2-HPoE-0815-EC-00459
	RSTP path cost will be fixed when static port-channel link up/down.

	ES4528BH2-HPoE-0815-EC-00525
	static mac was deleted when switch enabled IPSG mac mode and receive DHCP release packet

	ES4528BH2-HPoE-0815-EC-00528
	[enhanement] Banner support 2048 characters

	ES4528BH2-HPoE-0815-EC-00530
	Switch did not write the ARP entry when user access to switch via craft port.

	ES4528BH2-HPoE-0815-EC-00531
	TACACS accounting:dut didnot suport "show authorization exec"



	ES4528BH2-HPoE-0815-EC-00534
	remove accton string when boot up

	ES4528BH2-HPoE-0815-EC-00536
	Traffic control min threshold is 500 pps, we want minimal value possible be lower, in example down to 10 pps

	ES4528BH2-HPoE-0815-EC-00539
	Europe summer time end date is incorrect

	ES4528BH2-HPoE-0815-EC-00541
	change spanning-tree mode will make the traffic stop.

	ES4528BH2-HPoE-0815-EC-00543
	Fail to telnet EC switch(ECS4120) from Cisco device

	ES4528BH2-HPoE-0815-EC-00544
	sflow packet agent address display wrong.

	ES4528BH2-HPoE-0815-EC-00545
	switch could still learn the mac-address which belong none-vlan member even if enable the ingress filtering.

	ES4528BH2-HPoE-0815-EC-00547
	sflow sample packet doesn't include IPv4 information.

	ES4528BH2-HPoE-0815-EC-00548
	Failed to set the TACACS+ server for aaa accounting dot1x.

	ES4528BH2-HPoE-0815-EC-00546
	[Enhancement] ECS4120 support 2.5G transceiver on the 10G uplink port

	ES4528BH2-HPoE-0815-EC-00566
	LACP:  The ingress Filter is failed when meets specific packets

	ES4528BH2-HPoE-0815-EC-00588
	[Enhancement] Support read Total/Dynamic/Static mac count by SNMP

	ES4528BH2-HPoE-0815-EC-00599
	[Enhancement] unify the design of configuration for jumbo frame


Runtime V1.0.2.35; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00449
	FAN control for new  model 28F-I ,28F-V2 and 28FV2-I.

	ES4528BH2-HPoE-0815-EC-00529
	Disable LBD trigger a LBD recover log.


Runtime V1.0.2.34; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00455
	[Enhancement] support accounting of commands..

	ES4528BH2-HPoE-0815-EC-00521
	Update MIB file for create time range from SNMP

	ES4528BH2-HPoE-0815-EC-00524
	MSTP recovery time is too long 30~50 sec.

	
	


Runtime V1.0.2.33; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00364
	DoS: Use LOIC to attack port 22, CLI has no response and DUT reboot by watchdog.

	ES4528BH2-HPoE-0815-EC-00448
	PPPoEIA can't work with QinQ

	ES4528BH2-HPoE-0815-EC-00518
	switch dropped RSVP PATH packets.

	
	


Runtime V1.0.2.32; Loader V0.0.2.6

	
	build en-us image (English Web interface) and remove zh-cn in this version.

	
	Update the oid of 28Fv2–I model in adpt.h (RD internal)


Runtime V1.0.2.31; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00445
	STP TCN log format change, and don’t log TC

	ES4528BH2-HPoE-0815-EC-00450
	[Enhancement] Add board id 9 for 28Fv2-I

	ES4528BH2-HPoE-0815-EC-00451
	[IGMP filter] the multicast traffic does not match rule, but it still will be forwarded..

	ES4528BH2-HPoE-0815-EC-00466
	Link state of LACP trunk member port changes between up and down repeatedly

	ES4528BH2-HPoE-0815-EC-00511


	SNMP: The value of OID "lldpRemManAddrIfId" remove ".0" at the end.

	ES4528BH2-HPoE-0815-EC-00512


	28FV2 enhance function via rx loss singal detection


Runtime V1.0.2.29; Loader V0.0.2.6

	
	build en-us image (English Web interface) and remove zh-cn in this version.

	
	


Runtime V1.0.2.28; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00444
	enhance: add zh-cn for EC

	ES4528BH2-HPoE-0815-EC-00447
	10G port does not link-up issue on ECS4120-28F(V1.0.2.26)..

	
	


Runtime V1.0.2.27; Loader V0.0.2.6

	
	10G port does not link-up issue on ECS4120-28F(V1.0.2.26)..


Runtime V1.0.2.26; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00441
	new oid from EC for each ECS4120 model.


Runtime V1.0.2.25; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00431
	There is a typo on the DHCP L3 Relay help page.


Runtime V1.0.2.24; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00359
	After reload ,  CPU Utilization incorrect  bigger than 800M

	ES4528BH2-HPoE-0815-EC-00411
	Non-UDP multicast packet will flooding

	ES4528BH2-HPoE-0815-EC-00386


	new 28F Diag Suuport for LED , reset button test (support ECS4120-28Fv2)


Runtime V1.0.2.23; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00381
	loopback detection log messages are incorrect

	ES4528BH2-HPoE-0815-EC-00392
	SNMPWALK error message

	ES4528BH2-HPoE-0815-EC-00393
	Interface information should be removed if it’s in L3 relay mode.

	ES4528BH2-HPoE-0815-EC-00395
	Port security port move on DHCP SNP issue.

	ES4528BH2-HPoE-0815-EC-00396
	WEB: DUT lose L3 DHCP-Relay description in Help page..

	ES4528BH2-HPoE-0815-EC-00397
	WEB: DUT should display correct L2/L3 Relay description in WEB page..

	ES4528BH2-HPoE-0815-EC-00398
	DHCP Relay: DUT should support to switch this L2/L3 Relay by WEB.

	ES4528BH2-HPoE-0815-EC-00399
	ECS4120 mini console port should be removed from webpage.

	ES4528BH2-HPoE-0815-EC-00401
	Inject the LLDP packet, then dashboard and show remote device information will empty.

	ES4528BH2-HPoE-0815-EC-00382
	[Enhancement]Support new board with board id 7(28F add i2C interface)


Runtime V1.0.2.22; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00363
	DHCPv6 client can't get ip address when enable IPv6 source guard

	ES4528BH2-HPoE-0815-EC-00367
	FW: LACP(When DUT has enable LACP  and connect other switch at port 28, ping will fail.).

	ES4528BH2-HPoE-0815-EC-00370
	snmpEngineTime didn't reset the value even switch reboot.

	ES4528BH2-HPoE-0815-EC-00371
	[Telnet] After tool "LOIC" TCP:23port attack, modified thread pool for telnetd & tnshd.

	ES4528BH2-HPoE-0815-EC-00375
	[WEB] Need to support panel for board ID 8

	ES4528BH2-HPoE-0815-EC-00378
	[Enhancement] switching B/W L2 DHCP relay and L3 DHCP relay

	ES4528BH2-HPoE-0815-EC-00380
	remove "private-vlan" feature

	ES4528BH2-HPoE-0815-EC-00391
	SNMP_TD crash


Runtime V1.0.2.21; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00332
	STP : DUT2 console is down when spanning tree mode is stp

	ES4528BH2-HPoE-0815-EC-00336
	IP-Cluster: Commander auto reboots after it logs off member switch.

	ES4528BH2-HPoE-0815-EC-00338
	IGMP-SNP: After remove vlan, an exception occurs.

	ES4528BH2-HPoE-0815-EC-00339
	TACACS+: The DUT will crash and reboot automatically when delete the tacacs key and login the local account.

	ES4528BH2-HPoE-0815-EC-00348
	memory leakage when injecting specific lldp packets


Runtime V1.0.2.20; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00335


	ECS4120-28F combo port stop forwarding when shutdown eth1/22.


Runtime V1.0.2.19; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00314


	SNMP: Use SNMP get some MIB object, DUT return incorrect value.

	ES4528BH2-HPoE-0815-EC-00347
	rate limit input works incorrect.

	ES4528BH2-HPoE-0815-EC-00354


	Mib compile error


Runtime V1.0.2.18; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00331
	switch didn't forward General Query to client.

	ES4528BH2-HPoE-0815-EC-00333
	switch stops sending syslog trap to server

	ES4528BH2-HPoE-0815-EC-00334
	IP-Cluster: IP Cluster Web Management Failed

	ES4528BH2-HPoE-0815-EC-00340
	switch still send schedule report to all MVR source port

	ES4528BH2-HPoE-0815-EC-00343
	Spanning-tree: We cannot enable the STP mode from WEB.

	ES4528BH2-HPoE-0815-EC-00345
	RADIUS-Acct: The console and Web of accounting information that is mismatch

	
	


Runtime V1.0.2.17; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00344
	enhance: new board id 8 for ECS4120-28F-I

	
	New thermal plan for Industry spec.


Runtime V1.0.2.15; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00321
	remove transceiver info and option from WEB GUI

	ES4528BH2-HPoE-0815-EC-00326
	For 28-SFP  : Remove transceiver-monitor, transceiver-threshold, transceiver-threshold-auto from CLI 


Runtime V1.0.2.14; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00245
	[Enhanced] policy map support set ip dscp

	ES4528BH2-HPoE-0815-EC-00284
	IGMP profile : display issue & configuration can't be saved

	ES4528BH2-HPoE-0815-EC-00293
	ERPS: Data can't be forwarded while cross chip.

	ES4528BH2-HPoE-0815-EC-00298
	EFM-OAM: There is no oamMgt MIB node.

	ES4528BH2-HPoE-0815-EC-00300
	EFM-OAM: The OAM PDU formate is incorrect.

	ES4528BH2-HPoE-0815-EC-00301
	EFM-OAM: EFM-OAM is not compatible with other device.

	ES4528BH2-HPoE-0815-EC-00302
	EFM-OAM: The OAM dying-gasp bit is always true.

	ES4528BH2-HPoE-0815-EC-00303
	TACACS+: The DUT will reboot automatically when user logins the DUT by TACACS account, but the TACACS key is mismatch.

	ES4528BH2-HPoE-0815-EC-00311
	L2SW: DUT cannot forward packets to destination through different chip..


Runtime V1.0.2.13; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00295
	WEB: DUT should support the CFM Help page.

	ES4528BH2-HPoE-0815-EC-00297
	Enhancement OAM IEEE 802.3ah EFM.


Runtime V1.0.2.12; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00266
	Add ERPS and CFM.

	ES4528BH2-HPoE-0815-EC-00273
	change EEE default to disable.


Runtime V1.0.2.11; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00270
	ECS4120-28F media-type sfp-forced 100fx after reboot will linkup as 1000full..

	ES4528BH2-HPoE-0815-EC-00272
	ECS4120-28T/F 10G port(1/25-28) could not linkup on 1G speed with ECS4210 series 1G SFP port..


Runtime V1.0.2.10; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00080
	RMON2: This trap host cannot be configured successfully.

	ES4528BH2-HPoE-0815-EC-00155
	LLDP: DUT can't sent shutdown TLV after port shutdown.

	ES4528BH2-HPoE-0815-EC-00202
	correction to grammar for reload command

	ES4528BH2-HPoE-0815-EC-00203
	correction to spelling for "show access-list tcam-utilization" command

	ES4528BH2-HPoE-0815-EC-00206
	HTTPs: The https certificate information is incorrect.

	ES4528BH2-HPoE-0815-EC-00207
	The DUT will crash and reboot when telnet attack of DDOS

	ES4528BH2-HPoE-0815-EC-00209
	correction to grammar, change "regularity" to "regularly"

	ES4528BH2-HPoE-0815-EC-00210
	Interface > Port > History => interval has no unit of measure

	ES4528BH2-HPoE-0815-EC-00213
	HelpPage: The help page of system will show "404 not found".

	ES4528BH2-HPoE-0815-EC-00214
	IP Source Guard: The default maximum binding number is incorrect..

	ES4528BH2-HPoE-0815-EC-00217
	LLDP: Some typo need to bo modify in help page..

	ES4528BH2-HPoE-0815-EC-00219
	Dashboard: Switch events will be overlapped when multiple levels are existed.

	ES4528BH2-HPoE-0815-EC-00220
	DHCP Relay: DUT should not forward DHCP-Request repeatedly as it is Relay agent.

	ES4528BH2-HPoE-0815-EC-00224
	DHCP-Client: It shows maximum DHCP client ID could be 64, but actually it only accept 32 digits.

	ES4528BH2-HPoE-0815-EC-00240
	non-native vlan mgmt. IP will dropped when VLAN-1 was “ip address dhcp”.

	ES4528BH2-HPoE-0815-EC-00242
	PPPoE-IA: We can't configure remote-id delimiter by WEB.

	ES4528BH2-HPoE-0815-EC-00246
	wrong format for igmpSnoopProfileRangeTable

	ES4528BH2-HPoE-0815-EC-00250
	MLDSNP: Implement statistics on WebUI.

	ES4528BH2-HPoE-0815-EC-00251
	MLDSNP: Some show commands caused DUT to crash and reboot.

	ES4528BH2-HPoE-0815-EC-00252
	WEB: Some items between WEB/Help/Site Map are mismatch.

	ES4528BH2-HPoE-0815-EC-00253
	The more the help page will showing the "404 not found" message.

	ES4528BH2-HPoE-0815-EC-00254
	SNMP: We can't access private MIB node by MG-Soft.

	ES4528BH2-HPoE-0815-EC-00255
	IGMP-SNP: When DUT receive leave message in maximum group contidition, all data flooded.

	ES4528BH2-HPoE-0815-EC-00256
	ARP: Add the static arp entry, the DUT will still send ARP packets.

	ES4528BH2-HPoE-0815-EC-00257
	switch default value : ingress-filtering should be disabled

	ES4528BH2-HPoE-0815-EC-00258
	Interface > Port > History --> no unit of measure

	ES4528BH2-HPoE-0815-EC-00259
	ECS4120-28F 1G SFP failed to linkup on 1G port

	ES4528BH2-HPoE-0815-EC-00260
	remove IEEE 802.1ag (CFM) and ERPS

	ES4528BH2-HPoE-0815-EC-00263
	[Fan] Implement new thermal plan


Runtime V1.0.2.9; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00042
	enhancement 8032 ERPS

	ES4528BH2-HPoE-0815-EC-00140
	802.1X-VLAN: The DUT does not assign the guest Vlan by 802.1X authentication..

	ES4528BH2-HPoE-0815-EC-00163
	ARP: Can't create the static ARP entry.

	ES4528BH2-HPoE-0815-EC-00222
	switch can't learn arp correctly when DAI enabled

	ES4528BH2-HPoE-0815-EC-00225
	The help page of web will show the "404 not found" message..

	ES4528BH2-HPoE-0815-EC-00226
	IP Source Guard: The display parameters and iterm don't arrange in binding table neatly.

	ES4528BH2-HPoE-0815-EC-00227
	Help: RSPAN session ID shall be only 1.

	ES4528BH2-HPoE-0815-EC-00229
	IGMP-SNP: When multicast group reach to maximum value, most of data flooded.

	ES4528BH2-HPoE-0815-EC-00230
	IPv6-MLD-SNP: Send IPv6 MLD SNP Query packet with FE80::4 will cause DUT crash.

	ES4528BH2-HPoE-0815-EC-00231
	IGMP-Snooping: Self querier expired time should not be count down if Querier is disabled.

	ES4528BH2-HPoE-0815-EC-00232
	WEB: DUT lose the "Relay" Help page..

	ES4528BH2-HPoE-0815-EC-00233
	DHCP Snooping: The display parameters and iterm don't arrange in interface-list neatly.

	ES4528BH2-HPoE-0815-EC-00234
	WEB: DUT lose the "DHCP Snooping" Help page, and it return error.

	ES4528BH2-HPoE-0815-EC-00235
	DAI: We can't specify target IP/MAC in ARP ACL.

	ES4528BH2-HPoE-0815-EC-00236
	IGMP-SNP(help): The maximum multicast groups value in help is incorrect.

	ES4528BH2-HPoE-0815-EC-00237
	DUT console hang on when  MGMT port  setting ip address.

	ES4528BH2-HPoE-0815-EC-00238
	LLDP(help): Remove ECS4510 related from help page.

	ES4528BH2-HPoE-0815-EC-00241
	Client-PC can't authorize with Radius if we are not configure static IP at VLAN-1.


Runtime V1.0.2.8; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00054
	VLAN-Translation: The help page of web will show the "404 not found" message.

	ES4528BH2-HPoE-0815-EC-00059
	DAI: After setting ARP inspection can't get the gateway mac address.

	ES4528BH2-HPoE-0815-EC-00063
	Web: Got "404 Not Found" after click Interface>RSTP>?

	ES4528BH2-HPoE-0815-EC-00074
	ECS4120 dynamic QoS support egress rate-limiting

	ES4528BH2-HPoE-0815-EC-00097
	IGMP-SNP: When multicast entry over 1023, the multicast data will be flooded.

	ES4528BH2-HPoE-0815-EC-00100
	RSTP:: When the release mode set to manual, the loop-detection action cannot work.

	ES4528BH2-HPoE-0815-EC-00125
	Time-Range: Perodic rule can't be saved properly.

	ES4528BH2-HPoE-0815-EC-00134
	Spanning-tree: When we loop the Ports of DUT, this spanning-tree status is wrong.

	ES4528BH2-HPoE-0815-EC-00135
	Spanning-tree: When DUT detect spanning-tree loop-detection, it cannot detect traffic loops which happened on other ports.

	ES4528BH2-HPoE-0815-EC-00145
	CoS: Change phb-queue is not working.

	ES4528BH2-HPoE-0815-EC-00161
	Boot: POST_Main: READ EPLD_VERSION INFORMATIN fail, I2C device 0x2f write error

	ES4528BH2-HPoE-0815-EC-00177
	StaticRoute: IPv6 routing entry doesn't be showed on WebUI.

	ES4528BH2-HPoE-0815-EC-00184
	Time-Range: Periodic weekdays time range entry would disappear after save the config and reboot the device.

	ES4528BH2-HPoE-0815-EC-00187
	CLI: (ECS4120-28P) It's always displayed "No SFP inserted" on ports 1-24 when SFP is inserted indeed.

	ES4528BH2-HPoE-0815-EC-00188
	L2SW: The copper port LED is incorrect.

	ES4528BH2-HPoE-0815-EC-00208
	IP Source Guard: We cannot create maximum binding entries on DUT.

	ES4528BH2-HPoE-0815-EC-00216
	IGMP-Filter: MVR can't work with IGMP filter.

	ES4528BH2-HPoE-0815-EC-00228
	change the default value from EC


Runtime V1.0.2.7; Loader V0.0.2.6

	
	Fix the diag LED test issue


Runtime V1.0.2.6; Loader V0.0.2.6

	
	Add Web help page

	ES4528BH2-HPoE-0815-EC-00027
	does not support switchport mode access

	ES4528BH2-HPoE-0815-EC-00043
	Pv6 ACL does not support next header & not support tcp/udp port No

	ES4528BH2-HPoE-0815-EC-00049
	extend IPv6 ACL add SIP.

	ES4528BH2-HPoE-0815-EC-00051
	NTP: The DUT doesn't send the request packets of ntp.

	ES4528BH2-HPoE-0815-EC-00055
	CLI: Boot information shows one error message.

	ES4528BH2-HPoE-0815-EC-00057
	IP Source Guard: After we enable IPSG, DUT cannot forward security IP traffic.

	ES4528BH2-HPoE-0815-EC-00061
	HW: Diag led is lit red on 28T/52T/28P, and lit amber on 28F

	ES4528BH2-HPoE-0815-EC-00076
	DHCP Snooping : follow new design.   Independent DHCPSNP tab

	ES4528BH2-HPoE-0815-EC-00077
	IPSG : support independent binding table,  ACL mode, MAC mode ,static-filtering

	ES4528BH2-HPoE-0815-EC-00081
	DHCP-Snooping: After we remove port member from trunk, DUT show unknown information.

	ES4528BH2-HPoE-0815-EC-00082
	DHCP-SNP: DUT should not drop unicast DHCP-Request packets.

	ES4528BH2-HPoE-0815-EC-00084
	DHCP-SNP: When the DHCP-Client move to another port, DUT create wrong DHCP-SNP binding.

	ES4528BH2-HPoE-0815-EC-00085
	IP Source Guard: When we enable DHCP-SNP and IPSG with MAC mode; DUT should not discard all DHCP-Request packets.

	ES4528BH2-HPoE-0815-EC-00094
	DHCP-SNP: When DUT receive unicast DHCP-Reply packets, DUT does not create DHCP-SNP entry..

	ES4528BH2-HPoE-0815-EC-00095
	DHCP-SNP: DUT should limit the DHCP Snooping maximum binding number; and it should drop unnecessary DHCP-Request packets.

	ES4528BH2-HPoE-0815-EC-00108
	ACL: 802.3 filter in MAC ACL in egress directon is useless..

	ES4528BH2-HPoE-0815-EC-00109
	ACL: IP ACL is useless when packets are filtered by MAC ACL first.

	ES4528BH2-HPoE-0815-EC-00115
	IGMP-Filter: Create IGMP profile with multiple range entry, it will merge to incorrect entry.

	ES4528BH2-HPoE-0815-EC-00116
	IGMP-SNP: IGMP snooping statistics query displayed incorrect value.

	ES4528BH2-HPoE-0815-EC-00123
	DHCP-SNP: DUT cannot learn maximum binding.. .

	ES4528BH2-HPoE-0815-EC-00131
	MLDSNP: ICMPv6 checksum in GS query sent from DUT is incorrect.

	ES4528BH2-HPoE-0815-EC-00137
	802.1X: The supplicant does not authenticated when port-operation mode is single host or mac-base.

	ES4528BH2-HPoE-0815-EC-00138
	IPV4 Address: DUT cannot send out unicast DHCP-Request packets.

	ES4528BH2-HPoE-0815-EC-00141
	SMTP: DUT sent incorrect mail level after reboot.

	ES4528BH2-HPoE-0815-EC-00143
	802.1X: The eapol-pass-through doesn't work

	ES4528BH2-HPoE-0815-EC-00149
	CLI: There is no debugging message when run "show debug ip dhcp snooping"

	ES4528BH2-HPoE-0815-EC-00152
	IP Source Guard: DUT should reject to create IPSG entry over maximum binding limit.

	ES4528BH2-HPoE-0815-EC-00154
	LLDP-MED: Non PoE device (52T) sent Power-via-MDI TLV.

	ES4528BH2-HPoE-0815-EC-00157
	RSPAN: Got "DEV_SWDRV_SetRspanVlanTag(): Line = 16077 ,

	ES4528BH2-HPoE-0815-EC-00160
	DHCP-SNP: When one client get IP, but DUT should not create over 9000 entries.

	ES4528BH2-HPoE-0815-EC-00165
	ARP: The Proxy-ARP doesn't work.

	ES4528BH2-HPoE-0815-EC-00166
	ImageMgmt: The old image  version will upgrade automatically when configure the auto upgrade settings


Runtime V1.0.2.0; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00020
	ECS4120 switch hangs up because of port security or show mac-table

	ES4528BH2-HPoE-0815-EC-00022
	If this model does not support location-LED, please remove this command

	ES4528BH2-HPoE-0815-EC-00023
	does not support show spanning-tree brief

	ES4528BH2-HPoE-0815-EC-00024
	does not support show run i e 1/x

	ES4528BH2-HPoE-0815-EC-00025
	ECS4210 should remove craft interface from ECS4120-28T

	ES4528BH2-HPoE-0815-EC-00026
	Should remove this command, because it’s fan-less design.

	ES4528BH2-HPoE-0815-EC-00029
	Support usbdisk ?  If No, please remove command “umount" .

	ES4528BH2-HPoE-0815-EC-00030
	does not support cable-diag

	ES4528BH2-HPoE-0815-EC-00031
	QinQ: TPID is set on the interface, but it actually should be set on global. .

	ES4528BH2-HPoE-0815-EC-00033
	Non-spanning tree loopback detection

	ES4528BH2-HPoE-0815-EC-00044
	IPv6 standard ACL support source IP only

	ES4528BH2-HPoE-0815-EC-00046
	IGMP-SNP: The value is incorrect when we set proxy query address by SNMP.

	ES4528BH2-HPoE-0815-EC-00047
	IGMP-SNP: Perform SNMP walk for igmpSnoopMulticastGroupPorts/igmpSnoopMulticastGroupStatus can't be stop.

	ES4528BH2-HPoE-0815-EC-00048
	Enhancement support ipv4 & ipv6 static routing

	ES4528BH2-HPoE-0815-EC-00052
	WebAuth:Cannot open the web authentication page when user login the web management from https protocol.

	ES4528BH2-HPoE-0815-EC-00053
	Web: Front panel and System Switch page are wrong on WebUI.  

	ES4528BH2-HPoE-0815-EC-00058
	UserAuth-Remote: The DUT will dump error message and reboot automatically

	ES4528BH2-HPoE-0815-EC-00064
	Performance: Packet loss when run 2 pairs 10G over 8K

	ES4528BH2-HPoE-0815-EC-00065
	ATC: Forwarding rate is not 128kpps(default Alarm Clear Threshold) by default when broadcaset ATC is triggered. .

	ES4528BH2-HPoE-0815-EC-00066
	LLDP:The LLDP local device information is incorrent.  .

	ES4528BH2-HPoE-0815-EC-00069
	DHCP relay option 82 (per port + per vlan mode)..

	ES4528BH2-HPoE-0815-EC-00078
	MSTP instance extended to 64

	ES4528BH2-HPoE-0815-EC-00079
	RMON: The oversize and jabbers counter cannot work.

	ES4528BH2-HPoE-0815-EC-00086
	RSPAN: First session source port setting will be copied to other sessions when show running/startup.

	ES4528BH2-HPoE-0815-EC-00087
	StormCtrl: Broadcast control is not accurate when it's 1518 bytes broadcast stream..

	ES4528BH2-HPoE-0815-EC-00088
	MAC-VLAN: CLI cannot create MAC-VLAN entry with mask, but WEB can configure mask. .

	ES4528BH2-HPoE-0815-EC-00089
	MAC-VLAN: After we create MAC-VLAN entry with mask, DUT cannot forward all MAC-VLAN traffic. .

	ES4528BH2-HPoE-0815-EC-00110
	LLDP: The TLV value of system capabilities are incorrect.

	ES4528BH2-HPoE-0815-EC-00111
	Web: Media-type shows unknown characters

	ES4528BH2-HPoE-0815-EC-00112
	Web: Switch information is always show "undefined".

	ES4528BH2-HPoE-0815-EC-00116
	IGMP-SNP: IGMP snooping statistics query displayed incorrect value.

	ES4528BH2-HPoE-0815-EC-00117
	MSTP: Current maximum instance of MSTP extended is 33(create 32 entries + 0 instance)

	ES4528BH2-HPoE-0815-EC-00121
	MIB: No such object when get cpuCurrentUti.0 from MIB-browser

	ES4528BH2-HPoE-0815-EC-00124
	CableDiag: No the test item of cable-diagnostics on web management

	ES4528BH2-HPoE-0815-EC-00126
	PoE: High power command shall be removed.  .

	ES4528BH2-HPoE-0815-EC-00129
	CoS: CLI can't stop display queue mode after press other key.

	ES4528BH2-HPoE-0815-EC-00150
	LACP: After save configuration and power off/on DUT, runtime will be disappeared..

	ES4528BH2-HPoE-0815-EC-00156
	RateLimit: Ratelimit is not working on trunk (52T).


modifications:
Loader V0.0.2.6
	
	Initial Version


Runtime V1.2.2.59

	ECS4120EC-931
	Enhancement: stop-only mode for accounting

	ECS4120EC-915
	Enhancement: Save the output of "show tech_support" onto flash


Sss
Runtime V1.2.2.56

	ECS4120EC-904
	Radius over TLS(Radsc) function show running error


Runtime V1.2.2.55

	ECS4120EC-903
	Enhance http/https/ssh timeout disable(Standalone)


Runtime V1.2.2.54

	ECS4120EC-879
	ECS4120 Stadnalone upgrade openssl and openssh

	ECS4120EC-881
	Without backdoor - Remove runtime backdoor 、Linux backdoor and super account.

	ECS4120EC-818
	Enhance the command "show tech-support" that the result needs to include all what can the user show into it

	ECS4120EC-887
	Enhancing the Radius feature can use Radius/TLS on Simba main to avoid CVE-2024-3596.

	ECS4120EC-889
	[Enhancement] Web-Auto Upgrade: It should be add option by "Automatic Opcode Upgrade Reload"(Standalone)


Runtime V1.2.2.52

	ECS4120EC-821
	Enhancement：LLDP remote information will display with MAC not interfaces information

	ECS4120EC-824
	Enhancement：It's able to configure ERPS and Smart-pair on the same interfaces.

	ECS4120EC-820
	Enhancement： MAC_thrashing alarm request to include VLAN

	ECS4120EC-823
	Enhancement：Selective QinQ profile number enlarge

	ECS4120EC-822
	Enhancement：Logging console period requirements.


Runtime V1.2.2.51

	ECS4120EC-757
	Enhancement: ECS4120 #34751 TACAS login failover requiement


Runtime V1.2.2.50

	ECS4120EC-703
	Enhance DHCP option 82 setting remote ID from global mode to port interface.

	ECS4120EC-714
	Enhance: Need support mac-thrashing function and MAC-FLAP detection log need display mac-address.(For sify phase3)

	ECS4120EC-716
	Enhance: Alarm to generate the Smart-pair

	ECS4120EC-732
	Enhance: to support command "show mac-address-table count vlan"


Runtime V1.2.2.49

	ECS4120EC-684
	Ehancement: Seletive qinq function svid+ cvid replace svid+ new civd

	ECS4120EC-683
	Ehancement: The untag package can carry double tags

	ECS4120EC-710
	Enhance function.lacp bandwidth

	ECS4120EC-705
	Enhancement.(WEB)Modify port description to 128 chars for SIFY

	ECS4120EC-712
	adding the filtering feature to CLI commands of show log ram and show log flash for One OTT

	ECS4120EC-713
	Enhance: "show running-config interface etherent 1/1" on global config mode and interface config mode.(One Ott)

	ECS4120EC-715
	Enhance: alarm to generate when the Tx/Rx power and Temperature crosses beyond the threshold

	ECS4120EC-618
	Enhancement. enhance the static lacp as we show in static-lacp sheet that still can display the lacp Trunk even not connected. Please refer to "static-lacp" sheet.


Runtime V1.2.2.47

	ECS4120EC-608
	Enhancement: latency increase while pinging the neighbor switch

	ECS4120EC-550
	Enhancement: Tacacs authorization failover requirement.

	ECS4120EC-646
	Enhancement: support download watch-dog from tftp ipv6 for Standalone.


Runtime V1.2.2.46

	ECS4120EC-607
	Enhancement: enhance the ping payload size enlarge to 1472 which the IP_MTU will be 1500 in IP packet

	ECS4120EC-597
	Enhancement: The add command is used to view the status of the spanning tree added to a specified VLAN.


Runtime V1.2.2.45

	ECS4120EC-549
	Enhancement：Customer request to have cvid vlan_range configuration support on ECS4120-28Fv2-I(From jio porting and only support normal port)

	ECS4120EC-480
	Enhancement：Need support Access-list on cpu port so customer can deny packet to cpu.

	ECS4120EC-453
	Enhancement: hold-off timer functionality to delay the interface transition from up to down and vise versa(ECS4120-Standalone, only CLI)

	ECS4120EC-402
	Enhancemnet: Featrue for ECS4120 - Optimization of power consumption for ECS4120-28Fv2 & ECS4120-28Fv2-i


Runtime V1.2.2.44

	ECS4120EC-466
	Enhancement: SFP module wavelength is not shown.

	ECS4120EC-439
	Enhancement: BPDU statistics is not visible and not able to find per vlan mstp root port.

	ECS4120EC-441
	Enhancement: Option to release the port from shut to no shut once storm is stopped for ECS4120 standalone 

	ECS4120EC-452
	Enhancement: Not able to configure the interface parameters with interface range

	ECS4120EC-443
	Enhancement: We need the rapid ping count for minimum 10000 -maximum 1000000

	ECS4120EC-468
	Enhancement: Unable to set description of individual interface added in port-channel.

	ECS4120EC-435
	Enhancement: Terminal Monitor functionality to monitor the console logs for ECS4120 standalone

	ECS4120EC-438
	Enhancement: cannot alter the interface load interval

	ECS4120EC-437
	Enhancement: config grep(sh run | i) to filter the config specific to the strings or numbers etc.

	ECS4120EC-317
	Enhancement: The way to reset configuration or password without super password

	ECS4120EC-507
	Enhancement: Modify port description to 128 chars


Runtime V1.2.2.42

	ECS4120EC-406
	Enhancement: traffic segmentation uplink requirement of ECS4120

	ECS4120EC-420
	Enhancemnet:trafficsegmention uplink requirement add the mib node of new command

	ECS4120EC-421
	Enhancemnet: add the mib node of new command for fan steady speed

	ECS4120EC-433
	Enhancement：temperature alarms threshold settting.


Runtime V1.2.2.41

	ECS4120EC-260
	Enhancement logging command for Standalone


Runtime V1.2.2.40

	ECS4120EC-221
	

	
	ECS4120 rest API porting from ECS5520


Runtime V1.2.2.36

	ECS4120EC-13
	[Enhancement] support sticky dynamic learning on ECS4120 series




Runtime V1.2.2.34
	ECS4120EC-76
	need support Ip ACL+Diffserv work together

	ECS4120EC-77
	Enhance CLI Tech-Support display

	ECS4120EC-108
	[Enhancement] Support"spanning-tree topology change group" feature on ECS4120-28F（only cli）

	ECS4120EC-71
	Radsec(enhancement)

	ECS4120EC-79
	Add RADSEC function configuration via Cloud by enabling it in mgmtd for ECS4120 model


Runtime V1.2.2.33
	ECS4120EC-23
	ECS4120 Series reboots by software watchdog L2MUX_GROUP

（add workaround function）

	ECS4120EC-65
	Add reset the port configuration feature（support CLI and Web）

	ECS4120EC-69
	web support IPV6 Source Guard SIP and SDP mode at same port


	ECS4120EC-75
	After command "no inclusion-vlan", the switch reboot by HW Watchdog due to SW Watchdog hang.

	ECS4120EC-67
	customized opcode to support special option82 circuit format-mib/web

	ECS4120EC-72
	Add IgniteNet cloud management daemon (mgmtd) on 4 selected models:

        ECS4120-28Fv2, ECS4120-28Fv2-I, ECS4120-28T, ECS4120-52T

    To be consistent with current EdgeCore switches line, the Cloud management will be disabled by default. Customers would enable Cloud themselves


Runtime V1.2.2.32
	ECS4120EC-64
	customized opcode to support special option82 circuit format

	ECS4120EC-11
	support IPV6 Source Guard SIP and SDP mode at same port


Runtime V1.2.2.30

	ECS4120EC-18
	rollback VNPT enhance for standalone branch(rollback 4 EPR change ES4528BH2-HPoE-0815-EC-00948 /ES4528BH2-HPoE-0815-EC-00949/ ECS4120EC-1/ECS4120EC-4)


Runtime V1.2.2.27

	ES4528BH2-HPoE-0815-EC-00949
	[Enhancement] Enhance PPPoe IA to Support PPPoe Snooping

	ES4528BH2-HPoE-0815-EC-00946
	[Enhancement] Support DHCPSNP filter-only mode


Loader V0.0.3.1
	ES4528BH2-HPoE-0815-EC-00902
	Switch reverts to the factory default setting when upgrading the opcode(for 0.0.3.0 version)


Runtime V1.2.2.25; Loader V0.0.4.1

	ES4528BH2-HPoE-0815-EC-00927
	[Enhance] AAA TACACS: No system-auto privilege authorization following login authentication.

	ES4528BH2-HPoE-0815-EC-00922
	Enabled both VLAN Trunking and Ingress Filtering, DAI trusted port does not forward unknown-VLAN ARP packets.


Loader V0.0.4.0

	ES4528BH2-HPoE-0815-EC-00893
	[enhance] new flash partition for recovery and runtime partition


Runtime V1.2.2.22; Loader V0.0.3.0 (code base v1.2.2.21)

	ES4528BH2-HPoE-0815-EC-00903
	static IPv6 Source Guard with full IPv6 address display problem.


Runtime V1.2.2.17; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00793
	[Enhancement] Support to download exception log and watchdog log.


Runtime V1.2.2.16; Loader V0.0.3.0
	ECS4120-Stacking-00131


	[Enhancement]Always set IFG to 20 for ingress port rate limit, just make code same as other model

	ES4528BH2-HPoE-0815-EC-00818
	[Enhancement] add the "flooding behavior" command for DHCPSNP

	ES4528BH2-HPoE-0815-EC-00850
	[enhance] IPV6 prefix Guard request in SNMP

	ES4528BH2-HPoE-0815-EC-00868
	[enhance] Add bid 15 for esc4120-28Fv2 based on board id 12


Runtime V1.2.2.15; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00850
	[enhance] IPV6 prefix Guard request in CLI

	ES4528BH2-HPoE-0815-EC-00731
	[Enhance] ERPS with Multiple Instance MIB


Runtime V1.2.2.14; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00840
	[Enhancement] SW WatchDog monitor GVRP_GROUP

	
	


Runtime V1.2.2.13; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00827
	Enter the “break” hotkey then switch will print out the “SysRq” message on terminal..

	ES4528BH2-HPoE-0815-EC-00731
	[Enhance] ERPS with Multiple Instance

	ES4528BH2-HPoE-0815-EC-00643
	[Enhance] SSH: Upgrade SSH to version 7.8p1


Runtime V1.2.2.8; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00733
	[Enhancement] Support sticky mac behavior refinement.


Runtime V1.2.2.7; Loader V0.0.3.0 

	ES4528BH2-HPoE-0815-EC-00800
	[Enhance] DHCP server

	ES4528BH2-HPoE-0815-EC-00792
	[Enhancement] sflow enabled/disabled syslog

	ES4528BH2-HPoE-0815-EC-00791
	[enhance] error coding for QinQ default service MIB

	ES4528BH2-HPoE-0815-EC-00729
	[enhance] remove the setting of /127 Management vlan interface IPv6/v6 support


Runtime V1.2.2.4; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00785
	NTP: support show commands to display more detailed information from NTP daemon

	ES4528BH2-HPoE-0815-EC-00784
	[Enhance] Gets port status to link-down on GPON module insertion, which causes link-up first.

	ES4528BH2-HPoE-0815-EC-00778
	[Enhancement] Porting PortSationMoveAction related codes for sticky mac.

	ES4528BH2-HPoE-0815-EC-00734
	[Enhancement] Extend the characters of remote-id and circuit-id for DHCPSNP option82 and PPPoEIA.

	ES4528BH2-HPoE-0815-EC-00733
	[Enhancement] Support sticky mac.


Runtime V1.2.2.3; Loader V0.0.3.0
	ES4528BH2-HPoE-0815-EC-00704
	[Enhancement] add sw-tx-disable workaround.

	ES4528BH2-HPoE-0815-EC-00763
	[Enhancement] add I2C operation without offset


Runtime V1.2.2.2; Loader V0.0.2.7
	ES4528BH2-HPoE-0815-EC-00740
	[Enhancement] sflow enabled/disabled trap.


Runtime V1.2.2.1; Loader V0.0.2.7
	ES4528BH2-HPoE-0815-EC-00730
	[Enhancement] DUID Type 2 (DUID-EN) Support for DHCPv6 client

	ES4528BH2-HPoE-0815-EC-00729
	[Enhancement] /31 Management vlan interface IPv4 support

	ES4528BH2-HPoE-0815-EC-00727
	[Enhancement] new board id for  ECS4120-28Fv2 /ECS4120-28Fv2-I for Web display

	ES4528BH2-HPoE-0815-EC-00725
	[Enhancement] TransceiverAbsentTrap & TransceiverPresentTrap.

	ES4528BH2-HPoE-0815-EC-00724
	[Enhancementment]ERPS trap.

	ES4528BH2-HPoE-0815-EC-00718
	[Enhancement] Raw data have the mechanism for the bad data bit-flip for uboot

	ES4528BH2-HPoE-0815-EC-00712
	[Enhancement] use enhancement backdoor password

	ES4528BH2-HPoE-0815-EC-00708
	[Enhancement] LLDP IPv6 Support


Runtime V1.0.2.46; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00723
	[Enhancement] ECS4120-28Fv2 instead of ECS4120-28Fv3.

	ES4528BH2-HPoE-0815-EC-00716
	[Enhancement] SFTP

	ES4528BH2-HPoE-0815-EC-00699
	[Enhancement] Add smart pair Web page


Runtime V1.0.2.45; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00710
	[Enhancement] add exception log

	ES4528BH2-HPoE-0815-EC-00707
	[Enhancement] new board id for ECS4120-28Fv3-I.

	ES4528BH2-HPoE-0815-EC-00695
	[Enhancement] Enable the smart pair

	ES4528BH2-HPoE-0815-EC-00694
	[Enhancement]  Enable ERPS for open ring & VLAN excluded/included on ring port

	ES4528BH2-HPoE-0815-EC-00656


	[Enhancement] Dying Gasp on ECS4120-28Fv2 & ECS4120-28Fv2-I

	
	


Runtime V1.0.2.44; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00695
	[Enhancement] Disable the smart pair

	ES4528BH2-HPoE-0815-EC-00694
	[Enhancement]  Disable ERPS for open ring & VLAN excluded/included on ring port


Runtime V1.0.2.42; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00676
	[Enhancement]Force port link-down be detected if rx los interrupt is detected


Runtime V1.0.2.41; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00628
	[Enhancement] Support ERPS for open ring & VLAN excluded/included on ring port


Runtime V1.0.2.40; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00629
	[Enhancement] Support Active/Standby static LAG


Runtime V1.0.2.37; Loader V0.0.2.6
	ES4528BH2-HPoE-0815-EC-00611
	[Enhancement] Use HW watchdog to monitor SW watchdog.


Runtime V1.0.2.36; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00456
	[Enhancement] Maximum number of IGMP snooping group support to 1024.

	ES4528BH2-HPoE-0815-EC-00528
	[Enhancement] Banner support 2048 characters


	ES4528BH2-HPoE-0815-EC-00456
	[Enhancement] Maximum number of IGMP snooping group support to 1024.

	ES4528BH2-HPoE-0815-EC-00528
	[enhanement] Banner support 2048 characters

	ES4528BH2-HPoE-0815-EC-00531
	TACACS accounting:dut didnot suport "show authorization exec"



	ES4528BH2-HPoE-0815-EC-00546
	[Enhancement] ECS4120 support 2.5G transceiver on the 10G uplink port

	ES4528BH2-HPoE-0815-EC-00588
	[Enhancement] Support read Total/Dynamic/Static mac count by SNMP

	ES4528BH2-HPoE-0815-EC-00599
	[Enhancement] unify the design of configuration for jumbo frame


Runtime V1.0.2.34; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00455
	[Enhancement] support accounting of commands..

	
	


Runtime V1.0.2.31; Loader V0.0.2.6

	ES4528BH2-HPoE-0815-EC-00450
	[Enhancement] Add board id 9 for 28Fv2-I


Work as Designed (wAD) eprs:
NA
Known Bugs and Issues:
Any other problems than those listed above should be reported to our Technical Support Staff.

Known RESTRICITIONS AND Limitations:
	1
	Chip limitation

	Support one group for PORT MIRROR, and support one group for RSPAN. PORT MIRROR and RSPAN is mutually exclusive.

	2
	Board limitation
	SFP(ECS4120-28F) model, there is no SFP information from port 1 to port 24.

	3
	Board limitation
	not support sfp-preferred-auto in ECS4120 28F

	4
	Chip limitation
	IGMP group is 255 but ASIC vendor data sheet described is 256 because 1 group is reserved by default.

	5
	Chip limitation
	efm oam remote-loopback test but not receive the loopback test packet when spanning tree status is block.

	6
	Chip limitation
	10G port with ET4502-DAC-5M and 3M link DOWN with 10Gbps, 1M do not have this issue

	7
	HW limitation
	Due to HW limitation, ERPS is work as excepted on ECS4120-28FV2 or ECS4120-28FV2-I for fail recovery time ([ITU-T G.808.1]) for a failure on a ring link shall be less than 50 ms). It can not work on the copper port. It also can not support on the SFP module that do not support the RX Loss signial, and the DAC cable also can not be supported.


	9
	Chip limitation
	Due to ASIC limitation, mac-vlan don't support mask option

	10
	
	The browser need IE 9+, Chrome 54+, Firefox 52+ or Opera 41+ for this case: WEB-1QVLAN: The behavior in deleting VLANs from WEB encounter errors

	11
	Board limitation
	avoid new HW to load the old runtime image that is not supported new board id, (v1.2.2.1 can not download the image version less than v1.0.2.45)

	12
	Board limitation
	Dying gasp HW supported on ECS4120-28Fv2-I (newLayout, stacking) bid 12

	13
	Chip limitation
	Due chip delete cvid range limitation, Selective QinQ cannot support cvid range to port-channel.

	14
	Board limitation
	ECS4120-28Fv2-I 和ECS4120-28Fv2 combo port 23&24 rx los signal not detectable, so power-save-fiber can not work on port 23&24.


Compliance support:
	Compliance Level
	Compliant

	
	


Known Anomalies: None.

IEEE Standards Support:
	Standard
	Title

	IEEE 802.1D
	Transparent Bridging Specifications (ISO/IEC 10038)

	IEEE 802.1p
	Traffic Class Expediting and Dynamic Multicast Filtering

	IEEE 802.1Q
	Virtual Bridged Local Area Networks

	IEEE 802.1w
	Rapid Spanning Tree

	IEEE 802.2    
	Local Area Networks, Logical Link Control (LLC)

	IEEE 802.3    
	CSMA/CD 9 (ISO/IEC 8802-3)

	IEEE 802.3I   
	10Base-T (ISO/IEC 8802-3, clause 14)

	IEEE 802.3u  
	100Base-TX (ISO/IEC 8802-3, clause 25)

	IEEE 802.3x
	Flow Control

	IEEE 802.3z
	1000Base-SX, 1000Base-LX

	IEEE 802.3ab
	1000Base-TX

	IEEE 802.3ac
	VLAN Tag

	IEEE 802.3ad
	Link Aggregation

	IEEE 802.1X
	Port-based Network Access Control


IETF Standards MIB Support:
	RFC No.
	Title
	Groups Supported

	1907
	SNMPv2-MIB (MIB II)
	- system group ( 1-9)

- snmp group (1-6, 8-22, 24-32)

	2011
	IP-MIB (MIB-II)
	- ip group (1-20, 22-23)
- icmp group (1-26)

	2096
	IP FORWARD(MIB-II)
	-ipForwardNumber (1)
- ipCidrRouteNumber (3)
- ipCidrRouteNumber (4)

	2012
	TCP-MIB (MIB-II)
	- tcp group (1-15)(tcpConnTable only support read.)

	2013
	UDP-MIB (MIB-II)
	- udp group (1-5)

	IEEE

802.1X MIB
	IEEE8021-PAE-MIB
	- dot1xPaeSystem (1-2)

- dot1xPaeAuthenticator (1-3)(not support per-port timer setting)

	1493
	Bridge MIB
	- dot1dBase group (1-4)
- dot1dStp group (1-15)
- dot1dTp group (1-4)
- dot1dStatic group (1)

	2863
	Interfaces Evolution MIB (IF-MIB)


	- interface group (1-2) (ifadminStatus not support set to  3(testing))

- ifXTable group (1)
- ifStackTable group (1)(support   

read-only)

	2819
	 RMON MIB
	- statistics group (1)
- history group (1-2)
- alarm group (1)
- event group (1-2)

	2021
	RMON2-MIB
	probeCapabilities (probeConfig 1)
probeSoftwareRev (probeConfig 2) probeHardwareRev (probeConfig 3) probeDateTime (probeConfig 4) probeResetControl (probeConfig 5) probeDownloadFile (probeConfig 6) probeDownloadTFTPServer (probeConfig 7) 
probeDownloadAction (probeConfig 8)
probeDownloadStatus (probeConfig 9)

	2618
	RADIUS MIB
	- radiusAuthClientMIB (1)

	2665
	Etherlike MIB
	- dot3StatsTable group (1-19)

	2737
	Entity MIB
	· entityPhysical group (1-16) 

(support read-only)

	2674
	P-bridge
	- dot1dExtBase group (1-4)
- dot1dPriority group (1,3) 

- dot1dGarp group (1)

	2674
	Q-bridge
	- dot1qBase group (1-5)
- dot1qTp group (1-2)
- dot1qStatic group(1)
- dot1qVlan (1-5) (9-10)

	V-Bridge MIB
	V-Bridge MIB
	- dot1vProtocol group

	3636
	MAU MIB
	· dot3IfMauBasicGroup
· dot3IfMauAutoNegGroup


	2925
	DISMAN-PING-MIB
	pingCtlTable (2)/pingCtlEntry
pingResultsTable (3)/pingResultsEntry pingProbeHistoryTable (4)/pingProbeHistoryEntry

	2925
	DISMAN-TRACEROUTE-MIB
	-traceRouteCtlTable(2)

- traceRouteResultsTable(3) 

- traceRouteProbeHistoryTable(4)

- traceRouteHopsTable(5)

	3636
	MAU MIB
	· dot3IfMauBasicGroup
· dot3IfMauAutoNegGroup

	1612
	DNS Reslover MIB
	· dnsServConfig

· dnsServCounter

· dnsServCounterAuthAns

· dnsServCounterAuthNoNames

· dnsServCounterAuthNoDataResps

· dnsServCounterNonAuthDatas

· dnsServCounterNonAuthNoDatas

· dnsServCounterReferrals

· dnsServCounterErrors

· dnsServCounterRelNames

· dnsServCounterReqRefusals

· dnsServCounterReqUnparses

· dnsServCounterOtherErrors

· dnsServOptCounter

· dnsResMIBObjects

· dnsResConfig

· dnsResCounter

· dnsResCache

· dnsResCacheStatus

· dnsResCacheMaxTTL

· dnsResCacheGoodCaches

· dnsResCacheBadCaches

· dnsResOptCounter

	3411
	SNMP FrameWork
	· snmpFrameworkMIBObjects

	3412


	SNMP MPD MIB
	· snmpMPDMIBObjects

	3413
	SNMP Target MIB
	· snmpTargetObjects

	3413


	SNMP Notify MIB
	· SnmpNotifyObjects

· snmpNotifyTable

· usmMIBObjects

	3414
	SNMP-USER-BASED-SM-MIB
	· UsmMIBObjects (1)


	1612
	DNS Reslover MIB
	· dnsServConfig

· dnsServCounter

· dnsServCounterAuthAns

· dnsServCounterAuthNoNames

· dnsServCounterAuthNoDataResps

· dnsServCounterNonAuthDatas

· dnsServCounterNonAuthNoDatas

· dnsServCounterReferrals

· dnsServCounterErrors

· dnsServCounterRelNames

· dnsServCounterReqRefusals

· dnsServCounterReqUnparses

· dnsServCounterOtherErrors

· dnsServOptCounter

· dnsResMIBObjects

· dnsResConfig

· dnsResCounter

· dnsResCache

· dnsResCacheStatus

· dnsResCacheMaxTTL

· dnsResCacheGoodCaches

· dnsResCacheBadCaches

· dnsResOptCounter

	3411
	SNMP FrameWork
	· snmpFrameworkMIBObjects

	3412


	SNMP MPD MIB
	· snmpMPDMIBObjects

	3413
	SNMP Target MIB
	· snmpTargetObjects

	3413


	SNMP Notify MIB
	· SnmpNotifyObjects

· snmpNotifyTable

· usmMIBObjects

	3415
	SNMP View-Based ACM MIB
	· vacmMIBObjects

· Private MIB

· switchMgt

· portMgt

· trunkMgt

· lacpMgt

· staMgt

· tftpMgt

· restartMgt

· mirrorMgt

· igmpSnoopMgt

· ipMgt

· bcastStormMgt

· vlanMgt

· priorityMgt

· trapDestMgt

· qosMgt

· securityMgt

· sysLogMgt

· lineMgt


	3415
	SNMP View-Based ACM MIB
	· vacmMIBObjects

· Private MIB

· switchMgt

· portMgt

· trunkMgt

· lacpMgt

· staMgt

· tftpMgt

· restartMgt

· mirrorMgt

· igmpSnoopMgt

· ipMgt

· bcastStormMgt

· vlanMgt

· priorityMgt

· trapDestMgt

· qosMgt

· securityMgt

· sysLogMgt

· lineMgt

	3584
	SNMP-COMMUNITY-MIB
	· SnmpCommunityMIBObjects

· (SnmpCommunityTable (1) / snmpCommunityEntry)


ECS4120 SERIES Private Enterprise MIB Support:
	Title
	Version

	ECS4120-Series_202507110000Z
	202507110000Z


SNMP Trap Support:
	RFC No.
	Title

	RFC 1215
	ColdStart (v1)
warmStart (v1)
linkDown  (v1)
linkUp    (v1)
authenticationFailure (v1)

	RFC 1907
	coldStart (v2c)
warmStart (v2c)
authenticationFailure (v2c)

	RFC 2863
	linkDown  (v2c)
linkUp    (v2c)

	RFC 1493
	newRoot (v1)
topologyChange (v1)

	RFC 1757
	risingAlarm (v1)

fallingAlarm (v1)

	RFC 2819
	risingAlarm (v2c)
fallingAlarm (v2c)
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