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1. Installation & Setup

Note:

Following the ecCLOUD update with the SMART NVR function on 2025/08/11, if you
are currently using SMART NVR, please refer to section 1.6 Appendix for detailed
instructions.

If you have not installed Smart NVR, please follow the steps below.

1.1 Setup ICE/NVR Server

Set up Ubuntu 22.04 LTS on a bare-metal device or a virtual machine (VM) that you
plan to use as the NVR and ICE server.

Ensure the system has internet connectivity throughout the installation process.
Note: Ubuntu 22.04 LTS must be installed on an x86-based system. please ensure that
firewall ports 51820 and 443 are open.

Ubuntu 64-bit - VMware Workstation 17 Player (Non-commerdial use only)
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1.2 Apply License

Get a license voucher from the business.

1. Login ecCLOUD

2. Go to Smart NVR Add-ons and Click the SUBSCRIBE/REDEEM button below the
Smart NVR.

ecCLUUD‘ - > Add-ons

Add-ons
Choose a Group... -
All Add-ons (13) hd
Choaose a Site... -
% Dashboard Latest
[ Devices
E Activity ~ - .
»3 \ SMART
Cidprecomm - . N/ NVR
. —c—

Manage

§ Virtual Wireless Expert SD-WAN Gateway Smart NVR
B3 site management
@ User management Enable Aprecomm’s Al Engine, Virtual Subscribe to enable license for Edgecore Subsribe to enable Smart NVR & IP Cam

‘Wireless Expert to perceive and improve SDW series. management.

@ Report management Real Time Customer Wi-Fi Experience. Learn more

Learn more

Licenses & Billing

@ Properties

SUBSCRIBE / REDEEM SUBSCRIBE / REDEEM SUBSCRIBE / REDEEM

W AuthPort v

A& Notifications

3. click on the “ACTIVATE SERVICE” button

> Subscribe Add-on

Subscribe Add-on: Smart NVR
Choose a Group... -

Choose a Site... - License Information I;l

% Dashboard
No Historical Plan
Devices

B Activity

Manage

B Site management

@ User management

© Report manageme.

& Add-ons

B Licenses & Billing

@ Properties N

@ Owner



4. click on the “ADD VOUCHERS” button

ibe Add-on

Subscribe Add-on: Smart NVR

Choose a Group... -

Choose a Site... - Add License

% Dashboard

[£] Devices ADD VOUCHERS

Bt Please contact your distributor or ecwifi@edge-core.com to obtain the voucher.

Manage
B3 Site management

License Information

@ User management
® Report management No Historical Plan
E Add-ons

Licenses & Billing

@ Properties

¥ AuthPort v

&  Notifications

5. Enter the voucher code and click the APPLY button.

Apply vouchers X

Please enter your voucher codes
*Please contact your distributor or Edgecore sales Ito get the voucher code

Code
| ADD

CANCEL



6. Show License Information

e:C'L-CTUb c )1 » Subscribe Add-on

S

Subscribe Add-on: Smart NVR

Choose a Group... -

Choose 2 Site... = Add License

% Dashboard

[£] Devices ADD VOUCHERS

2]
SUETEOL Please contact your distributor or ecwifi@edge-core.com to obtain the voucher.

@ Activity

B2 site management License Information

@ User management

Plan Duration Total Quota Used Quota Expire At

1 Month 1 4] 2025-08-21 (Acti
@ Report management on (Active)

E Add-ons
Licenses & Billing
=@ Pproperties

¥ AuthPort >

& Notifications

7. Go to SMART NVR

> SMART NVR will show License overview on the device information.

t MVR » Dashboard

@ Smart NVR
oepd c Smart NVR

Wit

SMART NVR

% Dashboard

@ IP Cameras

™ Streaming DEVICE INFORMATION
B Activity License Qverview 8 Quota | Valid until 2025-08-21 04:14:15
Cloud cloud_01
Firmware Ubuntu 22.04.5 LTS
Serial Number VNEC25212540
Created on 2025-07-18 14:51 (3 days ago)
Last contact 2025-07-21 18:00 (a minute ago)
Uptime 3 Days 3 hours 5 minutes 37 seconds
System time Maon Jul 21 10:01:48 2025
WAN IP 10.240.0.45
PUBLIC IP 34.80.36.118
USER SET SECURE IP 34.80.36.118
CPU utilization 2%
Memory usage Used: 657MB (total 3662MB)



8. Pop up dialog “Click this button to download package. “ and click OK button

€ PACKAGE DOWNLOAD

9. Click the DOWNLOAD PACKAGE button, then enter the IP address of the VM you
want to use to build the NVR

i@y Smart NVR
A .

5 Dashboard

F 1P cameras

DEVICE INFORMATION

License Overview Quota 8 | Validuntil 2025-07-11 21:5632
Cloud Te

Firmare na

VNEC25244428

20250811 11:26 (18 minutes ago)

System time v
WAN IP niadh

PUBLICIP wadh

USERSETSECUREIP /3 @)

CPU utiization —
Memory usage =

Input Required

Please enter an IP to be used for Secure P

~ SUBMIT CANCEL

» The IP format should be IPv4 address
»  You can change the IP on NVR dashboard
B If WireGuard does not work between NVR, APs and viewer.

B Make sure NVR and AP are placed under the same subnet



CONMECTED | REBOOT €3 PACKAGE DOWNLOAD

Reboot Rename

Change Secure IP




1.3 NVR and ICE Server Package installation and setup

Make sure to perform the installation on Ubuntu 22.04 LTS, either on a bare metal
device or a VM(virtual machine), that you intend to use for the NVR and ICE server.
Internet connectivity is required during the installation process.

Note: Ubuntu 22.04 LTS must be installed on an x86-based system.

Once the environment is ready, please follow the steps below to install the NVR and
ICE server packages.

1. Login ecCloud on your Ubuntu 22.04 LTS device or VM.

2. Go to SMART NVR > PACKAGE DOWNLOAD, and a file named setup.sh will be

downloaded.

VR > Dashboard

< SMART NVR . \ Smart NVR
 Dashboard k‘ o Srecomee A

@ IP Cameras

B Activity © Waiting for d

DEVICE INFORMATION

License Overview Quota 8 | Valid until 2025-06-22 22:17:04
Cloud Test
Firmware n/a
Serial Number VNEC25210263
Created on 2025-05-23 11:47 (a few seconds ago)
Last contact n/a
Uptime n/a
System time n/a
Downloads By Q - P
setupsh
Cpen file
See more



3. Navigate to the DOWNLOAD folder and execute the following command to install.
sudo su
chmod +x setup.sh
./setup.sh

4. Installation and setup for the package is now in progress

Ubuntu 64-bit - VMware Workstation 17 Player (Nen-commerdial use only) - ] %

Player = || - = O

ninal 1

rast@support-virtual-machine: fhome fsupport /Downloads

L R O R N B0 L AR A NN TR SA LR AR AN IAARTESLE . .

P @ = 359PM
BR  Q Seart - B c° [>_ AV ~ G e N RNE

5. Wait for installation to complete
6. Wait for registration to be done
»  If the waiting registration warning disappears on dashboard, the registration

is done

@ Smart NVR R . N

DEVICE INFORMATION

7. Wait for first config sync to be done
»  You can go to activity page to check the sync state

2 minutes ago Change Config Completed Initial configuration was successfully sent to the device.
2025-06-11 16:18



1.4 AP Setup

1. ONVIF Scan support
»  Please ensure the firmware on EAP111 or EAP112 is v12.6.7 or later.
2.  Connect IP cams to LAN ports of AP or SSID configured in “Route to Internet”

mode

Ethernet Settings

Ethernet Port #0 Ethernet Port #1

Network Behavior | Route to Internet v
Network Name  Default local network v
CAPWAP Tunnel Interface  Disable M

ErmEE

NETWORK SETTINGS

Network Behavior = Route to Internet v

Network Name  Default local network v

CAPWAP Tunnel Interface  Disable v
Limit Upload ) OFF
Limit Download ) OFF
Authentication OFF

3. Check whether IP cam is connected to LAN through ARP Table
»  Network status -> ARP table

LOCAL NETWORKS

NAME NETWORK INFO DHCP SERVER MEMBERS

. .2, P;
Default Local Network 12218821 (atic IPY © Enabled all i pport ..l 2.4 G
Netmask: 255.255.255.0

10



»  Check what IP the IP Cam obtained by its MAC

ARP TABLE
IP Address MAC Address Mask Device
10.73.16.182 38:f3ab0bes; 7 * brawan
192.168.2.183 16iad:2bieT:Bebe * br-lan
192.168.2.143 BCB4:01:83:62:00 * br-lan
10.73.1.254 De 1 0ef3:20:06:64 * brastan
192.168.2.186 14:a7:8caf 2f1e w br-lan
192.168.2.132 22:3a:33:B6:C6:25 * br-lan

11



1.5 IP Cam Setup

Take the camera out of the box and install it in a suitable location.
Connect the camera's adapter and make sure it is in standby mode.
Connect the camera to your AP via wired connection (LAN Port).
1. Upgrade BL100 new firmware:

B Download new firmware v0.13:

JP Version:

https://drive.google.com/file/d/1KCrTupTiCG6CxPrta2bqgSIEX 1FK-

m2B/view?usp=sharing

US Version:
https://drive.google.com/file/d/1qskiFOE-FXjHOQXmv-
ouMbrzX6V8XXJX/view?usp=sharing

EU Version:

https://drive.google.com/file/d/1Ye7 Zct359rcZtPbdXUp1ABdOWARfSMW

/view?usp=sharing

B Please perform a firmware upgrade by following the steps below:
There are two methods for performing a firmware upgrade, as described
below:

1. Method 1: SD Card

(1) First, prepare a Micro-SD card and format it to Windows'
default format, "FAT32."

(2) Place the "FWXXXXXX.bin" file onto the SD card.

(3) Insert the SD card into SD Card Slot.

(4) Power on the device.

(5) The device will start firmware upgrade.

(6) After upgrading firmware, remove the SD card from SD Card
Slot.

(7) Delete the firmware files on the SD card.

(8) Insert the SD card into SD Card Slot.

12


https://drive.google.com/file/d/1Ye7_Zct359rcZtPbdXUp1ABdOWARfSMW/view?usp=sharing
https://drive.google.com/file/d/1Ye7_Zct359rcZtPbdXUp1ABdOWARfSMW/view?usp=sharing

2. Method 2: Web GUI

Due to limitations, if your current version is lower than 0.7,

please upgrade to version 0.7 using the SD card method first.
https://drive.google.com/file/d/126FqGemH14RwWfNHzZWFmM11k

ah Lsv8lj/view?usp=sharing

Please follow the steps below to perform the firmware update via

Web GUI:
(1) Click System page

IPCam

0 days, 0 hours, 4 minutes, 19 sec

NT98560 EVB

0.7 (2025-02-07 14:49:22))

Viewsec
Liveview System Information
SD Video
Device
Network Model Name
Video System Up Time
Hardware Ver.
Logs
c & Firmware Ver.
Security
B Network
MAC Address
IP Address
Subnet Mask

Default Gateway

DNS

DO:AEEC:BB:AS:19

10.72.72.183

255.255.0.0

10.72.1.254

8.8.8.8

(2) Popup dialog appears asking for a username and password. The

default value should be admin/'blank’.

Sign in to access this site

Authorization required by http://10.72.22.40:10201
Your connection to this site is not secure

Username | |

Password

m ca nce'

(3) Click Maintenance Page

Viewsec

ideo Manual Syn 2025-06-04
ystem Time Zone (UTC+08:00) Taipei v
Logs
- Apply
tatus

10:55:49

Sync. with computer time


https://drive.google.com/file/d/126FqGemH14RwfNHzZWFm11kah_Lsv81j/view?usp=sharing
https://drive.google.com/file/d/126FqGemH14RwfNHzZWFm11kah_Lsv81j/view?usp=sharing

(4) Click “Choose File”

Viewsec

Liveview
SD Video
Network

Video

Logs

Status

Firmware Upgrade Choase File |uo file chosen

Factory Default Restore
Factory Default Except Network Restore

Format SD Card (FAT32) Format

System Reboot

(5) Please select the firmware file
“IPCam_upg_XXXXXXXXXXXX.zip” to proceed with the update.

.@ Open

A L » Downloads » v (O | Search Downloads

Organize ~ Mesw Tolder

™ Home
A Gallery

» i OneDrive

B Desktop
L Downloads
o Documents

A Fictures

Mame

Today

[} |

X

o

]

= IPCam_upg_ 202505121037

Last week

MohaXterm_Partahle v24.4

* Last manth
* £ virtualRor 7.1.4_setup_aro
" [#] ubuntu-22.04.5-desktop-amdsd

& VirtualBoxPortablesd 7.4 azo

File name: [IFCarm upg 202505121037 = | All Files

I Open

(6) Click “Upload” to upload the firmware.
Important: Ensure that the file “FW98560A.bin” is deleted from
the SD card before proceeding with this step.

Viewsec

Date & Time [EEENERERES

Firmware Upgrade Choose File |IPCam_upg_..05121037.zip
Factory Default .
Factory Default Except Network o

Format SO Card (FAT32)

System Reboot

14

Cancel



(7) Please wait while the device reboots.

Viewsec

Firmware Upgrade

deo Factory Default

Factory Default Except Network

Format 5D Card (FAT32)

System Reboot

Viewsec

Firmware Upgrade

de Factory Default

Factory Default Except Network

A Format 5D Card (FAT32)

System Reboat

Firmware upgrading, please wait for a moment

Choose File | IPCam_upg_..05121037.zip

Restore

Restore

Format

Choose File | IPCam_upg_..05121037.2ip

Hmmm... can't reach this page

10.72.72.183 refused to connect.
Try:

- Search the web for 10 72 72 183

+ Checking the connection

- Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

(8) The firmware update has been successfully completed.

Viewsec
SD Video
Device
Network
Video
System
Logs
Security
Status
Network

15

Model Name IPCam

System Up Time 0 days, 0 hours, T minutes, 11 sec

Hardware Ver. v03

Firmware Ver. 0.10 (2025-05-12 10:35:35)

SDeard Status offline.

MAC Address DO:AE:EC:BB:A8:19

IP Address 10.72.72.183
Subnet Mask 255.255.0.0

Default Gateway ~ 10.72.1.254

DI 8.8.8.8




After upgrade firmware, power the IP camera via 12V DC connection.
Connect the IP camera’s network cable to the LAN port of the AP.
Check Status of LED Indicators:

B Camera activated: Green LED indicator blinking.

B Camera connecting: Red LED indicator blinking.

B Camera successfully connected: Green LED remains solid.
Change account setting

B Username/Password - admin/admin

B ONVIF scan will do multicast under LAN with the account

16



1.6 Appendix

As our ecCLOUD has been updated SMART NVR function on 2025/08/11, if you are
currently using SMART NVR, we recommend performing the following steps:
1. Remove the existing VM.
2. Create a new VM and reinstall the new software package.
(1) Set up Ubuntu 22.04 LTS on a virtual machine (VM) that you plan to use as
the NVR and ICE server.
(2) Ensure the system has internet connectivity throughout the installation
process.
Note: Ubuntu 22.04 LTS must be installed on an x86-based system.
(3) After setup VM, login ecCloud on your Ubuntu 22.04 LTS device or VM.
(4) Go to SMART NVR, click “PACKAGE DOWNLOAD” and, then enter the IP
address of the VM you want to use to build the NVR

& Dashboard

Input Required

Please er
|

v sUBMIT

(5) After setting, a file named “setup.sh” will be downloaded.

Downloads B Qe i})

setupsh
Open file

See more

17



(6) Navigate to the DOWNLOAD folder and execute the following command to
install on NVR Server.
> sudo su
> chmod +x setup.sh
> ./setup.sh
(7) Installation and setup for the package is now in progress

Ubunitu 64-bit - WMware Waorkstation 17 Player (Non-commerdial use only) - a ®

Payer | - & )

75 11 15:59

root@support-virtual-machine: fhome fsupport /Downloads

359PM
B  Q Search - c.@ [>_ AV ~E e N RNE

(8) After installation to complete, please confirm whether the Smart NVR server
status is active (running).

> sudo systemctl status mgmtd

@ mgmtd.service - ecCloud Management Daemon (mgmtd)
Loaded: loaded (/lib/systemd/system/mgmtd.service; e vendor preset:
acti (runn ) since Wed 2025-07-30 01:4 G Imin 2s ago
1588 (run-mgmtd.sh)
(Llimit: 9196)

: /system.slice/mgmtd.service
081508 /bin/sh /usr/sbin/run-mgmtd.sh
01575 Jusr/sbin/mgmtd -s

114 jeff-Nexstgo-NX101 mgmtd 30 8
114 jeff-Nexstgo-NX101 mgmtd : update_time : failed ny of the hosts
115 jeff-Nexstgo-NX101 mgmtd : H > s RUNNING

115 jeff-Nexstgo-NX101 mgmtd 3 G: check, running
jeff-Nexstgo-NX101 mgmtd 3 | G: checkAckHook: ack received
jeff-Nexstgo-NX101 mgmtd : TASK CONFIG: checkAck: ack received, closing task
jeff-Nexstgo-NX101 run-mgmtd.sh : No LSB modules are available.
jeff-Nexstgo-NX101 mgmtd : TASK_MANAGE_DEVICE UPDATE: start and confirm task

140 jeff-Nexstgo-NX101 mgmtd 3 MANAGE _DEVICE UPDATE: parse list

146 jeff-Nexstgo-NX101 mgmtd : TASK MANAGE DEVICE UPDATE: send the results

18



(9) Since the previous SMART NVR service was not terminated before reinstalling
SMART NVR, the status will display:
Code: 21 Error: Serial number found, but device is already registered.
mgmtd status set to REG_FAILED

$¢This message is normal and nothing to worry about; you can safely ignore

ement Daemon (mgmt
md/system i rvice; 3 ndor preset: er
ince Thu 310 : uTC ago

.slice/mgmtd.service
/bin/sh fusr/s run-mgmtd.sh
52 Jusr/sbin/mgmtd -s

4 jeff-Nexstgo-NX101 mgmtd : plugin-task: entry for tasks exists: true
4 jeff-Nexstgo-NX101 mgmtd
NX191 mgmtd
4 jeff-Nexstgo-NX101 mgmtd
4 jeff-Nexstgo-NX101 mgmtd
4 jeff-Nexstgo-NX101 mgmtd
4 jeff-Nexstgo-NX101 mgmtd
4 jeff-Nex: NX191 mgmtd
4 jeff-Nexstgo-NX101 mgmtd
4 jeff-Nexstgo-NX101 mgmtd mgmtd
f-Nexstgo-NX101: /home/jeff/Downloads/smartNVR# I

(10) Go to SMART NVR, after completing the installation, you will see that

duplicate registration has been triggered.

(12) Click “let me take care of it now”

(12) Select use the device's cloud config and click submit

Action is Required

19



(13) Wait until the Smart NVR status changes to “Connected” and the registration

is done.

I R > Dashboard

< SMART NVR ; Smart NVR
@' Smart NVR

£i Dashboard

) | REROOT | &8 PACKAGE DOWNLOAD & & ONLINE 40

P IPCameras

= Streaming DEVICE INFORMATION
@ Tunnel Management License Overview &Quota | Valid until 2025-09-04 04:02:29
Cloud s €
) L5 Firmware Ubuntu 22.04.5 LTS
Serial Number VNEC25212540
Created an 20250724 11:26 (18 days ag0)
Last contact 2025-08-1114:53 (2 minute ago)
Uptime 18 Days 3 hours 31 minutes 49 seconds
System time Mon AUg 11 06:54:55 2025
WAN IP 10.240.0,14
PUBLIC IP 35.229.228.139
USERSETSECUREIP  35.229.228.139
CPU utilization %
Memory usage Used: 709MB (total 3662M18)

© Administrator

(14) Go to chapter 2 to setting SMART NVR
3. EAP112 Upgrade firmware to v12.6.7
4. |IP Cam firmware upgrade to v0.13 and later

5. i0S APP version update to v0.40 and later

20



2. SMART NVR Settings

2.1 Scan IP Cam

1
2
3.
4

Login ecCLOUD
Go to SMART NVR > [P Cameras

Make sure IP Camera successfully connected: Green LED remains solid.

Click “SCAN IP CAMS” button

e:[Lpltl\D?‘ - > IP Cameras

< SMART NVR
Manage IP Cameras @

% Dashboard

@ IP Cameras (¥ REFRESH = FILTER I cusTomize

= Streaming a o NAME MAC W COUNTRY AP
€ Tunnel Management No data to display.

Activity

A notification message will appear.

Scan IP Cam Confirmation

Please review the following, then select Confirm to continue:

1. The ONVIF scan task will time out after 10 minutes.

ADVANCED FEATURES

Rows per page: 25 ~

2. Only the Owner/Administrator can Scan, Upgrade, Edit, or Delete IP Cams.

3. The maximum number of managed IP Cams is 256.

4. The number of streaming IP Cams is based on your license plan.

21

CONFIRM

+ SCAN IP CAMS

UPDATED AT

0-00f 0




Please ensure that the IP Cam username and password match the credentials

configured in the Cloud.

Proceed with IP Cam Scanning X

Enter the IP Cam Username and Password, then click Scan.
The scan runs on the APs and may take a few minutes.

Username *
admin

Password * I

radmiri

BACK SCAN

5. The ONVIF Scan task will be processed on each AP that supports ONVIF Scan

i Dashboard

rf“‘)
eccloup) NVR > IP Cameras

SMART NVR

@ ONVIF Scan tasks were started on devices, You can X
maonitor task status on the Maintenance tab of the
Activity page.

Manage IP Cameras @

IP Cameras (¥ REFRESH = FILTER 111 cusToMmIZE

Streaming o o NAME MAC FW COUNTRY AP ADVANCED FEATURES UPDATED AT
Tunnel Management No data to display.

Activity Rows perpage: 25 ¥ 0-0of0

Check the task status on Activity page

> smart NVR > Activity

SMARTNVR ( S\ Smart NVR
% Dashboard 7 SR CONNECTED ~ REBOOT & PACKAGE DOWNLOAD L2 & ONLINE A 0
@ IP Cameras
Activity
= Streaming
© Tunnel Management All Alerts Maintenance System
B Activity
z T
DATE TYPE STATUS DETAILS
aminute ago ONVIF Scan Running 3 succeeded (75%), 1 running (25%)
2025-08-11 1531 Created by Jhih-Fu Tsao.

22



6. Wait for ONVIF Scan task to be done.

VR > Activity

< SMART NVR . \ Smart NVR
% Dashboard & Smanie ONNI REBOOT | @B PACKAGE DOWNLOAD v @ONLINE A0
@ IP Cameras
Activity
™ Streaming
O Tunnel Management All Alerts Maintenance System
Activity
o T
DATE TYPE STATUS DETAILS
a few seconds ago Managed Device Completed 1P Cam list was successfully updated on the device
2025-08-11 15133 Update
aminute age Collect ONVIF Scan Completed Updated the Smart NVR IP Cam list and completed Secure setting assignments to
2025-08-11 15:33 APs. (Check AP setting status in Activity at the cloud level)

1P Cam be updated: 0
IP Cam be added: 1

2% If the Smart NVR is unable to scan or detect IP cameras, please try the following
methods:
A. Reboot the IP Camera.
B. Check the network cable of the IP camera.
C. Check the IP address of the IP camera.
D. Use the AP to ping the camera’s IP address to verify network
connectivity.
7. Go to SMART NVR > IP Cameras page, SMART NVR will display IP Cam status and

version on the IP Cam list.

5

» -~
ecCloup) ouc > Smart NVR > IP Cameras Q = [0 A v @&~ e -

< SMART NVR

Manage IP Cameras @ + SCAN IP CAMS
% Dashboard
@ IP Cameras C REFRESH = FILTER 11l customize
= Streaming 0O O nName MAC Fw COUNTRY AP ADVANCED FEATURES UPDATED AT
& Tunnel Management 4 tes ag
o o ® nfa | VIEW/EDIT 24:86:25:30:02:00 0.13b (2025-08-06 16:39:33)  JP @ EAP112-POC X ,v.";,n‘h.f?f??.%

& Activity
Rows per page: 25 ~ 1-10f1

23




2.2 IP Cam firmware upgrade on SMART NVR

SMART NVR provides the IP Cam firmware upgrade function. If needed, please refer
to the following steps.

1. Selects the IP Cam that he wants to upgrade

Manage IP Cameras @ + SCANIP CAMS
L2 AcTions (G REFRESH = FILTER Il customize
B O nNaMmE MAC FW  COUNTRY AP ADVANCED FEATURES ~ UPDATED AT
A - q 3 months ago
™ J n/a VIEW/EDIT d0:ae:ecbb:ag:13 n/a P () Random Device 4927 0 X
& © asechba ! © ! 2025-05-15 06:55
y ) . 3 months ago
o viewcam VIEW/EDIT d0:aetectbb:a8:12 0.11.0 US (O Random Device 4908 0 X &
2025-05-15 06:55
c ) 3 month
O O  camera 0l(wired) | VIEW/EDIT |  dO:aeiechbias:19 0.11.0 EU O Random Device 4908 0 X months ago
2025-05-13 07:02
. ) 3 month
00 O camera 0i(Halow) | VIEW/EDIT |  f8:54:f6:42:d5:61 0.11.0 US ) Random Device 4908 0 X months 4go
2025-05-13 05:48
Rows per page: 25 ~ 1-40f4

2. Select “Upgrade IP Cam”in ACTIONS

Manage IP Cameras @

L acrions  C REFRESH == FILTER i cu
Feature Settings MAC
Upgrade IP Cam

VIEW/EDIT d0:ae:ect
Delete IP Cam
V] > viewcam VIEW/EDIT d0:ae:ec:t

3. User selects the firmware version of IP Cam that he wants to upgrade to

|P Camera Firmware Upgrade

Step 1: Select Fws to upgrade

( REFRESH

FW VERSION SUPPORT COUNTRIES

0.12.0 US/JP/EU

Rows per page: 25 ~




4. List whether each IP camera can be upgraded. If it cannot be upgraded, describe

the reason.

IP Camera Firmware Upgrade

Step 2: Final fw upgrade

UPGRADE? DEVICE NAME MAC CURRENT FW COUNTRY REASON

(<] n/a dO:ae:ec:bb:a8:13 n/a P Could not get fw version from the device
v viewcam do:aeieccbb:agi 2 us

Rows per page: 25 ~

START UPGRADE

5. Cloud will send the task by each country firmware to AP to do IP Cam firmware
upgrades.

6. User can see the task status of IP Cams on the activity page

3 hours ago Managed Device Firmware Upgrade  Failed 1 failed (100%)

2025-08-08 10:12 Created by Jhih-Fu Tsao.
task.status_ CAM_FW_UPGRADE_COMPLETED
Version 0.13.0

4 hours ago Managed Device Firmware Upgrade ~ Completed 1 succeeded (100%)

2025-08-08 09:54 Created by Jhih-Fu Tsao.
task.status_CAM_FW_UPGRADE_COMPLETED
Version 0.13.0

® Smart NVR level/cloud level - Display the task status of all IP Cams that user
selected

® Device level - Display the task status of IP Cams that user selected and it is
connected to specific AP

® After clicking the status, the details status will display on the cloud.

task.status_CAM_FW_UPGRADE_COMPLETED
Version 0.13.0

Task completed on one device:

Device MAC Address Status Message 1 succeeded (100%)

Created by Jhih-Fu Tsao.

task.status CAM_FW_UPGRADE COMPLETED
Version 0.13.0

LAN-BL100-Test 24:86:25:30:02:00 Update successful
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® \When AP finishes the task
B [f all IP Cams do the firmware upgrade
€ If all fail > the task status will be failed

Q
-«

DATE TYPE STATUS DETAILS
18 minutes ago Managed Device Firmware Upgrade  Failed ailed (10(
2025-08-08 13:30 Created by Jhih-Fu Tsao.

task.status_CAM_FW_UPGRADE_COMPLETED
Version 0.13.0

€ else > the task status will be completed
® [f the IP Cam does not have a name, the device name on the activity will be
n/a.
7. Cloud receives the firmware upgrade status of IP Cam from AP
8. If IP Cam upgrades fail, AP will upload the steps checking log to the cloud.
It will be added to the failed status message, then user can download it to check
out.

Task failed on one device:

DETAILS
Device MAC Address Status Message
1 failed (100%)
LAN-BL100-Test 24:86:25:30:02:00 Firmware update timed out Created by Jhih-Fu Tsao.
@Download troubleshooting task.status_CAM_FW_UPGRADE_COMPLETED
file Version 0.13.0



2.3 Streaming

This feature allows users to view the livestream of specified IP Cameras on ecCLOUD

after installing the certificates.
%¢ The following steps use the Windows platform + Web Browser (Microsoft

Edge/Google Chrome) as an example.
1. Go to SMART NVR > IP Cameras

5

D -~
Q =0 & ve @~ O~

ecCLOUD o U > Sm VR > IP Cameras

SMART NVR
+ SCAN IP CAMS

Manage IP Cameras @

% Dashboard
T IP Cameras C REFRESH = FILTER 11l customize
= Streaming O O nName MAC FW COUNTRY AP ADVANCED FEATURES UPDATED AT
€ Tunnel Management 4 minutes ago
& O ® ra VEwsDT| 24:86:25:30:02:00 0.13b(2025-08-06 16:39:33) JP @ EAP112-POC X S0zt 0n :' o
B Activity
Rows per page: 25 ¥ 1-10f1

2. Click ACTIONS > Feature Settings

Manage IP Cameras @ + SCAN IP CAMS

O ACTIONS C| REFRESH = FILTER I} cusTomizE

Featune Settings MAC FW COUNTRY AP ADVANCED FEATURES ~ UPDATED AT

3 minutes ago
] 8

Upgrade IP Cam
[VIEW/EDIT 24:86:25:30:02:00 0.13b (2025-08-06 16:39:33) P @ EAP112-POC ) N
2025-08-11 17:39

Delete IP Cam

Rows per page: 25 ¥ 1-10f 1

3. Apply Advanced Features and click “CONFIRM” button

Change Feature Settings X
Are you sure you want to Apply Advanced Features to the selected devices?

Enabling advanced features will allow you to view real-time streaming and access

additional functionalities.
CANCEL CONFIRM

4. Change to Monitor mode with Advanced Features

+ SCAN IP CAMS

Manage IP Cameras @

C REFRESH T FILTER 1 cusTomizE
O  NaME MAC AP ADVANCED FEATURES UPDATED AT ¥
D lanpcam EDT | 24:86:25:30:01:99 @ demo_EAP112 - i‘ddff‘j; o
Rows per page: 10 ~ 1-10f1
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Go to SMART NVR > Streaming
If the Smart NVR license has been activated, a prompt will appear: Streaming
Unavailable- Possible Causes”

Click “Download certificate” button

Streaming

@ streaming Unavailable - Possible Causes

If the Smart NVR license has not been activated, a prompt will appear:
"No available license for advanced features. Please go to the Add-ons page to
activate or update your license."

< SMART NVR
Streaming
B Dashboard
® 1P Comeras L B
= Streaming
O Tun M, t

7. Go to Downloads folder and will see the certificate file(.pem).

Downloads P Qe
| rootCA_1752821918436.pem |
Open file
See more

8. Rename the file extension from “pem” to “crt”.

& -> ap (&} J > ThisPC > LocalDisk(C) > Users > accuser > Downloads >

&) New - pd @ @D = W N Sort ~ = View -
Pictures Name Date modified Type Size
&) Music ~ Today )
n Videos | | D rootCA 1752821918436.pem 7/22/2025 2:49 PM PEM File 2 KB ‘l
< - ™ G J > ThisPC > LocalDisk(C) > Users > accuser > Downloads >
® New ~ % 0 @) = W T sort = View v
Pictures Name Date modified Type Size
& Music * Today
9 Videos || » rootCA 1752821918436 7/22/2025 2:49 PM Security Certificate 2 KBI



9. Double click the crt file.

< = I C (D » ThisPC > Local Disk(C) > Users > accuser > Downloads >
® New v % © @&D = T Tl Sort ~ = View ~ cee
Pictures » Name Date modified Type Size
@ Music » * Today
9 Videos » | 5 rootCA 1752821918436 7/22/2025 2:49 PM Security Certificate 2 KBI

10. Pop up the dialog and click Open button to open the file.

Open File - Security Warning X
Do you want to open this file?

Name: ..ers\accuser\Downloads\rootCA_1752821918436.crt
Publisher: Unknown Publisher

A

Type: Security Certificate
From: C\Users\accuser\Downloads\rootCA 17528219184...

@ Always ask before opening this file

While files from the Internet can be useful, this file type can
potentially harm your computer. If you do not trust the source, do
not open this software. What's the risk?

11. Click the “Install certificate” button.
b a Certificate X

| General Details Certification Path

| R Certificate Information

+ All issuance policies

This certificate is intended for the following purpose(s):
» All application policies
|

Issued to: SmartNVR Root CA - 281474976843087 -
1752821918204

Issued by: SmartMVR Root CA - 281474976843087 -
1752821918204

Vvalid from 7/18/2025 to 7/18/2045

Install Certificate... || Issuer State
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12. Select “Current user” and click Next button

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
© Current User

(O Local Machine

To continue, dick Next.

Cancel

13. Select “Place all certificates in the following store” and click Browse button

X

& £# Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

© Place all certificates in the following store

Certificate store:

Browse...

Cancel
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14. Select “Trusted Root Certification Authorities” and click OK button

Select Certificate Store X

Select the certificate store you want to use.

| Personal
il Trusted Root Certification Authorities |
~ | Enterprise 1rust

| Intermediate Certification Authorities

.| Trusted Publishers

1 1 Intretad Cartifiratec

() Show physical stores

Cance

15. Make sure Certificate Store: “Trusted Root Certification Authorities” and click

Next button

€ £¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

© Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities
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16. Completing the Certificate Import Wizard and click Finish button

X

€ £ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedified the following settings:

(ol G Da L IR Trusted Root Certification Authorities

Content Certificate

Finish Cancel

17. Pop up “The import was successful” dialog and click OK button

| s Import Wizard X

o The import was successful.

18. Go to SMART NVR > Streaming and will see the streaming video

< SMART NVR

% Dashboard

Streaming

@ 1P Cameras

® Streaming

o Activity

hal
00:d6:cb:b7:91:bf

na
d0:aeechb:ag:19
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2.4 Tunnel Management

This feature allows creating a WireGuard configuration for the viewer.
1. Go to SMART NVR > Tunnel Management

Only the owner/administrator can see the page.

{_/—\
e:CLgu_rD - > > Tunnel Management Q

< SMART NVR

2§ Dashboard

Tunnels are used to establish a secure connection between devices and the Smart NVR.
@ IP Cameras ‘You can create multiple tunnel configurations for different applications and revoke them at any time as needed.

= Streaming

C REFRESH 111 cusToMmIZE

O ADDRESS CREATED BY CREATED ON CONF

No data to display.

Rows per page: 25 ~ 0-00f 0

2. When the user clicks the create Tunnel Config button, it will provide a
WireGuard setting for the user.
Enter Note and Click “SAVE” button.

Conf Settings

Copy the tunnel configuration below and use it on your device.

[Interface]

Address=192.168.254.25/23
PrivateKey=qBjlvghUVssa3w/YUAyCH2Y3PNUSw4N1ux48CLejEQY=
ListenPort=e

[Peer]

PresharedKey=2MDToB! valoPOgTIP4dkwX:
PublicKey=L3npyUtBXSNeEytRAy1Q15M8+IdPAVFtE6WA0aRLWK=
AllowedIPs=192.168.254.1/23

PersistentKeepalive=30

Endpoint=35.229.228.139:51820

Note
[- Test

3. It will show the tunnel clients that user created on the page.

< SMART NVR

Manage Tunnels + CREATE TUNNEL CONFIG

% Dashboard

Tunnels are used to establish a secure connection between devices and the Smart NVR.
@ 1P Cameras You can create multiple tunnel configurations for different applications and revoke them at any time as needed

= Streaming

c REFRESH 100 cusTomIZE ea
€ Tunnel Management
[0 ADDRESS CREATED BY CREATED ON - CONF
B Activity i ; |
—p est@acconcom 0250808 1750 A
Rows per page: 25 ¥ 141 0f 1
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4. Click the “VIEW/EDIT” Button, user can see the conf and edit note.

Conf Settings

Copy the tunnel configuration below and use it on your device.

[Interface]

Address=192.168.254.29/23

PrivateKey=+KWoMk 1@UepGoGRGDANUONO/W/KEizHXIN1fYpInm2w=
ListenPort=0

[Peer]
PresharedKey=2MDToBHAWqsH3XgH2DBwaloPOgTIP4dkwX18YAGOMP4=
PublicKey=L3npyUtBXSNeEytR4y1Q1SM8+1dP4vFtjE6we0aRLwk=
AllowedIPs=192.168.254.1/23

PersistentKeepalive=30

Endpoint=35.229.228.139:51820

Note
[-Test

® User can search by address, note, and created user’s name/email.

® User can delete the tunnel client if he no longer needs to use.

Manage Tunnels + CREATE TUNNEL CONFIG
Tunnels are used to establish a secure connection between devices and the Smart NVR
You can create multiple tunnel configurations for different applications and revoke them at any time as needed,
¥ AcTioNs | REFRESH 11 cusTomize
Delete ypess CREATED BY CREATED ON < CONF
_192168.254‘26 Jhihfu Tsao 6 minutes ag‘o VIEW/EDIT
Test-IP Cam test@accton.com 2025-08-0917:30
Rows per page: 25 ¥ 1-10f1
5. Go to SMART NVR > |P cameras page
. « ” g . .
6. Clicks “VIEW/EDIT”, display IP Cam information.
Manage IP Cameras @ + SCAN IP CAMS
% Dashboard
@ IP Cameras C REFRESH T FILTER Il cusTomize search
= Streaming [m} [e] NAME MAC FwW COUNTRY AP ADVANCED FEATURES UPDATED AT
© TunnelManagement [ [T 3 minutes ago
O ® e o 24:86:25:30:02:00 0.13b (2025-08-06 16:39:33) JP ® EAP112-Bemap X 2025.08.09 17:37
Activity
Rows per page: 25 ¥ 1-10r1

7. Display the tunnel URL of IP Cam (Note: the user should build the tunnel first).

IP Cam Information

Tunnel URL:
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3. APP installation and connecting to IP

Cam

Due that the APP hasn’t been officially released, download/install the APP in testflight
(Join the ecCLOUD beta) on your iPhone. Currently only supported with iOS.

1. After install app, please How to switch ecCLOUD platform
A. Click the top right corner of the APP about 5 times

1307 e

B. Switch cloud window will pop up

14T b 12

Sorer Domiasn
Hgratenal oo

Changs

2. Login using your ecCLOUD account
3. Goto the cloud that Smart NVR has been enabled
»  After logging in, you will see the cloud list. Please select the corresponding

cloud that contains the Smart NVR.
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https://testflight.apple.com/join/rMmj6WCD

4.

3N =5

Clouds

Accton \

MMT

Go to IP cam list

®

NETWORKS

A. Goto SmartNVR and IP cam list will be shown

B. Action buttons from left to right

Configuration, video download and RTSP stream

a. Go to Smart NVR, then you will see IP Cam list.

Accton

b. action buttons (from left to right)

configuration, live, video download, and RTSP stream

€ ectan
Smart NVR
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»  Click the “Configuration” icon; the settings will be displayed.

10:24 & » 7T @
Configuration x

Viewsec

Liveview
SD Video
Network
Video
System
Logs
Security

Status

System Information

Device
Model Name IPCam

System Up Time 1 days, 16 hours,

Hardware Ver. v00
Firmware Ver. 0.13b (2025-08-1
SDcard Status online.

»  Click the “Download” icon; the video download will be displayed.

10:248 > 7 @

Download X

SD Video Recording

Recording duration

Duration: min
Stop Rec

Search from time

Start from:

Aug 11, 2025 at 10:24 AM

End to:
Aug 11, 2026 at 10:24 AM

Search

Video List
2023-01-01/

2022.01-N21
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»  Click the “Video” icon; the RTSP stream will be displayed.

10:25 > @

¢ RTSP X

Sub Stream Main Stream

5. Check NVR info
A. Click “Device INFO”

B. Information window will pop up

a. Click "Device INFO" b. information window will pop up

< ecton

Smart NVR

o
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4. Connect from Windows PC to IP

Camera via Wireguard

The new release on ecCLOUD, and supported two features:

1. In ecCLOUD, show the private IP address (and port) of the camera.

2. In ecCLOUD, allow user to create Wireguard tunnel for specific client
device.

By these two features, it can achieve this usage scenario:

1. In ecCLOUD, create a Wireguard tunnel, it will generate the profile
configuration of the Wireguard tunnel.
In the Windows device, copy & paste the configuration.
Then the Windows device will be able to connect to ICE/NVR server by
Wireguard tunnel with a pre-defined IP address.

4. By checking the private IP address of the camera, the user is able to access

the camera by the Wireguard tunnel.

Please follow the steps below to use this feature:
1. Install Wireguard software on Windows device
2. Go to SMART NVR > Tunnel Management
3. Click tunnel config “VIEW/EDIT” button

Manage Tunnels + CREATE TUNNEL CONFIG

% Dashboard

Tunnels are used to establish a secure connection between devices and the Smart NVR.
@ IP Cameras You can create multiple tunnel configurations for different applications and revoke them at any time as needed

= Streaming

(C REFRESH 111 cusToMIZE
€ Tunnel Management
[0 ADDRESS CREATED BY CREATED ON CONF
B Activity
192.168.254.29 Jhih-Fu Tsao S hours ago VIEW/EDIT

m]

Test test@accton.com 2025-08-09 18:51

Rows per page: 25 ¥ 1-10f1

4. Copy the tunnel config on the Tunnel Management page

Conf Settings

Copy the tunnel configuration below and use it on your device.

[Interface]




5. Open Notepad and Paste tunnel config to Notepad

E  (nterface] . o

File Edit View Hv =~ B 1 @ #

[Interface]

Address=192.168.254.26/23
PrivateKey=QOUFssu+@pxQmWEVCDTQvpBmzyx3NHIW3Ws XX9LO5UY=
ListenPort=e

[Peer]

PresharedKey=2MDToBHAWgsH3XgH2DBwaloPOg TIP4dkwX10YAGOMPA=
PublicKey=L3npyUtBXSNeEytRAy1Q1SM8+IdPAvFtjE6WA0aRLwk=
AllowedIPs=192.168.254.1/23

PersistentKeepalive=38

Endpoint=35.229.228.139:51820

Ln1, Col 30 308 characters Plain text 00% Windows (CRLF)

UTF-8

6. Save as a xxx.conf file
7. Open WireGuard

(’. WireGuard —

Tunnels Log

Import tunnel(s) from file

m= Add Tunnel ~ ‘ X‘ a=

e rerre AN T A A LA N ATIE C AT TS e 1T LA TEAue A 11Nt
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8. Click Add Tunnel and load the conf file

('.) Import tunnel(s) from file x K
4N « Progr.. » WireGuard v G Search WireGuard »r
Organize ~ New folder =~ [ e
u20 MM Name Date modified
edx_service_042! Data 6/19/2025 2:43 PM
EAP112 D test.conf 8/9/2025 6:55 PM
WireGuard
~ [l This PC

> i Local Disk (C)

> == New Volume ([

v e A

File name: ‘test.conf ~ | Configuration Files (*.zip, *.conf ~

Open Cancel

=

—

9. Click Activate button to open the link connection

€) WireGuard — O X

Tunnels Log

[ test Interface: test

Status: Inactive
| Public key: mOtugy+xACONS53i4LL4FfpM2xnwch9HtclOkAglacWy =
Addresses:  192.168.254.29/23

Public key:  L3npyUtBXSNeEytR4y1Q1SM8+)dP4vFE6w0OaRLwk=

Peer

Preshared key: enabled
Allowed IPs:  192.168.254.1/23
Endpoint:  35.229.228.139:51820

Persistent keepalive: 30

== Add Tunnel ~ | X| =] Edit
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10. Windows is able to connect to the ICE/NVR server.

| 9 WireGuard — [m] X

| Tunnels Log

@ test Interface: test

Status: '@ Active

Public key:  mOtugy+xACONS53i4LL4FfpM2xnwecbIHtcl OkAglacWy=
Listen port: 58257
Addresses:  192.168.254.29/23

Deactivate

Peer

Public key:  13npyUtBXSNeFytR4y1Q15SM8+JdP4vFtjEew00aRlwk=
Preshared key: enabled
Allowed IPs:  192.168.254.0/23
Endpoint:  35.229.228.139:51820
Persistent keepalive: 30
Latest handshake: 8 seconds ago

Transfer: 124 B received, 2.55 KiB sent

== Add Tunnel ~ ‘ X‘ = Edit

11. Go to SMART NVR > IP Cameras page on ecCLOUD
12. Click “VIEW/EDIT” button on the IP Cam that you want to check

Manage IP Cameras @ + SCAN IP CAMS

%i Dashboard

@ IP Cameras (3 REFRESH = FILTER 110 cusTomize
= Streaming ] (o] NAME MAC Fw COUNTRYAP ADVANCED FEATURES UPDATED AT
& Tunnel Management 3 minutes ago
5 o ® LAN-BL1QO0f VIEW/EDIT 24:86:25:30:02:00 0.13b (2025-08-06 16:39:33) JP @ EAP112-Bemap X - . & .
2025-08-09 17:37
@ Activity

Rows per page: 25 ~ 1-10f1

13. Copy its tunnel URL to the new tab of the browser

IP Cam Information

i )

Enter or update the P camera name. Only the Owner or Administrator can edit this field.

SAVE
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14. Paste the URL into a new browser tab. The IP Cam web GUI will appear.

C A\ Not secure

192.168.254.31:10201

Viewsec

Liveview
SD Video
Network
Video
System
Logs
Security

Status

System Information

Device
Model Name

System Up Time
Hardware Ver.
Firmware Ver.

SDcard Status

Network
MAC Address

IP Address

Subnet Mask

IPCam

0 days, 5 hours, 30 minutes, 14 sec

v00

0.13b (2025-08-06 16:39:33)

online.

24:86:25:30:02:00

192.168.20.123

255.255.255.0

15. Click “Liveview” in the IP Cam web GUI. The live stream will appear.

2\ Not secure

1921

Viewsec

Liveview
SD Video
Network
Video
System
Logs
Security

Status

Video Livestream
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5. Access the IP camera at the camera site
via HTTP from a PC connected to the
LAN of the viewer site’s EAP112

The SMART NVR also provide an alternative method in which WireGuard is not

necessary for Windows PC.

The EAP112 installed at the viewer site already supports connecting to

WireGuard, eliminating the need for a Windows-based WireGuard connection.

The network topology is shown below.

192.168.254.1/23
Smart NVR
ecCLOUD
Internet VVPN2
VPN1 —
Camera Site Router Router
WireGuard setting | WireGuard setting |
192.168.254.38 192.168.254.29
EAP112 EAP112
192.168.20.123
http://192.168.254.38:10201
BL100 PC
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The release on ecCLOUD and supported two features:

1.
2.

In ecCLOUD, show the private IP address (and port) of the camera.
In ecCLOUD, allow user to create Wireguard tunnel for specific client

device.

By the new features, it can achieve this usage scenario:

1.  Windows PC connected to the LAN of the viewer site’s EAP112

2. In ecCLOUD, create a WireGuard tunnel. This will generate the profile
configuration for the WireGuard tunnel.

3. Based on the tunnel configuration (WireGuard setting) information on
ecCLOUD, create the VPN settings on the viewer site’s EAP112.

4. Then the Windows PC will be able to connect to NVR server by Wireguard
tunnel with a pre-defined IP address.

5. By checking the private IP address of the camera, the user is able to access

the camera by the Wireguard tunnel.

Please follow the steps below to use this feature:
1. Go to SMART NVR > Tunnel Management
2. Click tunnel config “VIEW/EDIT” button

< SMART NVR

%3 Dashboard

Manage Tunnels + CREATE TUNNEL CONFIG

een devices and the Smart NVR.
nt applications and revoke them at any time as needed

sed to establish a secure connecti
e multiple tunnel configurations for di

@ IP Cameras You

= streaming

C' REFRESH 101 cusTomize

O Tunnel Management

[0 ADDRESS CREATED BY CREATED ON CONF

@ Activity
Jhih-Fu Tsao

5 hours ago
test@accton.com 1

192.168.254.29
O 025-08-09 18:51

VIEW/EDIT

Rows perpage: 25 ~ 1101

3. Get the tunnel configuration data.

Conf Settings

Copy the tunnel configuration below and use it on your device.

PresharedKey=2MDToBHAwWqsH3XgH2DBwaloPOg TIP4dkwX10YAGOMP4=
PublicKkey=L3npyUtBXSNeEytR4y1Q1SM8+1dP4vFtjE6we0aRLwk=
AllowedIPs=192.168.254.1/23
PersistentKeepalive=3@
Endpoint=35.229.228.139:5182

G

Note

Test

CLOSE

SAVE
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4.
5.
6.
7.

@ DASHBOARD

NETWORK

Internet Settings
Ethernet Settings
LAN Settings
Firewall Rules
Port Forwarding
Hotspot Settings
OpenRoaming
DHCP Snooping

ARP Inspection

EAP112-H eap112-test

VPN Settings

Windows PC connected to the LAN of the viewer site’s EAP112
Login viewer site EAP112

Go to NETWORK > VPN Settings
Enable WireGuard

Enable WireGuard  (§

Active Interface

INTERFACE SECTION

Private Key

1P Address

FF) Default Guest Network
FF) Default Local Network

FF) custom-1 (Custom LAN)

10.0.0.21/24

Listen Port | 0

DHCP Relay
> MTU | 1420
N WIRELESS PEER SECTION
£ SYSTEM c Key
Pre-Shared Key ®

Allowed IPs | 0.0.0.0/0

Endpoint Port | 51820

8. Active Interface
o
o

Enable Default Local Network
Fill out the INTERFACE SECTION and PEER SECSTION field data from

tunnel configuration data

VPN Settings

custom-1 (Custom LAN)

|NTERFACE SECTION
Private Key  sreressesssseesassssassssnsssamssnssnsnies | @
P Address
Listen Port 0
PEER SECTION
c Key @
eShared Key @
owed
Endpoint Ho:
En
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9. Click "Save & Apply" button
10. Open a browser on the PC and enter the specified IP Cam URL (e.g.,

http://192.168.254.38:10201/).
11. The browser on the PC is able to connect to the camera site’s IP camera

web GUI.
&« C A\ Notsecure  192.168.254.38:10201/html/system.html
Viewsec
Liveview System Information
SD Video
Device
Network Model Name
Uit System Up Time
System
Hardware Ver.
Logs
Firmware Ver.
Security
Status SDcard Status
Network
MAC Address
IP Address
Subnet Mask
€ > C A Not secure  192.168.254.38:10201/html/livestream.html
Viewsec
Liveview Video Livestream
SD Video
Network
Video
System
Logs
Security
Status
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IPCam

1 days, 22 hours, 15 minutes, 53 sec
v00

0.13b (2025-08-06 16:39:33)

online.

24:86:25:30:02:00

192.168.20.123

255.255.255.0




