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1.

1.1.

1.2.

Introduction

This document is to provide an instruction for setting up the Wedge Security Service add-on on ecCLOUD.

Wedge Security Service Add-on is ecCLOUD’s real-time threat prevention service, provided by Wedge

Networks' Cloud Network Defense (WedgeCND). After subscribing to this service, the add-on software will

be installed on your device to establish a fast VPN tunnel to connect to WedgeCND in the cloud. Security

functions are applied to network traffic routed through the tunnel to protect the device and the endpoints

connected to it.

Wedge Security Service Add-on provides the following security functions. In addition to these security

inspections, it also provides security event reports.

Advanced Malware Prevention

Blocks any malware from reaching endpoints in the network.

Antivirus: Signature and heuristic based antivirus with dual antivirus engines to detect most of known
malware, such as Viruses, Trojans, Worms, Backdoors, etc.

Al Anti-Malware: Artificial intelligence machine learning based malware detection for unknown and
never-seen-before malware, such as APT, Zero-day, and Ransomware.

Malware Analyzer: Sandbox based malware detection for greyware and suspicious code, data and files.

Intelligence Intrusion Detection & Prevention

Mainly protects the hosts and servers in the network from external attacks.

Exploit: Prevent from exploits on different applications, including PDF readers, Microsoft RDP,
Windows Media Player, VNC Server, Java-based programs, JavaScript, etc..

BOT Command & Control: Inspect traffic from a list of botnet command and control servers.
SQL Injection: Prevent from compromising SQL-based RDBMS.

DoS: Detect and block Denial-of-Service attack.

e Critical Infrastructure Protection: Inspect insecure data transfer methods and known vulnerabilities of

various SCADA software packages, such as PcVue, Sunway ForceControl, Siemens FactoryLink, etc.

1.3. Web Filter

Provides a safe Internet usage environment by detecting and blocking all categorized websites and URLs

containing malicious content, spam, phishing, fraud, spyware, adware, and more.

Malware sites
SPAM URLs

Confirmed SPAM sources



¢ Unconfirmed SPAM sources
¢ Phishing and other frauds

e Spyware and adware

2. Supported AP Models

For the time being, Wedge Security Service add-on is supported on the AP listed below.

Model Supported versions

EAP101 11.6.5

3. Getting Started

Before subscribing to the security service, please make sure the AP is on the support list and managed by
ecCLOUD. For how to register an AP to ecCLOUD, please check the instructions in the Edgecore Help
Center (https://support.edge-core.com/hc/en-us/sections/900000350566-ecCloud) or the ecCLOUD user

manual (https://wifi.edge-core.com/assets/Document/UserManual/EC ecCLOUD UserManual.pdf).

Note:
e Incurrent version, only router mode SSID is supported for Wedge Security Service.



https://support.edge-core.com/hc/en-us/sections/900000350566-ecCloud
https://wifi.edge-core.com/assets/Document/UserManual/EC_ecCLOUD_UserManual.pdf

4. Enabling Wedge Security Service Add-on
4.1. Applying voucher

i. Go to “Add-ons” page. Find Wedge Security Service add-on and click the “SUBSCRIBE / REDEEM”
button to get to the add-on subscription page.

3

CLOUD » Add-ons = [ A §e & WedgecClOUD v @ Hi Sebastian ~
Add-ons
Choose a Site... -
All Add-ons (11) v
%2 Dashboard
[[] Devices Latest
B Activity
) -
CiGprecomm wedge )
B3 Site management networks
Virtual Wireless Expert Wedge Security Service Smart Indoor Location

@ User managemento

Add-ons Enable Aprecomm’s Al Engine, Virtual Enable Wedge security service to protect This add-on is using smart-easy
Wireless Expert to perceive and improve your network system with the real-time deployment to share the benefit to

Licenses & Billing Real Time Customer WiFi Experience. threat prevention service. innovation for in-door location innovatio...
Learn more Learn more

@ Properties

& Notifications

e SUBSCRIBE / REDEEM
SUBSCRIBE / REDEEM | SUBSCRIBE / REDEEM | ACTIVATION CODE

@ Properties

ii. Inthe subscription page for Wedge Security Service add-on, click the “APPLY VOUCHERS” button. A
modal will pop-up for filling the voucher codes.

MLTG » Subscribe Add-on

Subscribe Add-on: Wedge Security Service

Choose a Site... v
% Dashboard Add License

[[] Devices

E Activity ADD VOUCHERS

Manage Please contact your distributor or ecwifi@edge-core.com to obtain the voucher.
B3 Site management
@ User management
License Information DETAIL MANAGE LICENSES
B Add-ons
Licenses & Billing No Available License.

@ Properties

A Notifications
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iii. Get a voucher code from Edge-core team. Enter the voucher code and click the “ADD” button. The
voucher code is valid, the voucher value will be listed below. After inputting all of your valid voucher
codes, click the “APPLY” button. A dialog box will be popped-out for your confirmation. Click
“CONFIRM” button if you would like to apply the vouchers.

Note that the voucher code will be consumed after click “CONFIRM” button. The applied voucher
cannot be recovered or transferred to another cloud.

Apply vouchers X

Please enter your voucher codes

__o_,’c.:.de o

] INJ72530 |

Confirmation Required X

Please confirm the voucher information, once you applied, the

vouchers can not be able to change or remove.

Please enter your vouchepfodes CONFIRM

Code

Apply vouchers

ADD

Voucher Code License Quantity Valid Time

INJ72530 1 12 Months X

CANCEL




4.2. License control for APs

i. Goto the subscription page for Wedge Security Service add-on. Click “MANAGE LICENSE” button to
check the device list.

ecCLOUD. 5 E » Subscribe Add-on

Subscribe Add-on: Wedge Security Service

Choose a 5ite... -
% Dashboard Add License

[[ Devices

B Activity ADD VOUCHERS

e Please contact your distributor or ecwifi@edge-core.com to obtain the voucher.

By Site management

@ User management

License Information DETAIL MANAGE LICENSES
E Add-ons
E Licenses & Billing License Duration Available In Use
12 Months 1 0

=@ Properties

& Notifications

ii. Select the AP you would like to apply the license, open the “ACTIONS” menu and click “Apply
License”.

Manage Licenses: Wedge Security Service

@,

ACTIONS (& REFRESH Il customize % EXPORT

(3]

Apply License
ME PRODUCT W CREATED ON SITE EXPIRED AT

Remove License

EAP101 3 minutes ago
P10M 11.6.5-1353 - ) wedge
o EC2217000661 2023-05-02 11:04 -

Rows per page: 25 ¥ 1-1 of 1




A dialog box will pop-up for your confirmation to apply the license. First, you may filter the licenses
by the available duration. For example, inputting 360 and click “SUBMIT” button, the licenses with
more than 360 days of available duration will be counted in. After filtering the license duration,
clicking “APPLY” button then the system will automatically select a license from the pool and apply

to the selected APs.

License Application X
Selected Devices: 1
Devices with Applied License: 0
_ o!vailshle>Dsys* o
Apply License: 360 SUBMIT

The licenses will be applied to those devices without licenses.
If the number of available licenses is less than the selected devices, you can apply the license
first, and repeat this steps to choose other valid licenses for other devices

CANCEL

iv. Afterthe licenseis applied to an AP, the “ACTIVATED AT” and “EXPIRED AT” will be shown. Note that

License Application X
Selected Devices: 1
Devices with Applied License: 0
. Availsble > Days *
Apply License: ( 360 : SUBMIT
>

Thereare 1 available licenses.

The licenses will be applied to those devices without licenses.
If the number of available licenses is less than the selected devices, you can apply the license
first, and repeat this steps to choose other valid licenses for other devices

(3)

CANCEL

the license is for 1 year from the time it is applied to an AP.

Manage Licenses

(™ REFRESH Il customizE @ EXPORT
O @) NAME PRODUCT FW
[ | ® 11.6.2-1269

SITE ACTIVATED AT EXPIRED AT

Rows per page: 25 ~ 1-1 of 1

2022-07-06 1715

v. Check the Activity page. There should an Addon Management activity to update the add-on license
to the AP. Initially, the status would be “Scheduled”, which means this task is scheduled to be
executed. If the status becomes “Running”, it means that the installation of the related packages is
in progress. When the status becomes “Completed”, the AP is ready to provide service.

a day ago Addon Management Completed &0 Created by wang Jianan.

Addon license was successfully updated on the device,




4.3. Preparing for SSL/TLS Traffic Scan

To allow Wedge Security Service to scan SSL/TLS traffic for providing further protection, it is required to
download and import the Wedge certificate on your devices. The steps below shows an example to import the
Wedge certificate on a Windows 10 device.

Note: With the steps below, the SSL/TLS traffic via Microsoft Edge, Google Chrome, or command
prompt will be scanned. For those using Mozilla Firefox browsers, you will need to install the Wedge
Security certificate separately as it does not use the Microsoft Certificate key store.

i. Download and save the Wedge certificate from
https://wedgenetworks.com/Certificates/wedgearp-ca.cer.
ii. Once downloaded, double click on the file "wedgearp-ca.cer". Press Open once the following

dialog box appears.

Do you want to open this file?

Mame: ChlUserst | \Downloads\wedgearp-ca  .cer
F" Publisher: Unknown Publisher
Type: Security Certificate

From: CA\Usersh Downloads\wedgearp-ca cer
Open Cancel
[] Always ask before opening this file

~ While files from the Internet can be useful, this file type can potentially
@ | harmyour computer. If you de not trust the source, de not epen this
software. What's the risk?

iii. The Certificate dialog box will appear. Click on "Install Certificate" to install.

General Details Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):
« All issuance policies
+ All application polices

Issued to: WedgeARP certificate
Issued by: WedgeARP certificate

valid from 4/30/2020 to 5/1/2023

Install Certificate... || Issuer Statement

OK



https://wedgenetworks.com/Certificates/wedgearp-ca.cer

iv. The "Certificate Import Wizard" dialog box will appear. Click on the radio button "Local Machine"

V.

Vi.

Vii.

and click Next to continue.

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User

To continue, dlick Next.

[ ®Next | | Cancel

Windows will flash another screen asking for permission to make changes. Click on Yes.

Choose the radio button "Place all certificates in the following store" and then click on the Browse

button.

&«

£* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
[ (®) Place all certificates in the following store l

Certificate store:
1 Browse...

The following "Select Certificate Store" dialog box will appear. Click on "Trusted Root Certificate"

and then OK.

Select the certificate store you want to use,

| Personal ~
| Frusted Root Certification Authormes[
| Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers

E 1 intristed Certifirates
< >

[]Show physical stores

OK Cancel




Vii

iX.

X.

. Then, click Next as shown:

€ £* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

O Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store

Certificate store:
‘Trusled Root Certification Authorities [ I Browse... ]

Cancel

The following dialog box will appear. Click on Finish to complete the installation.

& & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.
You have specified the following settings:

Certificate Store Selected by User Trusted Root Certification Authorities
Content Certificate

Finish Cancel

To verify that the certificate was properly installed, go to the Start menu and type in "Internet
Options" and click on Open.

Best maich
Internet Options ‘}L
Control panel g
serings Internet Options
€ Block or allow pop-ups > Control panel
Search the web
R Internet Options - see web results >
2 intemet options google chrome >
2 intemet options canada >
2 internet options google >
£ internet options ontario >
£ internet options mail >
£ internet options download >
E
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xi. Once the Internet Properties dialog box comes up, navigate to the Content tab and click on
Certificates to get the Certificates dialog box.

€ Internet Properties ? *

Certificates

Use certificates for encrypted connections and identification,

Clear S5 state

AutoComplete

Publishers

= AutoComplete stores previous entries Settings
% on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated Settings
Et content from websites that can be

read in Internet Explorer and other

programs.

oK Cancel Apply

xii. Click on the "Trusted Root Certification Authorities" tab.

Certificates X

Intended purpose: [<AI> v

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior| ¢ | *

Issued To Issued By Expiratio...  Friendly Name

59 b 1ch548e-8aa0-44... MS-Organization-Access  8/7/2029 <None>

[ bacbff7dodfd340a Token Signing Public Key  6/13/2020  <None>

(5= : Z .. Communications Server  11/3/2019  <None>

(5= ' '~ ', Communications Server  3/25/2016  <None>
Import... Export... Remove Advanced

Certificate intended purposes
Client Authentication
View

xiii. Scroll down until you see the WedgeARP Certificate for verification.

Certificates X

Intended purpose: <All> v

Intermediate Certification Authorities Trusted Root Certification Authorities  Trusted Publ ¢ | *

Issued To Issued By Expiratio...  Friendly Name L]
plwedge Wedge 11/18/2018  <None>
53] wedge Networks Wedge Networks 9/7/2017  <None>
[lwedge Officea Wedge Officea 7/5/2018  <None>
[;wedge VPN Server ... Wedge VPN Serverro... 3/23/2030  <None>
Slwedge210 wedge210 9/7/2017 <None>

™

;) wedgeARP certificate WedgeARP certificate  5/1/2023

Import... Export... Remove Advanced

Certificate intended purposes
Server Authentication, Client Authentication




5. Checking License Status

The summary of the license information is listed in the add-on subscription page. The number of available

licenses and the number of in-use licenses are listed based on the length of the license duration.

License Information

License Duration
12 Months

24 Months

DETAIL MAMNAGE LICENSES
Available In Use

4 1

1 3

By clicking the “DETAIL” button, you can check the details of all the licenses. In the license details page,

you can check whether the license is activated or not, and even check which AP on which site the license

is applied to. The original license duration and the available license duration for each license are also

shown in the details.

802

219

820

221

822

LICENSEID  LICENSE DURATION

1 year

1 year

1 year

1 year

1 year

License Details: Wedge Security Service

AVAILABLE DURATION ACTIVATE ACTIVATE AT EXPIRE AT DEVICE NAME  SITE NAME
ayear Y 2023-02-1513:48 2024-02-1513:48 Vedge AP Vedge Test
a year N
ayear N
a year N
ayear N

Rows per page: 25 ~ 1-50f5

6. Generating Security Report

i. Go to the subscription page for Wedge Security Service add-on and scroll down to the “Report”
section. Select the start date and the end date, and then click “CREATE REPORT” button to generate
the security report for the selected period.

Report
(1)

From 7" 2023-05-02

DATE

(2) ©

fo

Only a maximum of & reports can be displayed, and any additional reports will overwrite the oldest one.

2023-05-02 CREATE REPORT

NAME REPORT




ii. After clicking the “CREATE REPORT” button, a hint message will pop out. As the message described, it
may take some time for the report to be generated. You may refresh the page and check whether the

download link is ready.

Report Generator
Your report is being generated.Please refresh the page in a few seconds to download the report.

Mote: Depending on the amount of information in a report and the date range you are
running it for, reports can take several minutes to run.

OK

iii. The download link will appear once it is ready. Click the “DOWNLOAD” link to get the report in PDF

format.

Report

From | 2023-05-02 E| to | 2023-05-02 E| CREATE REPORT

Only a maximum of 6 reports can be displayed, and any additional reports will overwrite the oldest one.

DATE NAME REPORT

2023-04-27 to 2023-04-30 WedgeARFP Addon Report-0427-0430

Note:
e At most 6 reports can be displayed. Any additional reports will overwrite the oldest one.

7. Remark

For more information, please submit a ticket at https://support.edge-core.com/hc/en-us, or just send an

email to ecwifi@edge-core.com.



https://support.edge-core.com/hc/en-us
mailto:ecwifi@edge-core.com

