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1 Introduction 

¢Ƙƛǎ ƎǳƛŘŜ ǿƛƭƭ ǇǊƻǾƛŘŜ ōŀǎƛŎ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ǘƻ ǉǳƛŎƪƭȅ ǎŜǘ ǳǇ aƛŎǊƻǎƻŦǘ оср !ǳǘƘŜƴǘƛŎŀǘƛƻƴΦ 

aƛŎǊƻǎƻŦǘ оср !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŀƴ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜŎƘŀƴƛǎƳ ǿƘƛŎƘ ŜƴŀōƭŜǎ ǳǎŜǊǎ ǘƻ ƭƻƎƛƴ ǘƘǊƻǳƎƘ 

aƛŎǊƻǎƻŦǘ оср ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǎŜǊǾŜǊΦ  

aƛŎǊƻǎƻŦǘ оср !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀƭǎƻ ŀƭƭƻǿǎ [5!t ŀǳǘƘƻǊƛȊŀǘƛƻƴΣ ǿƘƛŎƘ ŀƭƭƻǿ aL{ ǘƻ ǊŜǎǘǊƛŎǘ ǳǎŜǊ ǿƛǘƘ 

ŘƛŦŦŜǊŜƴǘ ǇŜǊƳƛǎǎƛƻƴ ǘƻ ŀŎŎŜǎǎ ŎƻƳǇŀƴȅ ƴŜǘǿƻǊƪΦ 
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2 Pre-configure on Microsoft 365 Azure 

¢Ƙƛǎ ŎƘŀǇǘŜǊ ǿƛƭƭ ƎǳƛŘŜ ȅƻǳ ƛƴ ƎŜƴŜǊŀǘƛƴƎ ǾŀƭǳŜǎ ŦƻǊ ŎƻƴǘǊƻƭƭŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ŦǊƻƳ ȅƻǳǊ ŜȄƛǎǘƛƴƎ 

ǊŜƎƛǎǘǊŀǘƛƻƴ ƛƴ aƛŎǊƻǎƻŦǘ оср !ȊǳǊŜΦ 

 

1. Go to !ǇǇ ǊŜƎƛǎǘǊŀǘƛƻƴǎ Ҕ ǘƘŜ ŎǊŜŀǘŜŘ ǊŜƎƛǎǘǊŀǘƛƻƴ, click “Endpoints” to generate the parameters 

for the controller 

 

 

2. Copy the URL address and paste to the controller 

a. OAuth 2.0 authorization endpoint (v2) – Paste the value to Authentication Endpoint 

(Controller) 

ex. https://login.microsoftonline.com/ғ5ƛǊŜŎǘƻǊȅ όǘŜƴŀƴǘύ L5Ҕ/oauth2/v2.0/authorize 

b. OAuth 2.0 token endpoint (v2) - Paste the value to Token Endpoint (Controller) 

ex. https://login.microsoftonline.com/ғ5ƛǊŜŎǘƻǊȅ όǘŜƴŀƴǘύ L5Ҕ/oauth2/v2.0/token 
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3. Go to !ǇǇ ǊŜƎƛǎǘǊŀǘƛƻƴǎ Ҕ ǘƘŜ ŎǊŜŀǘŜŘ ǊŜƎƛǎǘǊŀǘƛƻƴ, Application (client) ID – Paste the value to 

Client ID (Controller) 

 

 

 

 

 
4. Go to !ǇǇ ǊŜƎƛǎǘǊŀǘƛƻƴǎ > ǘƘŜ ŎǊŜŀǘŜŘ ǊŜƎƛǎǘǊŀǘƛƻƴ > !tL ǇŜǊƳƛǎǎƛƻƴǎ  

a. Click “Add a permission” 
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b.  Click “Microsoft Graph” 

 

 

c. Click “Delegated permissions” 

 

 

d. Enable “openid” and “User.Read” 
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e. Type in “openid https://graph.microsoft.com/User.Read” to the controller 

 

 

 
5. Go to !ǇǇ ǊŜƎƛǎǘǊŀǘƛƻƴǎ > ǘƘŜ ŎǊŜŀǘŜŘ ǊŜƎƛǎǘǊŀǘƛƻƴ > /ŜǊǘƛŦƛŎŀǘŜǎ ϧ ǎŜŎǊŜǘǎ 

a. Click “New Client secret” 

 

  

https://graph.microsoft.com/User.Read
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b. Copy the “Value” and paste to the “Client Secret” in the controller 

 

 

 

 

 

6. Go to !ǇǇ ǊŜƎƛǎǘǊŀǘƛƻƴǎ > ǘƘŜ ŎǊŜŀǘŜŘ ǊŜƎƛǎǘǊŀǘƛƻƴ > !ǳǘƘŜƴǘƛŎŀǘƛƻƴ 

a. Click “Add a platform” and select “Web” to enter “Configure Web” page 
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b. Copy the “Redirect URI” from the controller and paste to the “Redirect URIs” in “Configure 

Web” page 

 

 

 

 

Attention: 

1. Email address must fill in the user’s information on Microsoft 365 authentication SSO system, it is critical message 

during the communication. 

2. SSL Login must be enabled on the controller.  

3. The two-stage authentication will only happen when the device is logged in for the first time. Unless there are 

settings in the management system that need to be re-authenticated, the two-stage authentication will not 

appear on the device after that, because the system will record the logged-in device.  
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3 Configuration steps on the controller 

3.1 Enable Microsoft 365 Authentication Option for the desired Service Zone: 

a. Go to aŀƛƴ aŜƴǳ Ҕ {¸{¢9a Ҕ {ŜǊǾƛŎŜ ½ƻƴŜǎ, in this sample case, “Default” Service Zone is 

selected: 

 

 

b. Scroll down to Authentication Options of Default Service Zone and ensure the option entry 

of “Microsoft 365 Authentication” is enabled. 
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3.2 Configure Microsoft 365 Settings 

a. Go to Microsoft 365 Authentication Page: aŀƛƴ aŜƴǳ Ҕ ¦{9w{ Ҕ 9ȄǘŜǊƴŀƭ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ Ҕ 

aƛŎǊƻǎƻŦǘ оср. 

 

 

To configure Microsoft 365, select each setting and specify necessary parameters:  

 

[5!t {ŜǊǾŜǊ {ŜǘǘƛƴƎǎ: Settings for LDAP Authorization (Optional). 

!ǳǘƘƻǊƛȊŀǘƛƻƴ 9ƴŘǇƻƛƴǘ: Set the endpoint for Microsoft 365 authentication server 

¢ƻƪŜƴ 9ƴŘǇƻƛƴǘ: Token for Microsoft 365 authorization 

/ƭƛŜƴǘ LŘ: Set the Client ID for Microsoft 365 authorization server 

tŜǊƳƛǎǎƛƻƴǎ: Permission to Read/Write Microsoft 365 authorization server 

/ƭƛŜƴǘ {ŜŎǊŜǘ: Set the Client Secret for Microsoft 365 authorization server 

 

bƻǘŜΥ 

Above parameters are obtain by MIS/Admintrators granting access to 

https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/RegisteredApps  

/ƘŜŎƪ ǘƘŜ /ƘŀǇǘŜǊ нΥ tǊŜπŎƻƴŦƛƎǳǊŜ ƻƴ aƛŎǊƻǎƻŦǘ оср !ȊǳǊŜ ŦƻǊ ƳƻǊŜ ŘŜǘŀƛƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 

 

 

 

 

 

https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/RegisteredApps
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3.3 Configure LDAP Group Mapping (Optional) 

a. Configure the LDAP Group Mapping: 

 

 

To configure LDAP attribute mapping, select each setting and specify necessary parameters:  

 

[5!t !ǘǘǊƛōǳǘŜ bŀƳŜ: Set the LDAP attribute name. 

[5!t !ǘǘǊƛōǳǘŜ ±ŀƭǳŜ: Set the correspond value to match LDAP attribute 

DǊƻǳǇ: Group which mapping to this LDAP attribute value 

 

 

 

 

 

 

 

 

 

 

 

 

 



Technical Guide 

Microsoft 365 Authentication 

12 

3 Microsoft 365 Login Flow 

                      
     CƛƎǳǊŜ оΦм π !ǎǎƻŎƛŀǘŜ ǘƻ ǘƘŜ {{L5           оΦн π /ƭƛŎƪ ΨaƛŎǊƻǎƻŦǘ осрΩ ōǳǘǘƻƴ      оΦо ς [ƻƎƛƴ ǿƛǘƘ aƛŎǊƻǎƻŦǘ оср ŀŎŎƻǳƴǘ 

    

 

 

 

                           
   CƛƎǳǊŜ оΦп ςCƛƴƛǎƘ aƛŎǊƻǎƻŦǘ оср ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ             оΦр π [ƻƎƎŜŘ Lƴ {ǳŎŎŜǎǎŦǳƭƭȅ 
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4 Remarks 

tƭŜŀǎŜ ŎƻƴǘŀŎǘ ¢ŜŎƘƴƛŎŀƭ {ǳǇǇƻǊǘ ¢ŜŀƳ ŦƻǊ ŀŘŘƛǘƛƻƴŀƭ ƛƴǉǳƛǊƛŜǎΦ 

 


